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ABOUT THIS BOOK

This book is for anyone using FORE Systems PowerHub software version 7-2.6.3.0,
6-2.6.3.0, or 4-2.61.2 to operate a PowerHub Intelligent Switching Hub.

This book is divided into the following parts:

Part 1: Overview

Part 2: Subsystems

Part 3: Filtering

Part 4: Appendices

Describes the PowerHub subsystems and the
major software management features they
contain.

Describes the commands you can useto
configure the hub for bridging and for IP
routing. It also contains information on how to
configure the PowerHub system to perform RIP
routing and IP Multicasting.

Describes how to apply filtersto bridge, TCP,
IP, and RIP packets to control traffic entering
and leaving the hub.

Contains information on the Standard M1B
objects and the PowerHub MIB objects. These
appendices also contain information on Ethernet
and FDDI packet encapsulation formats, aswell
as information on configuring VLANS.

maintenance rel ease.

NOTE: This manua and the PowerHub Supplementary Protocols Manual, V 2.6 (Rev C)
describe the current system software version as “2.6.” However, when you receive
software diskettes containing PowerHub software files, the diskettes are labeled according
to the specific PowerHub product and software release. For example, a software diskette
shipped for a PowerHub 7000 might be labeled “7-2.6.3.0.” The “7-" indicates that the
software is for the PowerHub 7000 and the “3.0” indicates the specific feature release or
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OTHER BOOKS

You can find additional information about the PowerHub system in the following
books:

Power Hub Supplementary Protocols Manual, V 2.6 (Rev C)
Describes the commands to configure the hub for AppleTalk, DECnet, and
IPX routing, as well asinformation on implementing IP Security.

PowerHub ATM Addendum (Rev A or higher)
Describes the PowerCell ATM modules, as well as how to install them and
how to configure them for LANE (LAN Emulation) 1.0.

PowerHub OSPF Addendum (Rev A or higher)
Describes the PowerHub implementation of the OSPF (Open Shortest Path
First) routing protocol and how to configure your PowerHub system as an
OSPF router.

PowerHub 4000 Installation and Configuration Manual, V 4-2.6.1.2 (Rev B)
Describes the PowerHub 4000 hardware, as well as how to install it and how
to upgradeiit.

PowerHub 4005 FDDI Addendum (Rev A or higher)
Describes the PowerHub 4005 FDDI hardware and how to install it and
configureit.

PowerHub 4100 Fast Ethernet Addendum (Rev A or higher)
Describes the PowerHub 4100 hardware and how to install it and
configure it.

PowerHub 6000 Installation and Configuration Manual, V 6-2.6.3.0 (Rev C)
Describes the PowerHub 6000 hardware, as well as how to install it and how
to upgradeiit.

PowerHub 6000 FDDI Addendum (Rev A or higher)
Describes the PowerHub 6000 FDDI daughter cards and how to install them
and configure them.

PowerHub 7000 Installation and Configuration Manual, V 7-2.6.3.0 (Rev D)
Describes the PowerHub 7000 hardware, as well as how to install it and how
to upgradeit.

PowerHub 7000 6x1 Universal Fast Ethernet Addendum (Rev A or higher)
Describes the PowerHub 7000 6x1 Fast Ethernet Module, as well as how to
install it and how to upgradeit.
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NAMING CONVENTIONS

To conform with industry-standard usage of terms, FORE Systems now uses the
words “segment” and “port” as they are defined below. This usage is reflected in
PowerHub documentation, including this manual.

Port A physical connection to the PowerHub system. A given segment can have
many ports; for example, repeated ports on a UTP Ethernet segment. A
segment also can have just one connection; for example, an AUI segment, in
which case the terms ‘port’ and ‘ segment’ are somewhat interchangeable.

Segment A single 10 Mb/sor 100 Mb/s Ethernet collision domain or a100 Mb/s FDDI
ring. In addition, although full-duplex Ethernet domains do not experience
collisions, the term “segment” applies to full-duplex Ethernet domains as
well.

NOTE: Previous FORE Systems products and documentation used the word “port” to
refer to asingle collision domain or ring, and “link” to refer to aphysical connection. In
PowerHub software versions 2.6 and earlier, commands and help messagesin the
command-line interface continue to be based on the old usage.
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TYPOGRAPHICAL CONVENTIONS

The following typographical conventions are used in this manual:

Thistype style...

AaBbCcDd

AaBbCc Dd

<AaBbCcDd>

400-1675-0001, Rev C, Issue 1,V 2.6

Indicates...
A term that is being defined. Example:

IP Helper isan enhancement to the ip subsystem that lets you boot a PowerHub
system from a server separated from the boot client by a gateway.

A command name. PowerHub commands are case-sensitive; they should always be
entered as shown in the manual and on-line help. Example:

listdir
1) Separates the full and terse forms of a command or argument:

» Thefull form is shown on the left of the| .
» Theterseform is shown on theright of the| .

Example:
listdir|ls

When you typethe command or argument, you can typeeither thefull form
or theterse form. Inthisexample, you cantypel i stdir orl s.

2) Separates mutually exclusive command arguments. Example:

set stp enl|dis

In this example, the command set st p can accept either enl or di s,
but not both.

Enclose optional command arguments or options. Example:

setuser [root| nmonitor]

Inthisexample, the[ ] enclosean optiona argument. Y ou can issue the command
without the argument(s) shownin[ ] . However, if specified, the argument must be
one of the two options listed between the[ ] .

Indicatesaparameter for which you supply avalue. When used in command syntax,
<j tal i cs>indicatesavalue you supply. Example:

showfil e <file-nanme>

In thisexample, <f i | e- name> is a parameter for which you must supply avaue
when you issue this command.
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AaBbCcDd

AaBbCcDd
or
AaBbCcDd

Indicates afield name or afile name.

A field name example:

When you boot the PowerHub software, thel ogi n: prompt is displayed.

A file name example:

When you boot the PowerHub software, the system looksfor afilenamed cf g.

Indicates text (commands) displayed by the PowerHub software or typed at the
command prompt. To make typed input easy to distinguish from command prompts
and output, the typed input is shown in darker type. Example:

10 on 12
12

1: Power Hub# pm view all
Port 10 (all) being viewed on:

In this example, the user types“pm view all 10 on 12" and the software responds
“Port 10 (all) being viewed on: 12”.

PowerHub Software Manual
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Part 1: Overview

This part describes the PowerHub system software and contains the following
chapter:

Chapter 1:  Subsystems Overview
Describes the features available in each PowerHub subsystem and
where to find information about the commands in each subsystem.
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1 Subsystems Overview

The commands to exercise PowerHub software features are grouped into subsystems.
Each subsystem contains commands that pertain to a particular aspect of PowerHub
configuration or management.

To display alist of the subsystems available in software version 2.6 on-line, issue the
subsyst ens (or ss) command. Issuethefi ndcnd command to display a complete list
of commands.

Table 1-1 lists each subsystem and tells you where you can locate information about
the commands contained within it.

TABLE 1-1 PowerHub subsystems.

Subsystem For command descriptions, see...

at al k Chapter 1 in the PowerHub

Configure PowerHub segments for AppleTalk routing. Supplementary Protocols Manual,
V 2.6 (Rev C).

atm The PowerHub ATM Addendum.

Configure a PowerHub system containing a PowerCell module for
switching between ATM networks and Ethernet and FDDI networks.

bri dge Chapter 2 in this manual.

Configure the hub for |EEE 8021.d bridging, Spanning-Tree, and | PX
trandation bridging.

dec Chapter 3 in the PowerHub

Configure PowerHub segments for DECnet routing. Supplementary Protocols Manual,
V 2.6 (Rev ).

f ddi The Installation and Configuration

Configure and display management information for FDDI segments. Mr;ltnual, V2.6 for your PowerHub
system.
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4 SUBSYSTEMS OVERVIEW CH.1

TABLE 1-1 (Continued) PowerHub subsystems.

Subsystem For command descriptions, see...

ip Chapter 5 in this manual.

Configure PowerHub segments for | P routing.

i pm Chapter 6 in this manual.

Configure PowerHub segments for |P Multicast routing.

i px Chapter 2 in the PowerHub

Configure PowerHub segments for IPX routing. Supplementary Protocols Manual,
V 2.6 (Rev C).

mai n The Installation and Configuration

Define command aliases and timed commands, use the command Manual, V 2.6 for your PowerHub

history, access on-line help, and other general tasks. System.

nmgmt The Installation and Configuration

Display and manage hardware configuration items, manage filesona Manual, V 2.6 for your PowerHub

floppy disk or Flash Memory Module, and save and load configuration Y stem.

files.

nvram The Installation and Configuration

Configure settings for boot sources, netbooting, and other Manual, V 2.6 for your PowerHub

configuration items in the NVRAM. System.

ospf The PowerHub OSPF Addendum.

Configure the PowerHub system as an OSPF router.

rip Chapter 7 in this manual.

Configure the PowerHub system as a RIP router.

snmp Chapter 8 in this manual.

Define SNMP communities and managers and display SNMP

statistics.

t cpstack Chapter 3 in this manual.

Define and display TELNET control characters, display active TCP
connections, and display UDP agents supported by the PowerHub
system.

This chapter gives an overview of the subsystems in PowerHub software version 2.6.
For each subsystem, this chapter summarizes the major features available using the
commands in that subsystem.

For an overview of PowerHub hardware and software features, see Chapter 1 in the
PowerHub Installation and Configuration Manual, V 2.6 for your PowerHub system.
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SEC. 1.1 ATM 5

1.1 ATM

Theatm subsystem lets you configure the PowerHub system to switch traffic between
your Ethernet and FDDI networks and an ATM network. The PowerHub ATM software
supportsthe ATM Forum’s LANE (LAN Emulation) 1.0 and UNI (User-Network Interface)
3.0, ATM standard protocols that let you associate each of the 16 logical segments on the
PowerCell module with an ELAN (Emulated LAN). An ELAN isagroup of ATM stations
that appear to the PowerHub system as an Ethernet segment (broadcast domain).

1.2 APPLETALK (ATALK)

The atalk subsystem lets you configure PowerHub segments for AppleTalk Phase-2
routing. You can define AppleTak zones and interfaces, and ping AppleTak nodes.

1.2.1 Zone Tables, Route Table, and AARP Table

The AppleTak software maintains a zone table that lists the AppleTak zones
configured on PowerHub segments. Entries in the table are created and updated when
you define or update AppleTalk zones.

The AppleTak route table lists the AppleTak networks that can be reached by the
PowerHub system. The PowerHub software uses RTMP (Routing Table Maintenance
Protocol) to maintain the route information.

The AARP (AppleTalk Address Resolution Protocol) table lists the MAC-layer
hardware addresses for the AppleTalk interfaces that can be reached from the PowerHub
system.

The AppleTak software supports VLAN (Virtual LAN) configurations, in which
multiple PowerHub segments are defined as a single AppleTak interface. (See

Appendix D.) An additional table, the configured interfaces table, displays configuration
information for AppleTalk VLANS.

1.2.2 Statistics
You can display statistics for AARP, DDP (Datagram Delivery Protocol), and echo
packets.
1.2.3 Filters

AppleTak Zone and NBP (Name Binder Protocol) filters provide security control
over the server information sent and received by the AppleTak networks associated with
your PowerHub segments. See Chapter 5 in the PowerHub Supplementary Protocols
Manual, V 2.6 (Rev C).
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6 SUBSYSTEMS OVERVIEW CH.1

1.3 BRIDGE

The bridge subsystem contains commands for configuring and managing the
PowerHub system as an IEEE 8021.d bridge. You can define up to 32 network (bridge)
groups, each containing any subset of PowerHub segments.

1.3.1 Bridge Table and Bridge Cache

The software maintains a bridge table containing the MAC-layer hardware
addresses of devices to which the hub is able to bridge packets. The software maintains
the table by automatically adding new entries and deleting unused entries. In addition,
you can add or remove individual entries, including entries to support multi-homed hosts.

Here is an example of the bridge table. Although only a handful of bridge entries are
shown in this example, the bridge table usually contains many entries.

Bridging table (aging time = 60 m nutes)
Et her net - addr ess Port Link Rule Flags
00- 00- 00- 00-00-00 01 04 none aged
00- 00-c0-ea-9f-17 01 00 none
08- 00- 20-10-19-ac 08 00 none
00- 00- c0-ed-61-4a 01 00 none
08- 00- 20-0c-5a-48 08 00 none
02-cf-1f-90-40-23 01 04 none
08- 00- 20- 0c- 3a-a2 02 00 none
08- 00- 20- Oc-5a-d2 08 00 none
00- 80- A3-00-36-53 01 00 none

In addition to the bridge tabl e, the PowerHub software maintains abridge cache of the
most recently used source-destination pairs. A source-destination pair contains a packet’s
source MA C-address and destination MAC-address. The cache provides afast path for the
bridging software and gives you an at-a-glance view of current bridging activity. You can
display the bridge cache to see at-a-glance the source-destination pairs that are being used
frequently.

1.3.2 Spanning-Tree Algorithm

The PowerHub bridge software includes implementation of the 802.1d
Spanning-Tree algorithm. When you enable the algorithm on the PowerHub system, the
software identifies and “breaks’ loops in your network, without requiring you to make
configuration changes. Commands in the bridge subsystem let you fine-tune
Spanning-Tree parametersto fit your network.
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1.3.3 IPX Translation Bridging

1.3.4 Filters

If your network contains a mixture of Ethernet and FDDI devices, you can use
commands in the bridge subsystem to configure the PowerHub subsystem to perform
IPX trandlation bridging. IPX trandation bridging lets you span an IPX network across
Ethernet and FDDI devices. Using commands in the bridge subsystem, you can specify
the encapsulation types used for packets bridged between Ethernet and FDDI devices.

Based on your network’s security needs, you can selectively block learned bridge
entries from being added to the bridge table. For additional security, you can define up to
62 rules to filter bridge packets based upon their contents. The PowerHub software lets
you apply filters to outgoing traffic, incoming traffic, or both on a segment-by-segment
basis.

See Chapter 9 in this manual for information about creating bridge filters.

1.4 DECNET

1.5 FDDI

The dec subsystem contains commands for configuring the PowerHub system to
perform DECnet Phase IV routing. Depending upon your network configuration, you
can configure the hub to function as a Level-1 router or a Level-2 router. You can
display DECnet statistics for the hub (in its capacity as a DECnet node) and for the
individual segments configured as DECnet interfaces.

See Chapter 3 in the PowerHub Supplementary Protocols Manual, V 2.6 (Rev C) for
information about the dec subsystem commands.

The fddi subsystem lets you display statistics, adjust hardware timers, and (for some
PowerHub models) manage PowerHub FDDI Concentrator modules.

Depending upon the type of FDDI modules used in your system, you can display
various types of management information. For all types of FDDI modules and daughter
cards, you can display standard MIB information. For dual FDDI modules, you also can
display on-board packet statistics, such as the number of packets forwarded from one
segment to another on the same module.

If your configuration requires a change to the T_REQ or TV X hardware timers, you
can use acommand in the fddi subsystem to adjust them.

In addition, if your PowerHub system supports the PowerHub FDDI Concentrator
modules, commands in the fddi subsystem let you control attachment of the concentrator
modules to the FDDI module you are using to manage them.

See the Installation and Configuration Manual, V 2.6 for your PowerHub system for
information about the fddi subsystem commands you can use with your system.
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1.6 IP

Commands in the ip subsystem let you configure PowerHub segments for IP
routing. Using ip commands, you can assign IP interfaces to individual segments. The
IP routing software also supports IP VLANS, enabling you to define a single IP subnet
that spans multiple PowerHub segments.

The following subsections describe major features of the ip subsystem. See
Chapter 5 in this manual for more information about these features and the ip commands.

1.6.1 Route Table, ARP Table, and Route Cache

The software maintains a route table containing the | P nets and hosts that can be
reached from the PowerHub system. The software can learn routes from incoming
packets and make appropriate entriesin the table. An aging mechanism removes unused
routes from the table. Y ou can manually add or remove table entries.

In networks that experience large amounts of RIP update traffic, you can definea
default route. The default route reduces RIP overhead by providing a default path for
packets that cannot be routed using the entries in the route table.

The ARP table lists the MAC-layer hardware address corresponding to each IP
address for which the route table contains a route. The software automatically adds and
removestable entries, but you can manually add or remove entriesaswell. The ARPtable
contains a cross-reference of the MAC-layer hardware address and corresponding protocol
address for each device known to the PowerHub software.

The route cache, similar to the bridge cache, enhances throughput by providing afast
path to packets destined for the most recently used routes. You can get at-a-glance
information about the IP traffic in your network by displaying the route cache.

1.6.2 IP Helper

1.6.3 Filters

In networks where your PowerHub system acts as a gateway, |P Helper lets you
configure the hub to assist client workstations (including other PowerHub systems) on
one segment to communicate with servers on another segment. This feature can be used,
for example, in configurations where a client PowerHub system is separated from a boot
server by another PowerHub system.

To protect against unauthorized access to hosts in your |P network, you can define
filters to selectively block or forward packets based upon their IP source or destination
addresses.  You apply the filters on a segment-by-segment basis to filter incoming or
outgoing traffic.

In configurations where the PowerHub system is acting as a firewall, IP filters can
protect your network against attacks that use “spoofed” 1P addresses to gain access to the
network.

See Chapter 11 for information about IP filters.
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1.6.4 IP Security

In addition to IP filters, the software contains a robust implementation of the IP
Security protocol (RFC 1108). |P Security lets you tightly control traffic sent to or from
the hub. You can implement either of the following U.S. Department of Defense
network security models. the BSO (Basic Security Option) or the ESO (Extended
Security Option).

You can access the IP Security commands by issuing a command in the ip
subsystem. See Chapter 4 in the PowerHub Supplementary Protocols Manual, V 2.6
(Rev C) for information about the | P Security commands.

1.7 IP MULTICAST (IPM)

Commands in the ipm subsystem let you configure the PowerHub system for IP
Multicast routing. Using commands in this subsystem, you can define virtual interfaces
between PowerHub segments and other multicast hosts.
1.7.1 Route Table
The software maintains an |P Multicast route table. The IP Multicast table provides
information similar to the information provided by the IP route table.
1.7.2 Statistics

As in other subsystems, you can display packet statistics. For IP Multicasting, you
can display statistics for DVMP, IGMP, and route packets.

1.8 IPX

The ipx subsystem contains commands that et you configure PowerHub segments
as IPX interfaces.

1.8.1 IPXRIP and SAP

The PowerHub software provides management information about 1PX routes and
servers through implementation of IPX RIP (Routing Information Protocol) and SAP
(Service Advertisement Protocol). Y ou can selectively enable RIP or SAP talk and listen
on a per-segment basis to control the flow of RIP and SAP updates in your network.
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1.8.2 Route Table, Route Cache, and Server Table

The software maintains a route table containing the IPX destinations that can be
reached by the PowerHub system. Although the software automatically adds new entries
and ages out unused ones, you can add or remove entries manually as well.

The route cache provides a fast path for packets destined for the most recently used
routes to destinations. Y ou can display the cache to observe the traffic patterns currently
in useinyour IPX network.

In addition to the route table, the software maintains a server table. The server table
contains the servers that can be reached by the PowerHub system. As with the route
table, the software maintains the server table automatically, but also lets you add entries
manually.

1.8.3 RIP and SAP Filters

1.9 MAIN

For finer control over RIP and SAP information, you can apply filters to specific
networks or segments to selectively block or send RIP or SAP information.  See
Chapter 6 in the PowerHub Supplementary Protocols Manual, V 2.6 (Rev C) for
information about how to define and apply IPX filters.

The commands in the main subsystem let you perform various administrative tasks.
You can display the installed versions of PowerHub software, change a password, change
session authority, and so on. In addition, you can set the scroll parameters and save or
read environment files.

If you need to alocate main memory for the Bridge MIB or the AppleTalk, IPX, or
DECnet protocols, you use a command in this subsystem.

1.10 MANAGEMENT (MGMT)

The mgmt subsystem commands let you display and manage PowerHub hardware.
You can display and configure genera system parameters such as the system name and
date, and manage specific hardware modules within the chassis. You aso can save or
load PowerHub configuration files and configure segments for Port Monitoring.

The following sections describe the features provided by the nmgmt subsystem
commands.
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1.10.1 System Information

You can display the physical configuration of the chassis for an at-a-glance picture
of the segment configuration in use on the hub. In addition, depending upon the
PowerHub modules you have, you can read the current temperature of the modules, as
well as display factory-supplied information such as the modul€' s serial number.

1.10.2 File Management Commands

The PowerHub software includes a DOS-like file management system. Commands
in the mgmt subsystem let you display, copy, rename, and remove files stored on a
floppy drive or Flash Memory Module, if your PowerHub system contains them.

You also can caculate checksums for files, display directory and volume
information for the floppy drive or Flash Memory Module, and if necessary, reformat the
Flash Memory Module.

1.10.3 Statistics

You can display state-change statistics for individual segments to see how many
times a particular segment has gone up or down since the software was booted.

1.10.4 TTY Management

Using commands in the mgmt subsystem, you can open or close sessions on the
TTY2 port, and set the baud rate for either TTY port.

1.11 NVRAM

The commands in the nvram subsystem let you configure items in the PowerHub
NVRAM (Non-volatile RAM). If you want to configure the PowerHub system as a
netboot client, you can configure server information into NVRAM if you need to boot
across a gateway that cannot forward UDP packets.

If your PowerHub configuration requires that you allocate a specific humber of
segments to the dlots in the PowerHub chassis, you use a command in the nvram
subsystem to do so.

Also, if your PowerHub system does not contain a floppy drive, you use commands
in the nvram subsystem to enable you to load upgrades to the Packet Engine boot
PROM.
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1.12 OSPF

1.13 RIP

1.14 SNMP

The ospf subsystem contains commands that let you configure the PowerHub
system as an OSPF router. OSPF (Open Shortest Path First) is a routing protocol that
enables each participating router to use a topological map of the network to route
packets. OSPF routers exchange route information using LSAs (link-state
advertisements). An LSA is a packet that reports the link states (up or down) of a
router’ s interfaces that are attached to devices in the OSPF network.

The rip subsystem commands let you enable the PowerHub system to perform IP
routing. Using commands in this subsystem, you can configure RIP parameters such as
talk and listen on a segment-by-segment basis. You aso can display statistics for RIP
packets.

By default, the PowerHub RIP software generates RIP updates on a per-segment
basis. In networks that experience high levels of RIP update traffic, you can configure
the RIP software to generate updates on a per-interface basis. On PowerHub systems that
make use of IP VLANS, this option can considerably enhance performance by reducing
the amount of processing time the hub uses to generate RIP updates.

The snmp subsystem commands let you define SNMP communities and managers
for access to standard and proprietary MIB objects implemented on the PowerHub
system. For descriptions of the standard MIB objects, see Appendix A. See Appendix B
for descriptions of the PowerHub Proprietary MIB objects.

Asin other subsystems, the software maintains counters for packet statistics. In the
snmp subsystem, SNMP packet statistics are collected and can be displayed.
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1.15 TCP (TCPSTACK)

Thetcpstack subsystem commands let you display and control TELNET connections
to the PowerHub system. You can display or define TELNET control characters for a
current TELNET session or the defaults for all sessions. Y ou can list the active TELNET
connections to the hub and even kill connections using commands in the tcpstack
subsystem.

The PowerHub system can be accessed through both the serial TTY (RS-232) ports
and through “in-band” TELNET sessions. The TCP table lists the TELNET sessions
currently in use on the PowerHub system. Hereisan example of the TCP table.

Active TCP Connections

Conn Id Rem | P Addr Rem Port Loc | P Addr Loc Port Conn. State
16 147.128.128.128 1043 147.128. 128. 64 23 ESTABLI SHED **
17 147.128.128. 8 1201 147.128. 128. 64 23 ESTABLI SHED

In addition to the TELNET information, you can display a list of the UDP agents
implemented on the PowerHub system. Hereis an example of the UDP port table.

81: Power Hub: t cpst ack# udp-tabl e
Li st of registered UDP clients:
161 SNWP
520 RIP
67 BOOTPS
68 BOOTPC

Statistics for TCP and UDP packets are maintained by the software and can be
displayed at any time by a command in this subsystem.

1.15.1 Filters

You can secure TCP transmissions received or sent by the PowerHub system by
applying TCP filters. You can define filters to selectively accept or discard TCP packets
based on their source address or on their destination protocol port. For example, you can
define filters to discard all TELNET packets received from networks other than the ones
to which you specifically want to grant access.

1.16 TFTP

The tftp subsystem lets you upload, download, or display files on a TFTP server
connected to the PowerHub system. In addition, you can save a PowerHub configuration
fileonto a TFTP server or load a configuration file from the server.
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Part 2: Subsystems

This part describes the commands in various PowerHub subsystems.

* If you want to skip this part and read information about filtering, go to
Part 3: Filtering.

« If you want information on the atalk, dec, and ipx subsystems, or information on the
| P security commands, see the Supplementary Protocols Manual, V 2.6 (Rev C).

This part contains the following chapters:
Chapter 2:  Bridge Commands

Describes the bridge subsystem commands you can use to control
bridging and configure Spanning-Tree parameters on the PowerHub
system.

Chapter 3: TCP Commands

Describes the tcpstack subsystem commands you can use to move
data between nodes in a network environment. In particular, TCP
isused by the TELNET program. TELNET enablesworkstationsto
communicate with the hub using an in-band network connection.

Chapter 4:  TFTP Commands

Describes the tftp subsystem commands you can use to configure
and set parameters for a TFTP server. You aso can load
configuration files from and save configuration files to a TFTP
server.

Chapter 5.  |P Commands

Describestheip subsystem commands you can use to configure and
manage the PowerHub system as an IP router.
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Chapter 6: 1P Multicast Commands

Describes the ipm subsystem commands you can use to define 1P
interfaces on aPowerHub system asend stationsfor |PMulticasting.
Using theipm subsystem, you can set up and use | P Multicasting for
video conferencing and other multicast applications.

Chapter 7: 1P RIP Commands

Describesthe rip subsystem commands you can use to control the
transfer of routing information between the PowerHub system and
other devices.

Therip subsystem uses standard RIP (Routing Information
Protocol) for exchanging TCP/IP route information with other
routers so that the PowerHub system and other routers can keep
track of the available routes.

Chapter 8:  SNMP Commands

Describes the snmp subsystem commands you can use to define an
SNMP management community or add an SNM P manager.
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2 Bridge Commands

The PowerHub software contains implementations of |EEE 802.1d bridging and the

802.1d Spanning-Tree protocol. In addition, the software supports IPX trandation
bridging. With IPX trandation bridging, you can bridge between Ethernet and FDDI
devices with different encapsulation types.

This chapter describes the bridge subsystem commands you can use to perform the

following tasks:

Enable or disable bridging and routing (or bridging only) on PowerHub segments.
(See Section 2.3 on page 20.)

Display the bridge and Spanning-Tree configuration. (See Section 2.4 on page 21.)
Enable or disable the Spanning-Tree Algorithm. (See Section 2.9.7 on page 42.)

Display, add static entriesto, or clear the bridgetable. (See Sections 2.6.1 on page 26,
2.6.2 on page 29, and 2.9.2 on page 38.)

Display or clear the bridge cache. (See Section 2.7.1 on page 30 and Section 2.7.2 on
page 31.)

Display or clear packet, bridge, and segment statistics. (See Section 2.8.2 on
page 36.)

Display the connection state, Spanning-Tree status, and enabled state of each segment.
(See Section 2.5 on page 23.)

Set bridge and Spanning-Tree parameters. (See Section 2.9 on page 37.)
Create or delete network groups. (See Section 2.9.5 on page 41.)
Configure IPX trandation bridging. (See Section 2.10 on page 46.)

In addition, the bridge subsystem contains commands for creating and applying rules

to filter bridged packets. (See Chapter 9.)

400-1675-0001, Rev C, Issue 1,V 2.6 PowerHub Software Manual



18 BRIDGE COMMANDS CH. 2

2.1 ACCESSING THE BRIDGE SUBSYSTEM

To access the bridge subsystem, issue the following command from any command
prompt:
bridge

2.2 BRIDGE SUBSYSTEM COMMANDS

Table 2-1 lists and describes the bridge subsystem commands and their syntax. For
each command, the management capability (root or monitor) islisted, aswell asthe section
that contains additional information about the command.

TABLE 2-1 Bridge subsystem commands.

Command and Description Capability*  See...

bri dge-tabl e| bt RorM 26.1
[ <seg-list> all] [<MAC address>]

(-t | [[-h] [-mh]]]

Displays the bridge table.

bri dge-tabl ecl ear| btc R 26.3
Clears the bridge table.

bridging| br <seg-/ist>all enl|dis R 232

Enables or disables bridging on the specified segments(s). Unlikethepor t
command, thebr i dgi hg command does not affect routing on the segment.

di spl ay-cache| dc [ <seg-/ist>|all] RorM 271
Displays the bridge cache.

flush-cache| fc R 272
Clears the bridge cache.

i px-br-translation|ibt add R 2104
<net wor k> <et her net - encap> <fddi - encap>

Adds an IPX translation-bridging network number for bridging between
Ethernet and FDDI.

i px-br-transl ation|ibt del <network>|all R 2.10.6
Deletes an IPX trandation-bridging network.

i px-br-translation|ibt enl]|dis R 2.10.3
Enables or disables IPX trandation bridging.

*R= Root, M= Monitor.
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TABLE 2-1 (Continued) Bridge subsystem commands.

Command and Description Capability*  See...

i px-br-translation|ibt show [ <network>all]|[-t] Ror M 2.10.5
Displays an IPX translation-bridging network.

port| po <seg-list>all enl|dis R 23
Enables or disables segments for bridging and routing.

ppstats| pp enl|dis R 283
ppstats| pp <fromseg-1ist> <to-seg-list><stat-list>

ppstat s| pp sc

Enables or disables segment-to-segment statistics collection. When
<fromseg-1ist> <to-seg-list>and<stat-|ist>arespecified,
displays bridge statistics. The sc argument clears statistics.

set | se <paraneters> R 2.9 (br)

Sets bridge and Spanning-Tree runtime parameters, creates bridge table entries 2.9.7 (st)
for use with multi-homed hosts, and defines logical filters.

showcf g| scf [ <argunent-1ist>] RorM 24
Displays the current settings of the bridge runtime parameters.

spantree| st enl|dis R 297
Enables or disables the Spanning-Tree algorithm.

state| sa [ <seg-/ist>all] RorM 25
Shows the connection state, Spanning-Tree status, and enabled state for all

segments.

stats|s <seg-list>all <stat-list> all RorM 2.8
Displays basic bridging statistics for the specified segment(s) or for all

segments.

stats-clear]|sc R 282

Clears all basic bridging statistics.

*R= Root, M= Monitor.
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2.3 ENABLING AND DISABLING SEGMENTS

The system software enables all segments to forward packets by default. You can
disable forwarding on a segment using the port command. Here is the syntax for this

command:
port|po <seg-list>all enl|dis
where:
<seg-list>|all Specifies the segments. Y ou can specify a single segment,
acommarseparated list of segments, a hyphen-separated
range of segments, or al | for al segments.
enl|dis Specifies whether you are enabling or disabling packet

forwarding on the segment.

CAUTION: The port command affects packets forwarded by the routing protocols
as well as by bridging. However, it does not affect the transmission of packets
generated by the hub, such as Spanning-Tree and RIP updates.

When segments are enabled, packets can be bridged or routed on these segments.
When segments are disabled, nhormal traffic stops on these segments.

Y ou can display the state of a segment using the st at e command. See Section 2.5
on page 23.

2.3.1 Automatic Segment-State Detection

The PowerHub software contains a feature called automatic segment-state detection.
Thisfeature, when enabled, automatically senses when the state of a segment changes and
disables that segment. The feature also updates the segment-state information shown in
various displays, including the st at e display. (See Section 2.5 on page 23.) For more
information about automatic segment-state detection, see the Management subsystem
chapter in the Power Hub Installation and Configuration Manual, V 2.6 for your PowerHub
system.

If segments are disabled, no packets are bridged or routed to or from those segments
whether they are disabled by the automatic segment-state detection feature or by you,
issuing the port command. Note that if you use the st at e command to display state
information for a segment, the state displayed in the Managenent fieldis“disabled” if the
segment is disabled by the port command, but remains “enabled” if the segment is
disabled by automatic segment-state detection. The fields in the st at e display are
described in Section 2.5 on page 23.

2.3.2 Disabling Bridging, but not Routing, on a Segment

If your configuration requires that you disable bridging on a segment, but allow the
segment to perform routing, you can disable bridging but leave routing enabled by issuing
thebr i dgi ng command. When you disable bridging only, thisisreflected in the segment
state displayed by the st at e command. See Section 2.5 on page 23.
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Here is the syntax of this command:

bridgi ng| br <seg-l/ist> all enl|dis

where:

<seg-list>| all Specifies the segment(s) for which you want to enable or
disable the bridging-only feature. If you specify al | , al

segments have the bridging-only feature enabled or
disabled.

enl|dis Specifies whether you are enabling or disabling the
bridging-only feature on the specified segments. The
defaultisdi s.

The bri dgi ng command differs from the port command in one key way—the
bri dgi ng command leaves routing unaffected. If a situation arises where both of these
commandswould be used together, the most restrictive set of resultsisapplied. Inthistype
of situation, the port command would take precedence because it disables routing
whereasthebr i dgi ng command does not.

2.4 DISPLAYING THE BRIDGE CONFIGURATION

Use the showcf g command to display the bridge configuration parameters. The
syntax for thiscommand is:

showcf g| scf [ <argunent-list>|all]

where:

<argunent-1ist>| all Specifiesthe configuration parameters you want to display.
Y ou can specify an argument, a comma-separated list of
arguments, or al | for all arguments. Table 2-2 liststhe
arguments you can specify. Thedefaultisal | .

TABLE 2-2 showcf g command arguments.

<argunent -1ist> Displays..

aging_time|t The aging time for entriesin the bridge table.

groups| g The currently defined network groups.

ports|s The packet-forwarding restrictionsfor all segments. Thisincludes
the source and destination logical filtering rules and whether or not
learned entries are blocked.

rules|r All logical filtering rules that are defined.

spantree| st All parameters that are configured for the Spanning-Tree
Algorithm.

tenpl ates| t All logical filtering templates that are defined.
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The following example shows the type of information displayed by the showcf g
command when issued without arguments.

Spanni ng Tree
Status :
System Priority :

My Bridge Address :
Max Age :

Hello Tine :

Forward Del ay :

Sendi ng Fast Hellos :
Fast Hello Params :
Desi gnat ed Root

Root Port

Root Pat h Cost

Port Priority Path
1 128 100
2 128 100
3 128 100
4 128 100
5 128 100
6 128 100
7 128 100
8 128 100
9 128 100

10 128 10
11 128 10
12 128 100

Port configuration
Por t Source-rul e
Port_1 none
Port _2 none
Port _3 none
Port _4 none
Port _5 none
Port _6 none
Port _7 none
Port _8 none
Port _9 none
Port _10 none
Port _11 none
Port_12 101

Total Topol ogy Chngs :

46: Power Hub: bri dge# showcfg

Spanni ng Tree Address

Cost

Des
none
none
none
none
none
none
none
none
none

non

non
non

Enabl ed

8000

01- 80- c2- 00- 00- 00

00- 00- ef - 02- 42- 50

Curr val: 21 (Config val: 21)

Curr val: 4 (Config val: 4)

Curr val: 16 (Config val: 16)

Di sabl ed

Hello Tine: 1 sec, High Uil:

00- 00- ef - 01-10- 20

10

10

41
Desi gnated Bridge Des Port
thi s-bridge
thi s-bridge
this-bridge
thi s-bridge
thi s-bridge
this-bridge
thi s-bridge
thi s-bridge
this-bridge
00- 00- ef -01-10-20 11
thi s-bridge 11
this-bridge 12

O~NO O~ WNBRE

©

t-rule Block-learned-entries
no
no
no
no
no
no
no
no
no
e no
e no
e no

70% Low Uil: 50%

Des Cost Sta Chngs

RPRRPRPRRPRRRRERRERRERR

400-1675-0001, Rev C, Issue 1,V 2.6

PowerHub Software Manual




SEC. 25 DISPLAYING THE BRIDGE STATE FOR SEGMENTS 23

Logical filtering

Tenpl at es
Nunmber O fset(dec) Mask(hex) Conparator (hex)
001 000 fEffffff 0000ef 2b
002 004 ffff0000 01010000
099 004 00000000 00000000
Rul es
Nunber Descri ption
101 (1&2)
163 99

G oups
marketing: 1-4
defaul t: all

Bridging table aging tine: 60 minutes

2.5 DISPLAYING THE BRIDGE STATE FOR SEGMENTS

Use the st at e command to display the bridge state for each segment. When you
issue this command, the bridge states can differ depending whether you are bridging or
routing on particular segments. Here isthe syntax for this command:

state| sa [ <seg-/ist> all]

where:

<seg-list>| all Specifies the segments for which you want to display state

infformation.  You can specify a single segment, a
comma-separated list of segments, or a hyphen- separated
range of segments. If you do not specify the<seg- /i st >

argument (or you specify al | ), state information for all
segmentsis displayed.

Here is an example of the display produced by thest at e command:

54: Power Hub: bri dge# state

Port-Num Port- Nane Spanni ng-tree Diagnostics Mnagenent
1 Port _1 f orwar di ng good enabl ed
2 Port _2 f orwar di ng good enabl ed
3 Port_3 f orwar di ng good enabl ed
4 Port _4 f orwar di ng good di sabl ed
5 Port _5 bl ocki ng good enabl ed
6 Port_6 f orwar di ng good enabl ed
7 Port _7 f orwar di ng good enabl ed
8 Port _8 f orwar di ng good enabl ed
9 Port_9 f orwar di ng good enabl ed
10 Port _10 f orwar di ng bad enabl ed
11 ** Port_11 f orwar di ng good nobr enabl ed
12 ** Port _12 f orwar di ng good nobr enabl ed
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For traffic to be bridged or routed on a segment, the Di agnosti cs state must be
good and the Managenent state must be enabl ed. In addition, for bridge or VLAN
traffic to be forwarded on the segment, the Spanni ng- t r ee state must be f or war di ng.
The Spanning-Tree state does not affect routed traffic on the segment.

Note that the Spanni ng-t r ee state bl ocki ng does not indicate a problem in your
network. As described in Section 2.9.7 on page 42, the Spanning-Tree algorithm breaks
loops in your bridge network by blocking certain segments.

The columns in this display show the following information:

Port _Num The segment number listed in this column corresponds to the
physical location of the segment in the PowerHub chassis.
Use the mgnmt showcf g command to display information
about a segment’s physical location in the chassis. See your
PowerHub Installation and Configuration Manual, V 2.6, for
more information about this command.

If the segment number isfollowed by ** (two asterisks), then
bridging has been disabled by the br i dgi ng command on
that segment. (See Section 2.3.2 on page 20.) Thisaso is
indicated by nobr (no bridging) in the Di agnostics
column. Note that the bri dgi ng command does not affect
routing. In this example, bridging has been disabled on
segments 11 and 12.

Port _Nane The description assigned to each segment. Y ou can change
the description using the ngnt set - por t name command.
See the PowerHub Installation and Configuration Manual,
V2.6, for your system for more information about this
command.

Spanni ng-tree  The Spanning-Tree algorithm automatically causes segments
to forward or block traffic based on the network topology.
When the Spanning-Tree algorithm is enabled, this column
shows one of four states:

* |istening
e | earning
* bl ocki ng

e forwarding

di sabl ed
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The listening and | earni ng states occur when you first
enable the Spanning-Tree feature or when your network topology
changes. Thebl ocki ng state indicatesthat packets are not being
forwarded. Thef or war di ng state indicates that packets can be
forwarded on the segment. Thedi sabl ed stateindicates that the
segment has been disabled using the por t command.

(See Section 2.3 on page 20.)

In this example, the Spanning-Tree feature is blocking bridge
traffic on segment 5. The Spanning-Tree state has no effect on
routing. However, this state does affect VLANS because traffic is
bridged within VLANS, rather than routed. (See Appendix D.)

Indicates whether the segment is enabled and functioning
normally. Generally, the state is good when a segment cable is
attached to the segment, and bad when no segment cable is
attached. The value in this column is supplied by the automatic
segment-state detection feature. If automatic segment-state
detection is disabled, this field aways shows the value good,
regardless of the actual segment state.

Thevaluenobr indicatesthat bridging has been disabled using the
bri dgi ng command.

Thevaluer enpt e bad applies only to 10Base-FB segments on
the PowerHub 7000. The value r enpt e bad indicates that the
remote device is not acknowledging receipt of data from the
PowerHub 10Base-FB segment. Check the cable, connections,
and the remote device.

This column shows the enabled state of the segment. The value
can be enabl ed or di sabl ed and is supplied by the automatic
segment-state detection feature. When the Managenent state is
enabl ed, the segment is enabled for forwarding bridge and route
traffic. If the Managenent stateisdi sabl ed, no bridge or route
traffic can be forwarded on the segment.

If automatic segment-state detection is disabled, this field shows
enabl ed, regardless of the actual management state of the
segment. The only way to change the state to di sabl ed is to
issuetheport <seg-/ist>di s command. (See Section 2.30on

page 20.)

To determine whether the automatic segment-state detection
feature has taken the segment out of service, issue the mgmt
aut o- port-state command. See the Management
subsystem chapter in your PowerHub Installation and
Configuration Manual, V 2.6.
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2.6 USING THE BRIDGE TABLE

The bridge table contains information about devices attached to the PowerHub
system. The PowerHub software uses the entries in the bridge table to bridge packets.
Entries are added to the table automatically or manually.

Entries Added Automatically

Each time the PowerHub bridging engine receives a packet, it checks the
packet’ s source address against the source addresses listed in the bridge
table. If the addressis not listed in the table, the hub adds an entry to the
table. Theentry containsthe sourcedevice’ sMAC-layer hardware address,
the segment number on which the hub received the packet, and other
information used for bridging.

Entries Added Manually

Y ou can create astatic entry usingtheset node command. A static entry
is manually added to the bridge table, rather than learned by the bridge
table. Static entries are not subject to aging and remain in the bridge table
until you remove them. Moreover, they are saved in the configuration file
whenyou savethefile! Use static entrieswhen you want to ensure that the
PowerHub system always reaches a specific hode on the same segment, or
to configure a PowerHub connection to a multi-homed host.

(See Section 2.9.3.)

2.6.1 Displaying the Bridge Table

To display the bridge table, issue this command:

bri dge-table| bt [ <seg-list>all] [ <MAC address>]
[-tI1[[-h] [-nh]]]
where:
<seg-l/ist>|all Specifies the segment(s) for which you want to display

bridge table entries. Y ou can specify a single segment, a
comma-separated list of segments, or a hyphen-separated
range of segments.

If you specify al | ,theentirebridgetableisdisplayed. The
defaultisal | .

<MAC- addr ess> Isthe MAC-layer hardware address of the device for which
you want to display the PowerHub system'’s bridge-table
entries. Specify the address as six hyphen-separated
two-digit hexadecimal octets (ex:
08- 00- 20- 0f - ab- ab). Youcanuse* (asterisk) asa
wildcard character in place of any of the octets.

1. TosaveaPowerHub configuration, issuethermgnt savecf g <fi/ e- nane> command. Seethe Management subsystem
chapter in the PowerHub Installation and Configuration Manual, V 2.6 for your PowerHub system.
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Displaysthetotal number of entriesinthetable. Thetotal is
comprised of the total number of learned entries and
permanent (static) entries. Thisargument also shows how
many entriesremain available in the bridge pool; that is, the
number of entries for which the table till has room.

Displays the hash displacements for the specified entries.

Displays entries for multi-homed hosts. (See Section 2.9.3
on page 39.)

Here is an example of the bridge table:

Et her net - addr ess

00- 00- ef - 01- 93- 40
01- 80-c2-00-00-00
aa- 00- 04- 00- 16- 08
07- 00- 2f - e4- b3-ee
ab- 00- 00- 03- 00- 00
08- 00- 20- 02- e4- 3f
00- 00- ef - 02- 7d- 60
aa- 00- 04-00-fe-f3
08- 00- 20- Of - 05- 31
01- 2a- 00- 04- 0d- 2¢
08- 00- 20- Oe- 07- bf
00- 00- ef - 01-el1-40
09-00-07-ff-ff-ff
00- 00- ef - 02- 42-50
08- 00- 20- 00- ef - 2b
aa- 00- 04- 00- ee- 98
00- 00- ef - 01- 10- 20
aa- 00- 04-00-f1-33
ff-ff-ff-ff-ff-ff

40: Power Hub: bri dge# bridge-table

Bridging table (aging tine
Port Link Rule Flags

10

11

05
10

10

04
11

Total entries: 19, Learned entries: 9, Permanent Entries: 10

= 60 m nutes)

00 none

-- none spanni ng-tree permanent bntast
00 none

-- none permanent bntast

-- none pernmanent bntast

00 none per manent

00 none

-- none system permanent
00 none

-- none permanent bntast
00 none

00 none

-- none pernmanent bntast
-- none system permanent
-- none pernmanent

00 none
00 none
00 none

-- none pernmanent bntast

The bridge table contains the following information for each entry:

Et her net - addr ess The MAC-layer hardware address of the device.

Por t

Li nk
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Thenumber of the segment to which the network joining the
deviceto the hub is attached. If the MAC-layer hardware
address bel ongsto amulti-homed host, the segment number
is shown as VH.

On arepeated 10Base-T segment, this column indicates the
repeater port number. The ports are numbered from left to
right. If the segment does not have repeaters, the number
is00.

Dashesin this column indicate that this segment contains
repeated 10Base-T ports, but the address on thisport isa
system-wide address that is not applied to a specific
segment (for example, a broadcast packet).
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The number of alogical filtering rule applied to packetsthat
areforwarded to or from thisaddress. See Section 9.2.1 on
page 169 for information about defining rules.

The software maintains certain flags in order to use and
manage addressesin the bridge table. For example, system
entries such as the hub’s own address are marked, and
entries that haven't been used recently are flagged for
possible deletion (aging).

Each entry in the bridge table can have one or more of the
following flags:

aged

A non-permanent entry that has not appeared in the source
or destination addressfield of apacket sincethelast timethe
bridge table was aged.

bntast
A broadcast/multicast address.

per manent

Most often, this flag indicates that the addressis a static
entry (created using theset node command). Otherwise,
it is a system-defined entry.

spanni ng-tree
The industry-standard (IEEE 802.1d) multicast address
used by the Spanning-Tree algorithm.

system
Thefactory-configured MAC-layer hardware address of the
hub.

blank

Inatypical application, most entriesin the bridge table have
none of the preceding flags set. Such entries are learned
addresses that have been seen at least once since the last
time the bridge table was aged.
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2.6.2 Removing Entries from the Bridge Table

The bridging engine searches through the entire bridge table each time it needs to
locate adevice' s address or add an entry to the bridge table.

To prevent the bridge table from filling with unused entries, the PowerHub software
allows entries to be removed from the table, either automatically or manually:

Automatically by software

Agingisamechanismthat periodically clearslearned entriesfrom thetable.
At aninterval you specify (the aging interval), the PowerHub software
determines which of the learned entriesin the table have not been recently
used. Each learned entry that has not been used during the specified
interval ismarked aged. Thisvalue showsupintheFl ags column of the
bridge table.

If an entry marked aged is used during the next aging interval, the aged
flag is removed and the entry remains in the table. However, if an entry
marked aged is unused during the next interval, the entry isremoved from
thetable.

Y ou cannot manually remove individual |earned entries from the table;
however, you can clear al learned entries from the table using the
bri dge-tabl ecl ear command. (See Section 2.6.3.)

Manually by administrator

Static entries are not subject to aging, but remain in the bridge table
indefinitely. You can remove static entries only by using theset node
del command. (See Section 2.9.2.)

2.6.3 Clearing the Bridge Table

Periodically, learned entries are automatically removed from the bridge table through
aging. However, you can clear all learned entries from the table using this command:

bri dge-tabl ecl ear| btc
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2.7 USING THE BRIDGE CACHE

The PowerHub software maintains a bridge cache. Each time the bridging engine
bridges a packet, it creates an entry in the bridge cache containing the packet’ s destination
MAC address and source MAC address. The bridge cache is frequently updated with the
most-recently used source-destination pairs and provides afast path for bridge traffic.

You can use the bridge cache for at-a-glance information about the current bridge
traffic in your network.

2.7.1 Displaying the Bridge Cache
To display the bridge cache, issue the following command:
di spl ay-cache| dc [ <seg-list>| all]

where:

<seg-list>| all Specifies segments for which you want to display the cache
entries. Specify asingle segment, acomma-separated list of
segments, or a hyphen-separated range of segments. If you
specify al | , the entries for all segments are displayed.

Hereis an example of the bridge cache:

17: Power Hub: bri dge# di spl ay- cache

Bri dgi ng cache

Port 01: Dest: 08-00-20-08-70-54, Source: 08-00-20-0f-dd-99
Dest: 00-00-6b-82-3f-34, Source: 08-00-20-0f-6c-96
Dest: 08-00-20-08-85-69, Source: 08-00-20-0f-dd-99
Dest: 08-00-20-08-70-54, Source: 08-00-20-0f-6c¢c-96

Port 02: Dest: 00-00-6b-82-3f-34, Source: 08-00-20-0e-ae-03
Dest: 00-00-94-06-79-12, Source: 08-00-20-10-56-53
Dest: 08-00-20-0f-f2-9d, Source: 08-00-20-0e-ae-03
Dest: 08-00-20-10-19-ac, Source: 00-00-6b-82-3f-34
Dest: 08-00-20-0f-f2-9d, Source: 00-00-6b-82-3f-34
Dest: 08-00-20-10-06-e3, Source: 00-00-6b-82-3f-34
Dest: 02-cf-1f-90-40-23, Source: 08-00-20-10-56-53
Dest: 08-00-20-08-70-54, Source: 08-00-20-10-56-53
Dest: 00-00-cO-ed-61-4a, Source: 08-00-20-10-56-53
Dest: 08-00-20-08-85-69, Source: 00-00-6b-82-3f-34
Dest: 08-00-20-08-70-54, Source: 08-00-20-0e-ae-03
Dest: 08-00-20-0f -a5-ab, Source: 00-00-6b-82-3f-34
Dest: 08-00-20-08-70-54, Source: 00-00-6b-82-3f-34
Dest: 00-00-cO0-ea-9f-17, Source: 08-00-20-10-56-53
Dest: 08-00-20-10-56-53, Source: 00-00-6b-82-3f-34
Dest: 08-00-20-0f-6c¢c-96, Source: 00-00-6b-82-3f-34
Dest: 00-00-94- 30-23-cb, Source: 08-00-20-10-56-53
Dest: 08-00-20-0e-ae-03, Source: 00-00-6b-82-3f-34
Dest: 00-00-cO-cb-f1-55, Source: 08-00-20-10-56-53
Dest: 08-00-20-03-2e-a2, Source: 00-00-6b-82-3f-34
Dest: 00-00-94-10-55-a8, Source: 08-00-20-10-56-53

Listing continues ..

Port 21: enpty

Port 22: enpty

Port 23: enpty

Port 24: enpty
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2.7.2 Flushing the Bridge Cache

To ensure that the entries displayed in the bridge cache are recent and reflect current
traffic patterns, you can clear the cache just before displaying it.

To clear the bridge cache, issue the following command:
flush-cache|fc

The entire contents of the bridge cache are removed.

NOTE: On busy networks, you might see some entries immediately re-appear when
using the di spl ay- cache command. This re-appearance is normal and indicates
that the source-destination pairs are being used.

2.8 STATISTICS

The PowerHub software collects and maintains a wide array of bridge statistics
including:

 Octets and packets transmitted and received.

 Peak and current utilization.

» Table misses.

» Buffer, frame-check sequence (FCS), and frame-alignment errors.
» Collisions.

» Transmit queue length.

» Excessiveretries.

The software begins collecting bridge statistics as soon as it is booted and continues
collecting them as long as the PowerHub system is operating.

When you display the statistics, the numbers shown reflect either the count since the
software was booted or the count since the most recent statistics clear:

o |f statistics have not been cleared since the software was booted, the numbers show
the count accumulated since the software was booted.

 |f statistics have been cleared since the software was booted, the numbers show the
count since the most recent clear.
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Usethest at s command to display a particular statistic, a subset of statistics, or all

stats|s <seg-/ist>| all

where:

<seg-list>| all

<stat-list>|all

statistics. Here isthe syntax for this command:

<stat-list>| all

Specifies the segments for which you want to display the
specified bridge statistics. Y ou can specify a segment, a
comma-separated list of segments, or a hyphen-separated

range of segments.

Specifiesthe bridge statistics you want to display. You can
specify a statistic, acomma separated list of statistics, or
al | for all statistics. Table 2-2 lists the specific statistic

types you can specify.

TABLE 2-3 Bridge statistics.

Statistic type

<stat-list> option...

Description

Note

Buffer errors

rbe

receive-buffer errors

Receive-buffer errors can occur under one of

the following conditions;
« Total traffic received on all segments

exceeds the PowerHub system’s maximum
aggregate packet-throughput specification.

* When heavy traffic is received during

Incremented each
timethe PowerHub
software detects an
incoming packet
but does not havea
buffer in which to

CPU-intensive operations, such as aging store the packet.
large tables.
xbe Incremented each time the hub attemptsto Each segment has
forward apacket to abusy destination segment  puffers for up to
whose output buffers all are full.
transmit-buffer errors P 100 ms WOI’th.Of
outgoing traffic,
depending upon
packet length.
Carrier I c Indicates that an AUI segment hasno cableor None.
loss of carrier transceiver attached, or the cable or
transceiver isfaulty.
Collisions c Thetotal number of collisionson the segment.  For FDDI
Thisisthe sum of ther ¢ andt ¢ statistics segments, this
o described above. statistic always
collisions appears as 0.
tc The number of collisions detected on a For FDDI
segment while attempting to transmit packets. segments, this
: . statistic aways
transmit collisions appears as 0.

rc

receive collisions

The number of collisions detected on a
segment while listening for incoming
packets. Thisstatistic is available only for
segments on repeated 10Base-T segments.

For non-repeated
segment types, this
statistic always
appearsasO.
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TABLE 2-3 (Continued) Bridge statistics.
Statistic type <dtat-list> option...  Description Note
Frameerrors fa Frame-alignment errors. Incremented each Indicatesapossible
time the PowerHub software receives a packet  problem in the
_ with aframe alignment error (that is, the hvsical laver.
frame-alignment packet did not contain an integral number of Py &
erors octets). Such packets are not bridged, routed,
or further processed.
fcs Incremented each time the PowerHub software Indicates a
frame-check receives a properly aligned packet with an problem in the
sequence (FCS) incorrect frame-check sequence. Such packets physical layer.
eTors are not bridged, routed, or further processed.
Octets oi This statistic includes 8 octets per packet to Error packets are
good octets account for the preamble. not listed.
00 This statistic includes 8 octets per packet to Incremented when
account for the preamble. apacketis
octets out scheduled for
transmission.
Packets pi Good packets received on the segment, listed  Error packets are
regardless of packet type and regardless of not listed.
whether the packet was forwarded to another
good packets segment.
po Packets transmitted on the segment. Incremented when
apacketis
packets transmitted schedu! ed for
transmission.
bpi Incremented for each good broadcast or Error packets are
broadcast-multicast ~ Multicast packet received on the segment. not listed.
packets
bpo Incremented once for each broadcast or Incremented when
multicast packet scheduled for transmissionon  apacket is
broadcast multicast the segment. schedu! ed for
packets out transmission.
ap Number of packets longer than 1518 octets For FDDI
received by the hub. Such packets are not segments, this
giant packets bridged or routed, or further processed. They —statistic aways

might indicate aproblem on the MAC layer on @Ppearsasao.

another device.
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TABLE 2-3 (Continued) Bridge statistics.

Statistic type <dtat-list> option...  Description Note
Queue q The number of outgoing packetsin the A transmitted
transmit queue. These packets have been packet is a packet
, scheduled for transmission but have not been  completely
transmit queue length  rangmitted yet. transmitted on the
network segment,

or one that the
transmitter givesup
on dueto
excessive
collisions on the
outgoing segment.

Retries er Incremented whenever all of 15 attemptsto This situation can

transmit a single packet cause a collision. happen in very
busy networks or
when an enabled
BNC segment is
missing.

excessive retries

Table Misses tm Incremented each time a packet with an None.
unknown destination address is received. If
. learning is enabled and the destination replies
table misses to the sender, the destination is added to the
bridgetable. This statistic might be
incremented multiple timesif any of the
following conditionsis true:

e Learning is disabled.
« A learned address has been “aged out.”

* Packets are being forwarded to an unknown
destination that is not responding.

Utilization cu This calculation includes 8 octets per packetto The 9.6
account for each packet’s 64-bit preamble. microsecond

T For Ethernet segments, this statistic is interpacket gap
current utilization calculated as follows: Once per second, the associated with
current one-second utilization is computed as  each packet is not
the total number of octets transmitted and included in this
received on the segment during the previous  gaidtic.
second, multiplied by 8 bits/octet, divided by

10 Mb/s (the Ethernet datarate). The maximum
value of current

utilization is lower
for short packets
than for long
packets.
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TABLE 2-3 (Continued) Bridge statistics.

35

Statistic type <dtat-list> option...  Description Note
pu The segment’s maximum utilization duringa  The 9.6
one-second interval since the statistics last microsecond
_ were cleared. This calculation includes 8 interpacket
peak utilization octets per packet to account for each packet’s assog ated va?ﬁ

64-bit preamble.

each packet is not

The peak utilization is the maximum of the included in this

current one-second utilization and the previous g atigtic.
peak utilization. (See current utilization,
above.)

The maximum
value of current
utilization is lower
for short packets
than for long

packets.

Here is an example of the use of the st at s command. In this example, arguments

are used to display for all segments the number of packets sent and received since the last
time statisticswere cleared. The hubin thisexampleisa5-slot PowerHub 7000 containing

four Universal Ethernet Modules. For information on how ports and segments are

numbered on your model of the PowerHub Intelligent Switching Hub, see the PowerHub

Installation and Configuration Manual, V 2.6 for your system. The following display is
specific to the PowerHub 7000; displays from other PowerHub platforms may differ.

18: Power Hub: bri dge# stats all po, pi
Pkts in
NIMslot4 —— 04/19 0 0 0 0 0
NIMslot3 —— 03/13 0 581 1452 0 0
NIMslot2 —— 02/07 928 0 0 0 0
NIMslotl ——+— o01/01 33686 34462 0 0 181
Pkt s out
04/ 19 99819 99882 99819 99876 99870
03/ 13 99895 99689 100616 99818 99819
02/ 07 100802 99842 99836 99834 99848
01/01 67369 66578 99904 99944 99898

[eNeNeNe]

3461

99830
99786
99913
66434

The reguested statistics are displayed according to the configuration of network

segmentsin the hub. Therow beginning 04/ 19 displays statistics for the segmentsin slot

4, beginning with segment 19. Therow beginning 03/ 13 shows statisticsfor the segments
in slot 3, beginning with segment 13, and so on. Remember that segments are numbered

from left to right, bottom to top.
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2.8.2 Clearing Statistics

Usethest at s- cl ear command to clear al bridge statistics. This command resets
all bridge statistics to 0, then begins collecting statistics again. Once you clear the bridge
statistics, the statistics displayed in responseto thest at s command show the counts since
the most recent clear, rather than since the most recent reboot.

2.8.3 Enabling Segment-to-Segment Statistics

Unlike the collection of aggregate bridging statistics described in Section 2.8,
collection of segment-to-segment statistics is not automatically enabled. To enable
segment-to-segment statistics, issue the following command:

ppstats enl

As soon as you issue this command, the software begins collecting
segment-to-segment statistics.

2.8.4 Displaying Segment-to-Segment Statistics

After you enable segment-to-segment statistics, you then can display statistics for
bridged traffic between a specific pair of segments. To display segment-to-segment
statistics, issue the following command:

ppstats| pp <fromseg-list> <to-seg-list> <stat-Iist>|all

where:

<fromseg-1ist> Specifies the segment(s) on which packets are received for
which you want to display transmit statistics.

<to-seg-list> Specifies the segment(s) on which packets are transmitted
for which you want to display receive statistics.

<stat-list> all Specifies the particul ar statistics you want to display. You

can specify one of the following:

p Displaysthe number of packets forwarded from the
“from” segment(s) to the “to” segment(s).

o Displaysthe number of octets forwarded from the
“from” segment(s) to the “to” segments(s).

If you specify al | , all statistics are displayed.

2.8.5 Clearing Segment-to-Segment Statistics

Use the ppstats sc command to clear all segment-to-segment statistics. The
statistics counters are reset to 0, then the PowerHub software begins accumul ating statistics

again.
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2.8.6 Disabling Segment-to-Segment Statistics

To disable segment-to-segment statistics, issue the ppst at s di s command. After

you issue this command, the software stops collecting segment-to-segment statistics.

2.9 SETTING BRIDGE AND SPANNING-TREE PARAMETERS

Although the PowerHub system is shipped from the factory with a default bridge

configuration, you can set bridge parameters individually to meet your configuration
needs. Using theset command, you can do any of the following:

Specify the aging time for learned bridge table entries.

Add or delete permanent addresses (entries) to the bridge table, including a single
entry spanning multiple segments for a multi-homed host.

Create or delete network groups.
Define filtering rules for selectively bridging or blocking packets.
Enable the Spanning-Tree algorithm and tune the Spanning-Tree parameters.

Commandsfor setting the Spanning-Tree parameters are described in Section 2.9.7 on

page 42. Procedures for defining filtering rules are in Chapter 9 in Section 9.2.1. The
remaining features are described in the following sections.

To display the current setting of a bridge parameter, use the showcf g command.

(See Section 2.4 on page 21.)

2.9.1 Specifying the Aging Time

Use the set agi ng command to specify the aging time for learned bridge table

entriesor to turn aging off. When thetimeinterval you specify expires, unused bridge table
entries are marked aged. If an entry marked aged is till unused the next time the aging
interval expires, the entry isremoved from the bridge table. Note that static entries created
using theset node command are not subject to aging. (See Section 2.9.2.)

Here isthe syntax of theset agi ng command:
set| se aging|a <m nutes>| of f
where:

<m nut es>| of f Specifies the aging interval, in minutes, or turns aging off.
The default is 60 minutes.
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2.9.2 Adding a Static Entry to the Bridge Table

Usetheset node command to add astatic (permanent) entry to the bridgetable. The
entry is added to the table as soon as you issue the command and remainsin the table until
you remove the entry. This command is helpful because adding static bridge entriesis an
effective way to ensure that a hub can always recognize a specific node that is permanently
located on a segment. Unlike learned entries, static entries are not subject to aging.

Here is the syntax for this command:

set| se node| n <seg-/ist> <MAC- address> <rul e- nunp| none
where:

<seg-list> Specifiesthe segment(s) associated with the specified node.
To ensurethat packets destined for the device areforwarded
successfully, make sure you specify the segment to which
the deviceis attached.

NOTE: If you specify more than one segment, each segment is considered to be
attached to a multi-homed host, and the flag MH appearsin the Por t column in place of
a segment number. See Section 2.9.3 on page 39 for information.

<MAC- addr ess> Specifies the MAC-layer hardware address of the device.

<rul e- nun®| none Specifiesthefiltering rule associated with packets sent to or
received from the device. See Chapter 9 for information
about bridge filtering rules and how to define them.

Here is an example of how to create a bridge table entry for a multi-homed host. In
this example, the entry is defined, then the bridge table containing the newly created entry
isdisplayed. Theentry is highlighted in bold type.
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27: Power Hub: bri dge# set node 1-3 08-00-20-00-ef-2b none
address 08-00-20-00- ef -2b: added on 1-3

28: Power Hub: bri dge# bri dge-tabl e
Bridging table (aging tine = 60 minutes)

Et her net - addr ess Port Link Rule Flags
00- 00- ef -01-93-40 10 00 none

01- 80-c2-00-00-00 -- -- none spanni ng-tree permanent bntast
aa- 00- 04- 00-16-08 11 00 none

07-00- 2f - e4-b3-ee -- -- none permanent bntast

ab- 00- 00- 03-00-00 - - -- none permanent bntast

08- 00- 20- 02-e4-3f 05 00 none per manent
00- 00- ef - 02-7d-60 10 00 none

aa- 00- 04-00-fe-f3 -- -- none system per nanent
08-00- 20-0f - 05-31 10 00 none
01- 2a- 00- 04-0d-2c - - -- none permanent bntast

08-00- 20- 0e-07-bf 04 00 none
00-00-ef-01-e1-40 11 00 none

09-00-07-ff-ff-ff -- -- none permanent bntast
00- 00- ef - 02-42-50 - - -- none system per nanent
08- 00- 20- 00-ef-2b  MH -- none permanent

aa- 00- 04-00-ee-98 10 00 none
00- 00- ef -01-10-20 10 00 none
aa- 00- 04-00-f1-33 10 00 none
ff-ff-ff-ff-ff-ff -- -- none permanent bntast

Total entries: 19, Learned entries: 9, Pernmanent Entries: 10

2.9.3 Defining a Multi-Homed Host

When the PowerHub software bridges a packet, it looks in the bridge table to
determine the node to which the segment is connected. Because anode generally has only
one connection to the hub, it assumes that each node is connected to only one segment.

However, some devices can have multiple connections to the hub. These multiple
connections increase the efficiency of data transfer by giving the device simultaneous
access to more than 10 Mb/s of Ethernet bandwidth. 1f each segment on the device hasits
own unique MAC address, communication with the hub works smoothly. However, some
devices share the same MAC address on multiple segments.

Normally, the PowerHub software does not allow more than one segment number to
be associated with the same MAC address at the same time. |If the bridge-table entry for
the multi-homed host islearned, the segment number on which the most-recent packet from
the host was received is listed in the table along with the host’s MAC address. The other
segments attaching the host to the PowerHub system are not listed.

To associate all the segments connecting the PowerHub system to amulti-homed host,
use the set node command to create static bridge table entries for the multiple
connections to the device.
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Figure 2—1 illustrates asimple example with a PowerHub 6000, but the feature applies

to all models.
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FIGURE 2-1 Configuration with a multi-homed host.

In Figure 2-1, afile server is connected to the PowerHub 6000 by two, independent
Ethernet segments. However, because the hub assumes that each node has a unique MAC
address, the bridge table entry indicates that the file server is attached to either segment 10
or segment 11. The segment displayed in bridge table entriesisthe last segment to transmit
packets from the file server to the hub.

This situation creates overhead and del ays because the hub continually updates bridge
table entries. The benefits offered by the file server’s multiple connections to the hub are
greatly diminished.

To avoid unnecessary bridge table updates and ensure that a device with multiple
attachmentsto the hub uses all the segments, usetheset node command to create astatic
entry for the multi-homed host. (See Section 2.9.2.) Make sure you specify all segments
that are attached to the server or other multi-homed host.

NOTE: If you plan to create a static bridge table entry for a multi-homed host, you
also must ensure that the segments attached to the multi-homed host are not members
of the same network (bridge) group. The segments must all be in different network
groups. In the example in Figure 2-1, segments 10 and 11 cannot be members of the
same network group. This applies to any network group, including the def aul t

group. Issue the showcf g command to display the current network group
definitions. See Section 2.9.5 on page 41 for information on defining network groups.

Also, if you save the PowerHub configuration using the ngnt savecf g command,
the default group (containing al segments) is automatically added to the
configuration file, unless you delete the def aul t group first. See Section 2.9.6 on
page 42 for information on deleting a network group.
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2.9.4 Deleting a Static Entry from the Bridge Table

Theset node command can also be used to delete a permanent bridge entry from
the bridgetable. Theentry isdeleted by issuing thiscommand along with the entry’sMAC
address. Hereisthe syntax of this command:

set| se node| n del |d <MAC addr>

where:

<MAC- addr > Specifiesthe MAC address of the entry to be del eted.

2.9.5 Defining a Network Group

Use the set gr oup command to define a network group. A network group is a
specific subset of network segments among which packets can be bridged, creating a
Layer-2-only VLAN. A packet from one segment in the network group can be bridged
only to the other segments in the network group.

Y ou can define up to 32 network groups. Group membership can overlap, and each
segment can belong to all, some, or none of the network groups.

As shipped from the factory, the PowerHub bridging engine contains one network
group known as def aul t . All segments attached to the hub automatically belong to the
def aul t network group. Thedef aul t group is added to your configuration file when
you save the PowerHub configuration.

If you do not want unrestricted bridging on your internetwork, you can delete the
def aul t network group and define your own network groups.

NOTES: |If you save the PowerHub configuration using the ngnt savecf g
command, the def aul t group is automatically added to the configuration file. If
your configuration requires that not all segments belong to a common network group
(for example, if you defined groups with restricted sets of segments), make sure you
delete the def aul t group before saving the configuration file. To delete the
def aul t group, issue the following command: set group del defaul t .

Here isthe syntax of theset gr oup command:
set|se group|g <seg-l/ist>all <nane>

where:

<seg-list>| all Specifiesthe segment(s) that belongs to the network group.
Y ou can specify asingle segment, acomma-separated list of
segments, or a hyphen-separated range of segments.

If you specify al | , all segments are added to the network
group.
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NOTE: To create a new def aul t group, you must specify al | or list al the
segments in the hub asthe <seg- I i st >. If you specify a <seg-/ i st >, instead of
al | ,andthe <seg- /i st > doesnot include al the segmentsin the hub, the software
creates a network group called ol d_def aul t . This default group is stored in the
configuration file when you save the configuration.

<nane> Specifies the name of the network group. Y ou can specify
any alphanumeric string up to 15 charactersin length.

2.9.6 Deleting a Network Group
Usetheset group del command to delete a network group. Hereisthe syntax for
this command:
set|se group|g del <nane>
where:

<nane> Specifies the name of the network group you want to delete.

2.9.7 Setting Spanning-Tree Parameters

The Spanning-Tree algorithmis amechanism that logically eliminates physical loops
in a bridged network. For example, if your bridges are configured in such a way that
broadcast/multicast packets are eventually forwarded back to the bridge that first sent them,
your network has aloop. Unless you reconfigure your network topology or your bridges
to break the loop, or implement a mechanism to logically break the loop,
broadcast/multicast packets are forwarded from bridge to bridge indefinitely, clogging
your network. Whenever a segment’s state is changed, either by automatic segment-state
detection or by a user-interface command, the Spanning-Tree algorithm adjusts the
network topology accordingly.

When the Spanning-Tree agorithm is enabled using the spant r ee command (see
Section 2.9.7 on page 42), you can fine-tune the following Spanning-Tree parameters:

* Bridge priority.

* Segment priority.

* Timer threshold.

» Spanning-Tree path cost.

Fast hello-time thresholds (if the fast hello-time feature is enabled).

The first four parameters always are used; the last one is optional. The following
sections describe how to adjust these parameters. To display the current settings for these
parameters, issue the following command:

showcfg spantree
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See Section 2.4 on page 21 for information about this command and for an example
of the configuration information the showcf g command displays.

2.9.7.1 Enabling Spanning-Tree

To enable the Spanning-Tree agorithm, issue the following command:
spantree| st enl|dis

where:

enl|dis Specifies whether you are enabling or disabling the
Spanning-Tree algorithm. The defaultisdi s.

2.9.7.2 Adjusting the Bridge Priority

Usetheset st bridge-priority command to adjust the bridge priority. Hereis
the syntax for this command:

set|se st bridge-prioritylbp <priority>
where:

<priority> Isahexadecimal number intherangefrom O throughf f f f .
The default is8000 (hex).

The setting for the bridge priority isdisplayed in the Syst emPri ori ty field of the
showcf g spant r ee display. (See Section 2.4 on page 21.)

2.9.7.3 Adjusting the Segment Priority

Use the set st port-priority command to adjust the bridge priority for a
segment. Hereisthe syntax for this command:

set|se st port-priority|pp <seg-list> <priority>

where:

<seg-1list> Specifiesthe segmentsfor whichyou aresetting the priority.
Y ou can specify asingle segment, acomma-separated list of
segments, or a hyphen-separated range of segments.

<priority> I's a hexadecimal number in the range from 0 through FF.

The default is80 (hex). You must specify a separate
priority for each segment.
Here is an example of this command. Notice that a separate priority is specified for
each segment in the segment range. Even if you plan to assign the same priority to al the
segments, you must list the priority individually for each segment.

27: Power Hub: bri dge# set port-priority 1-3 90 90 90

The segment priority for each segment is displayed in the Pri ority field of the
showcf g spant r ee display. (See Section 2.4 on page 21.)
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2.9.7.4 Adjusting the Path Cost

CH. 2

Y ou can adjust the Spanning-Tree cost to gain greater control over the path through
which packetstravel. Usetheset st pat h- cost command to adjust the Spanning-Tree

cost on a per-segment basis.

Here is the syntax for this command:
set|se st path-cost|pc <seg-list> <path-cost>

where:

<seg-list>

<pat h- cost >

Specifies the segments for which you want to adjust the
Spanning-Tree cost. Y ou can specify asingle segment or a
comma-separated list of segments.

Specifiesthe cost of the path. Y ou can specify avaluefrom
1 through65535. Thedefaultis100 for 10Mb/s Ethernet
segments, and 10 for FDDI and Fast Ethernet segments.
Y ou must specify a separate path cost for each segment.

Hereis an example of this command. Notice that a separate path cost is specified for
each segment in the segment range. Even if you plan to assign the same path cost to all the
segments, you must list the path cost individually for each segment. In the following
example, the path cost 90 is assigned to segments 1 through 3. Notice that the cost is
specified individually for each segment.

27: Power Hub: bri dge# set path-cost 1-3 90 90 90

The path cost for each segment is displayed in the Pat h Cost field of theshowcf g
spant r ee display. (See Section 2.4 on page 21.)

2.9.7.5 Adjusting the Timer Threshold

Usetheset st timer-threshol d command to adjust the bridge-timer threshold.
Here is the syntax for this command:

set|se st timer-threshold|tt

<max-age> <hel |l o-time> <forward-del ay>

where:

<nax- age>

<hel | o-ti ne>

<forwar d- del ay>
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Specifies the maximum age, in seconds. Y ou can specify
from 6 through 40 seconds. The defaultis21 seconds.

Specifies the hello time, in seconds. Y ou can specify from
1 through 10 seconds. The default is4 seconds.

Specifies the forward delay, in seconds. Y ou can specify
from 4 through 30 seconds. The defaultis16 seconds.
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The timer threshold values are displayed in the following fields of the showcf g
spantr ee display:

<max-age> Max Age
<hel l o-ti ne> Hello Tine
<forward- del ay> Forward Del ay

See Section 2.4 on page 21 for information about the showc f g command.

2.9.7.6 Usingthe Fast Hello-Time Feature

Under heavy network traffic, Spanning-Tree hello packets are not transmitted at
regular hello-time intervals. Such irregular time intervals can delay the transmission of
hello packets. If hello packets are delayed past a certain time value, called the maximum
age, your Spanning-Tree state can change. If your state is “blocking,” and hello packets
are not transmitted before another time value, the forward delay, your Spanning-Tree state
will changeto “l i st eni ng” and thento “I ear ni ng."”?

Usetheset st stp-fast-timer command to enable or disable the fast hello
timer feature. Hereisthe syntax for this command:

set|se st stp-fast-timer|sft enl|dis

Thisfeatureisdisabled by default. To display the current setting, issuetheshowcf g
spant r ee command to display the Spanning-Tree settings, then check the value in the
Sendi ng Fast Hel | os field. (See the screen examplein Section 2.4 on page 21.)

If the fast hello timer feature is enabled, when a segment’s utilization exceeds an
upper-end value, the <hi gh- ut i | >, the PowerHub software automatically compensates
for theincreased traffic. When all segments’ utilizations drop below alower-end value, the
<l ow ut i | >, the hello time reverts to normal (either previously configured or system
defaults).

Usetheset st fast-timer-threshol d commandto set thefast hello time and
high- and low-utilization thresholds. Hereis an example of this command:

set|se st fast-timer-threshold|ftt

<fast-hello-tinme> <high-util> <lowutil>

where:

<fast-hello-tinme> Specifiesthevaluefor thefast hello timefeature. Thisvalue
isexpressed in secondsand must beintherangeof 1 to 10.
The default is 1 second.

<hi gh-util > Specifies the upper-end value of segment utilization. If

segment utilization exceeds this value and the fast hello

timer feature is enabled, PowerHub software automatically
compensatesfor theincreased network traffic. Thisvalueis
apercentageintherange of 1 to 100. The defaultis70%

2. Todisplay the maximum age and forward delay, seethe Max Age and For war d Del ay fieldsintheshowcf g spantr ee
display. (See Section 2.4 on page21.) To display the Spanning-Tree state, see the Spanni ng-t r ee field of the st at e
display. (See Section 2.5 on page 23.)
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<lowutil> Specifies the lower-end value of segment utilization. 1f
segment utilization drops below this value, the PowerHub
software automatically revertsto normal hello time. This
valueisapercentageintherange of 1 to 100. The default
is50%
Thefast-timer threshold settingsare displayed inthe Fast Hel | o Par ans field of the
showcf g spant r ee display. (Seethe screen examplein Section 2.4 on page 21.)

2.10 IPX TRANSLATION BRIDGING

IPX trandation bridging lets you configure one or more IPX networks that span
across FDDI and Ethernet segments using different packet encapsulations. Without
atering the configurations of individual devices, |PX trandlation bridging enables Ethernet
and FDDI deviceswith different encapsulation typesto communicate with each other. This
feature is especially useful if your IPX network consists largely of Ethernet devices using
802.3 encapsulation, the default encapsulation type in Novell IPX software versions 2.2
through 3.11.°> However, if your network name is not in the IBT table, IPX trandation
bridging does not occur, and normal bridging does.

This section describes how to enable |PX tranglation bridging as well as how to add,
display, or delete IPX trandation-bridging networks.

NOTE: IPX trandation bridging is independent of IPX routing—they are mutually
exclusive. We recommend that you do not enable both IPX trandation bridging and
IPX routing. However, if both IPX trandation bridging and IPX routing are enabled,
IPX routing takes precedence over IPX translation bridging.

3. If your FDDI device does not support 802.3, you cannot bridge between the Ethernet devices and the FDDI device using
standard IPX bridging. You must use IPX Translation bridging in this case.
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2.10.1 Encapsulation Types

When you use IPX trandation bridging, you specify the Ethernet and FDDI
encapsulation types to be used on each IPX network. For each IPX network number, you
can specify both the Ethernet and FDDI encapsul ations you want the softwareto use on that
network. Table 2—4 lists the combinations of encapsulation types you can specify.

TABLE 2-4 Valid encapsulations for IPX translation bridging.

ENET 802.2 802.3* SNAP
FDDI 0 0 0
Ethernet 0 0 O O

* The FDDI “raw” encapsulation is802.3-likeand islisted as*802.3" in table and command
descriptions. However, this encapsulation is not identical to the 802.3 format on Ethernet
sinceit does not include an explicit length field. See Appendix C for the format of each type
of encapsulation.

For further information about IPX bridging over FDDI and packet encapsulation
information, see Appendix C.

2.10.2 Configuration Requirements

Although IPX tranglation bridging is simple to configure, the following conditions
must be met:

» The servers attached to the segmentsin an IPX translation bridging network must be
configured to have the same network number as the “IPX trandation-bridging”
network number configured on the hub. If a server's network number cannot be
changed to correspond to the |PX transl ation-bridging network you define on the hub,
you can change the network number defined on the hub to match the server.

» Serversand clientsmust be configured to have the same encapsul ation type asthe type
specified for the appropriate medium in your IPX trandation-bridging network. For
example, aclient attached to an Ethernet segment must be configured to use the same
Ethernet encapsulation type as the one defined for the corresponding IPX
trand ation-bridging network. However, if encapsulation types on the server or client
cannot be changed, the encapsulation types of the client or server can be configured
on the hub.

2.10.3 Enabling IPX Translation Bridging

Before you can use the IPX trandation-bridging feature, you must enable IPX
trandlation bridging. To enable IPX trandlation bridging, issue the following command:

i px-br-translation|ibt enl|dis
where:

enl |dis Specifies whether you are enabling or disabling |PX
trandation bridging.
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Here is an example of the use of this command:

1: Power Hub: bri dge# ipx-br-translation enl
I PX transl ation bridging is now enabl ed

2.10.4 Adding an IPX Translation-Bridging Network

To create an IPX tranglation-bridging network, use the following command:
i px-br-translation|ibt add

<net wor k> <et her net - encap> <f ddi - encap>

where:

<net wor k> Specifies the IPX network number to which you are
applying the encapsul ation settings.

<et hernet - encap> Specifies the encapsulation type to be used for Ethernet

packets. Packets bridged from FDDI to this network
number are converted to this encapsulation. Y ou can
specify one of the following:

Encapsulation  Description

enet Ethernet Type Il encapsulation.
802. 3 Raw 802.3 encapsulation.

802. 2 802.3 with an LLC header.

snap 802.3 with LLC and SNAP headers.

NOTE: The default Ethernet encapsulation type used in Novell IPX versions 2.2
through 3.11is802.3. The default for versions 3.12 through 4.x is 802.2.

<fddi - encap> Specifies the encapsulation type to be used for packets
trandated to FDDI. Y ou can specify one of the following:
Encapsulation Description
802. 3 Raw 802.3 encapsulation.
802. 2 802.3 with an LLC header.
snap 802.3 with LLC and SNAP headers.

NOTE: The default FDDI encapsulation type used in Novell IPX versions 2.2 through
3.11 is 802.3, the same type used for Ethernet devices. Similarly, the default FDDI
encapsulation type used in versions 3.12 through 4.X is 802.2.
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Here are some examples of how to use this command. In these examples, definitions
are created for IPX tranglation-bridging networks 100, 200, and 300:

2: Power Hub: bri dge# ipx-br-translation add 100 802.2 snap

| PX network 100 added to the translation table

3: Power Hub: bri dge# ipx-br-translation add 200 802.2 802.2
I PX network 200 added to the translation table

4: Power Hub: bri dge# ipx-br-translation add 300 802.3 snap

I PX network 300 added to the translation table

2.10.5 Displaying IPX Translation-Bridging Information

At any time, you can display the definitions for the IPX trandl ation-bridging networks
defined on the hub. To display the definitions, use the following command:

i px-br-translation|ibt show [ <network>|all]|[-t]

where:

<net wor k>| al | Specifies an IPX trand ation-bridging network number.
If you specify al | , the definitions for all networks are
displayed, aswell as the total number of entries in the IPX
translation-bridge table.

-t Displays only the total number of entriesin the IPX

translation-bridge table.

Here are some exampl es of displays produced by thiscommand. Inthefirst example,
no specific network number is given, so al individual entries are displayed, as well asthe
total number of entries. In the second example (prompt 7), the - t argument is used to
display the total number of IPX translation-bridging entries.

6: Power Hub: bri dge# i px-br-translation show
| PX Transl ation Bridging: Enabled

I PX Net wor k Et her net Encap FDDI Encap
100 802.2 802. 2/ SNAP
200 802. 2 802. 2
300 Et hernet |1 802. 2/ SNAP

Total entries: 3

7: Power Hub: bri dge# i px-br-translation show -t

| PX Transl ation Bridging: Enabled

| PX Net wor k Et hernet Encap FDDI Encap

Total entries: 3
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2.10.6 Deleting an IPX Translation-Bridging Network

To delete the encapsul ation settings assigned to a network number, use the following
command:

i px-br-translation|ibt del <network>|all

where:

<net wor k>| al | Specifies an IPX trand ation-bridging network number. If
you specify al | , al IPX trandation-bridging networks are
deleted.

Here is an example of the use of this command:

8: Power Hub: bri dge# i px-br-translation del all
Al I PX networks deleted fromthe IPX translation table
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3 TCP Commands

The PowerHub software includes an implementation of the TCP (Transmission
Control Protocol) stack, a connection-oriented, industry-standard protocol for moving data
between nodes in a network environment. In particular, TCP is used by TELNET, a
program that allows workstations to communicate with the hub using an in-band network
connection.

This chapter describes the commandsin the tcpstack subsystem and tells you how to
use these commands to perform the following tasks:

 Display the TCP configuration settings. (See Section 3.3 on page 53.)

» Display the TCP table. (See Section 3.4 on page 54.)

» Display TCP, TELNET, and UDP statistics. (See Section 3.5 on page 55.)
e Clear TCP, TELNET, and UDP statistics. (See Section 3.5.1 on page 55.)
 Set the connection time. (See Section 3.6.1 on page 56.)

» Set the keep-aliveinterval. (See Section 3.6.1.2 on page 56.)

» Display and change control characters. (See Section 3.6.2 on page 57.)

« Kill aTCP connection. (See Section 3.7 on page 59.)

» Display the UDP table. (See Section 3.8 on page 59.)

The PowerHub software also lets you define TCP filters for controlling accessto your
network. (See Chapter 10.)
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3.1 TCP SUBSYSTEM COMMANDS

Table 3-1 listsand describesthe tcpstack subsystem commands and their syntax. For
each command, the management capability is listed, as well as the section that contains
additional information about the command.

TABLE 3-1 tcpstack subsystem commands.

Command and Description Capability*  See...

kill-connection|kc <connection-id> R 3.7.2
Kills the specified TCP (TELNET) connection.

set|se connection-idle-tinme|ci <ninutes> R 3.6.1(ci)
set| se keep-alive-interval|ka <seconds> 3.6.1.2
Sets the time before “keep-alive” packets are sent, and sets the time between (ka)

“keep-alive’ packet sends.

set-ctrlchar-cur|scc <ctrlchar> "<char> RorM 3.6.2.2
Defines the specified control character for the current TELNET session.

set-ctrlchar-def|scd <ctrlchar> "<char> R 36.2.2
Defines the specified default control character for all TELNET sessions.

show-ctrl char-cur|shc [<ctrlchar>] Ror M 3.6.21
Shows the specified default control character for the current TELNET session.

showctrl char-def|shd [<ctrlchar>] RorM 3.6.21
Shows the specified default control character for all TELNET sessions.

showcf g| scf RorM 3.3
Displays the settings for the TCP parameters.

stats|s tcp|ltelnet|udp[-t] RorM 35

Displays statistics for the specified packet type. The -t argument shows only
the total counts for each statistic.

stats-clear|sc tcp|tel net]|udp R 35.1
Clears TCP statistics for the specified packet type.

tcp-table|tt RorM 34
Displays active TCP (TELNET) sessions.

udp-t abl e| ut RorM 38
Displays the UDP clients supported by the hub, including RIP and SNMP.

*R= Root, M= Monitor.
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3.2 ACCESSING THE TCP SUBSYSTEM

To accessthetcpstack (TCP) subsystem, issue the following command at the runtime
command prompt:

tcpstack

3.3 DISPLAYING THE CURRENT TCP CONFIGURATION

Use the showcf g command to display configuration parameters used by the TCP
subsystem.

Here is an example of the display produced by this command.

67: Power Hub: t cpst ack# showcfg
TCP Configuration

Round Trip Algorithm vanj

Mn Rexmit Interval: 1000 ns

Max Rexmit Interval: 64000 s

Max Connections All owed: 2
connection-idle-tinme: 20 m nutes
keep-alive-interval: 75 seconds

Time to disconnect on idle conn: 30 minutes 0 seconds

This display shows the following information about the current TCP configuration
parameters:

e The round-trip algorithm used by the PowerHub software is the Van Jacobson
algorithm.

e The minimum retransmit interval is 1,000 milliseconds.
* The maximum retransmit interval is 64,000 milliseconds.

 The maximum number of simultaneous TELNET (TCP) connections to the
PowerHub system that can be supported is two.

* The connection-idle timeis 20 minutes.
» Thekeep-aliveinterval is 75 seconds.

» The time allowed before an idle connection is automatically disconnected is 30
minutes. This value is based on the values of the connection-idle time and the
keep-alive interval.

Thefirst four configuration parameters are constant and cannot be altered. However,
you can modify the remaining three, as described in Section 3.6 on page 56.
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3.4 DISPLAYING THE TCP TABLE

The TCP table lists the active TCP connections between the hub and other devices.
Usethet cp-t abl e|] tt command to list the TCP table.

Here is an example of the TCP table.

7: Power Hub: t cpst ack# tcp-table
Active TCP Connecti ons

Conn Id Rem | P Addr Rem Port Loc | P Addr Loc Port Conn. State
16 147.128.128.128 1043 147.128. 128. 64 23 ESTABLI SHED **
17 147.128.128. 8 1201 147.128. 128. 64 23 ESTABLI SHED

For each TCP connection to the hub, the TCP table shows information under the
following headings:

Conn I D A uniqueinteger that identifies the connection. Thisidentifier
can be used to terminate the connection using the
ki ll-connecti on command (described in Section 3.7.2).

Rem | P Addr The IP address of the remote device that initiated the
connection.

Rem Por t A process port number for the remote device (management
station). Note that the process port number is unrelated to the
PowerHub physical port or segment numbers. Itisassigned by
the remote operating system.

Loc | P Addr The IP address of the local device. Thisis aways the hub.

Loc Port A process port number for the hub. Thisis unrelated to the
PowerHub physical port or segment numbers. Itisa
“well-known” port number used by the TELNET process.

Conn. State The connection state is one of the following states of the
standard TCP software state machine;
CLOSED CLOSI NG
CLOSE- WAI T ESTABLI SHED
FI N- WAl T-1 FI N- WAl T-2
LAST- ACK LI STEN
SYN- RECEI VED SYN- SENT
TIVE-WAI T

Most of these states are never displayed by thet cp-t abl e
command because they occur for a short time. Connectionsin
the CLOSED or LISTEN state are not displayed.

The current TELNET session (if you are connected through
TELNET) isindicated by two asterisks (* * ) following the
table entry for that session.
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3.5 DISPLAYING STATISTICS

The TCP subsystem maintains statistics on TCP, TELNET, and UDP packets. TCP
and UDP statistics are a superset of the corresponding statistics provided in the SNMP
MIB. (Thereisno TELNET MIB.)

The software maintains two copies of each TCP, TELNET, and UDP statistics
counter:

» Count since last statistics clear (see Section 3.5.1).
» Count since last system reset.

Usethest at s command to display statistics. Hereisthe syntax for this command:
stats|s tcp|telnet|udp [-1]

where:

tcp|ltel net|udp Specifiesthetype of protocol for which you want to display packet
statistics.

-t Displays statistics totals collected since the last system reset, rather

than the statistics collected since the last statistics clear.

Here is an example of the use of this command. In this example, TCP statistics
collected since the last statistics clear are displayed.

62: Power Hub: t cpst ack# stats tcp

TCP Connection & Pkt statistics (count since |last stats clear):
Active Opens: 0
Passi ve Opens: 5
Fai |l ed Conn Attenpts: 0
Resets In Estb State: 0
Current Open Conns: 2
Segnent s Recei ved: 1088
Segments Sent: 1030
Rexmitted segnents: 2
Segnments Rcvd Wth Err: 0
Resets Sent: 0
Short Segments Rcvd: 0

3.5.1 Clearing Statistics

Use the st at s- cl ear command to clear statistics for TCP, TELNET, or UDP
packets. Hereisthe syntax for this command:

stats-clear|sc tcp|tel net]|udp
where:

tcp|ltel net|udp Specifiesthetype of protocol for which you want to clear packet

statistics.

When you clear statistics, the counters that record statistics since the last clear are
reset to zero. The PowerHub software immediately begins collecting new statistics. The
counters that record statistics since the last system reset are unaffected by the
st ats-cl ear command.
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3.6 SETTING TCP SESSION PARAMETERS

The PowerHub software can kill idle TCP (TELNET) connections automatically
using the following TCP configuration parameters:

» Connection-idle time (default 20 minutes).
» Keep-diveinterval (default 75 seconds).

The combination of the two parameters above determines the time allowed to pass
before an idle connection is automatically disconnected.

3.6.1 The Connection Idle Time and Keep Alive Interval

When a new TELNET connection is established, an idle timer is started. The idle
timer is reset to 0 and restarted whenever there is activity on the connection. If the idle
timer reaches a preset value, the connection idle time, then the hub sends a keep-alive
packet to theremotedevice. If thereisstill no activity, the hub continuesto send keep-alive
packets at an interval called the keep-alive interval, until eight keep-alive packets are sent.
If thereis till no activity, then the connection is dropped.

A connection is automatically dropped if it isidle for a period of time equal to the
connection-idle time plus eight times the keep-alive interval. Using the default values of
these parameters, the maximum idle time is 30 minutes.

In addition, you can display and set the control characters used for displaying and
editing text during a TELNET session.

3.6.1.1 Setting the Connection Idletime

Usetheset connection-idl e-ti me command to specify how long a TELNET
connection can remain idle before the hub sends keep-alive packets. Hereisthe syntax for

this command:
set|se connection-idle-time|ci <mnutes>
where:
<m nut es> Specifies how many minutes the hub allowsa TCP (TELNET)

connection to remain idle before sending keep-alive packets. The
range for thisvalueis5 to 30 minutes; the default is20 minutes.

3.6.1.2 Setting the Keep-alive I nterval

Use the set keep-alive-interval command to specify how often the hub
sends keep-alive packets before ending a connection. Hereisthe syntax for this command:

set| se keep-alive-interval|ka <seconds>
where:

<seconds> Specifies how often the hub sends keep-alive packets before ending a
connection. Therange for thisvalueis 30 to 240 seconds; the
defaultis 75 seconds.
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3.6.2 Displaying and Setting Control Characters

The tcpstack subsystem contains commands to display and change the characters
used to display and edit text on the terminal attached to the hub through a TELNET
connection. The PowerHub software maintains two sets of characters:

 Default characters, used for each TELNET session.
» Current characters, specified by you for use with the current session only.

Y ou can display or change the current characters and the default characters.

3.6.2.1 Displaying the Control Characters

Use the following commands to display the current and default control characters:
show-ctrl char-cur|shc [<ctrlchar>]

show ctrl char-def|shd [ <ctrlchar>]

where:
<ctrl char> Specifies one of the following:

Er aseChar | ec
Erases the previous typed character; typically Control-H
(Backspace).

Er aselLi ne| el
Erases the current input line; typically Control-U.

Er aseWor d| ew
Erases the current input word; typically Control-W.

Interrupt]i
Cancelsthe current input line as well as any output that is occurring;
typicaly Control-C.

ReprintLine|rl
Reprints the current input line and positions the cursor at the end of
it; typically Control-R.

Xof f
Suspends output to the connected station; typically Control-S.

Xon
Resumes output to the connected station; typically Control-Q.
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If you do not specify a control character, the definitions for all the control characters
are shown. Hereisan example of the display produced by each of these commands:

81: Power Hub: t cpst ack# show ctrl char-cur

Er aseChar: "H (suggested default: ~H)
Er aselLi ne: AU (suggested default: ~U)
Er aseWor d: AW  (suggested default: "W
Interrupt: AC (suggested default: ~Q)
Repri nt Li ne: "R  (suggested default: "R
Xof f : NS  (suggested default: ~S)
Xon: "Q (suggested default: ~Q

82: Power Hub: t cpst ack# show- ctrl char - def

Er aseChar: "H (suggested default: ~H)
Er aselLi ne: AU (suggested default: ~U)
Er aseWor d: "W  (suggested defaul t: "W
Interrupt: AC (suggested default: ~Q)
Repri nt Li ne: "R  (suggested default: "R)
Xof f: NS (suggested default: ~S)
Xon: "Q (suggested default: "Q

As shown in this example, both the name of the control character and the key
combination you use to exercise the control character are listed. For example, to erase a
line of input, you exercise the EraseLine control character by typing CTRL+U.

3.6.2.2 Changing a Control Character
Use the following commands to change a current or default control character:
set-ctrlchar-cur|scc <ctrlchar>"<char>

set-ctrlchar-def|scd <ctrlchar>"<char>

where:

<ctrl char> Specifies the control character (listed in Section 3.6.2.1). Typethe
control character name (ex: Eraseline), not the keyboard character.

N<char > Specifies the keyboard character to which you are changing the

control character. Y ou must specify the caret (*) before the new
keyboard character.

Here is an example of how to change the setting of a control character. In this
example, the current control character for EraseChar is changed to CTRL+J:

81: Power Hub: t cpst ack# set-ctrlchar-cur erasechar "J

DONE. This change will affect current telnet session only.
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3.7 CLOSING A TCP CONNECTION

At any time, you can end a TCP (TELNET) connection. The command you use
depends upon whether you are ending the:

 Connection from which you are working.

+ Connection other than the one from which you are working.

3.7.1 Current TCP Connection

Usethel ogout (I o) command to end the current TCP connection.

3.7.2 Another TCP Connection

Usethekil | - connecti on default character command to end a TCP connection
other than the one in which you are working. 'Y ou must issue this command from a session
other than the one you are ending.

Here is the syntax for this command:

kill-connection|kc <connection-id>

where:

<connection-i d> SpecifiesthelD assigned to the session by the hub when the session
was established. To determine what the connection ID is, use the
t cp-t abl e command to display the TCP table. The connection
IDs arelisted in the first column, under Conn | D.

3.8 DISPLAYING THE UDP TABLE

The PowerHub software contains agents that can respond to certain “well-known”
UDP port requests, such as RIP packets and SNMP requests. The ports listed in the UDP
port table are the port numbers that UDP clients register with the UDP protocol code.

When the hub receives a UDP packet, it checks the UDP port number specified in the
packet against the list of UDP ports in the UDP port table. If the hub can respond to the
UDP request, it does so. If the hub cannot respond to the UDP request, it does one of the
following:

» Dropsthe packet.

» Forwards the packet to the device specified by the IP Helper address, if an IP Helper
address has been configured for the segment on which the UDP packet is received.
See Section 5.13 on page 111 for information on using the PowerHub IP Helper
feature.

To display a complete list of the UDP protocol ports supported by the PowerHub
software, issue the udp-t abl e command. The numbers and names are “well-known”
UDP protocol port numbers and names as defined in RFC 1340.
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Here is an example of the display produced by this command.

81: Power Hub: t cpst ack# udp-tabl e
Li st of registered UDP clients:
161 SNWP

520 RIP

67 BOOTPS

68 BOOTPC

The UDP ports listed in this display indicate that the hub contains agents for
processing UDP packets sent to UDP protocol ports 161, 520, 67, and 68. In other words,
the PowerHub system supports the following types of UDP packets:

* SNMP
* IPRIP
e BOOTP (on server side)
* BOOTP (onclient side)
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4 TFTP Commands

The tftp subsystem contains the PowerHub implementation of TFTP (Trivia
File-Transfer Protocol). Use the tftp subsystem commands to perform the following
tasks:

» Set the default TFTP server. (See Section 4.4.2 on page 66.)

Display the default TFTP server. (See Section 4.4.1 on page 66.)

e “Unset” the default TFTP server. (See Section 4.4.3 on page 66.)

» Download or display afile stored on a TFTP server. (See Section 4.6 on page 68.)

» Upload afile from the hub’ s floppy drive or Flash Memory Moduleto a TFTP server.
(See Section 4.6 on page 68.)

» Load (activate) a configuration file stored on a TFTP server. (See Section 4.7 on
page 69.)

 Save PowerHub configuration changes to a configuration fileon a TFTP server.
(See Section 4.8 on page 70.)

To use the commands in this subsystem, you must configure your TFTP server to
support TFTP file transfers. The procedures for configuring your server depend upon the
particular type of server you are using. See your server documentation for configuration
information.

Also, the PowerHub segment that connects the hub to the TFTP server must have an
IP interface defined on it. For information about adding an IP interface, see Section 5.5
on page 78.

CAUTION: The TFTP protocol provides no authentication for any services, including
downloading or changing files stored on the TFTP server. If you configure your TFTP
server to allow the tftp commands to be used, anyone with access to the server can
download or change files.
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4.1 ACCESSING THE TFTP SUBSYSTEM

To access the tftp subsystem, issue the following command at the runtime command
prompt:
tftp

4.2 TFTP SUBSYSTEM COMMANDS

Table 4-1 lists the tftp commands, the complete syntax for each command, and the
section in this chapter that contains information about the command.

TABLE 4-1 TFTP commands.

Command and Description Capability*  See...

get [-h <host>] [-a] <renfile> [<local file>tty] R 4.5
Downloads or displays afile from the file server or other specified host.

put [-h <host>] [-a] <l ocal file> [<renfile>] R 4.6
Uploads afile to the specified file server or host.

rdcfg [-h <host>] <renfil e> R 4.7
Downloads and processes the specified configuration file.

set <vari abl e> <val ue> R 442

Sets a TFTP variable to the specified value. You can use this command to
specify the default TFTP server for usein TFTP file operations.

show <vari abl e> RorM 44.1
Displays the current setting for the specified TFTP variable.

svcfg [-h <host>] <renfile> R 4.8
Saves a configuration file to the specified file server or other host.

unset <vari abl e> R 443
“Unsets’ the specified variable.

* R= Root, M=Monitor.
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4.3 CONSIDERATIONS

The PowerHub TFTP commands work with many types of TFTP servers, including
servers running UNIX, DOS, Windows, OS/2, or other operating systems. The following
considerations apply to TFTP servers that are running UNIX, a very common platform
for TFTP.

Regardless of the platform used for the TFTP servers in your network, we
recommend that you consult your server’'s documentation regarding:

* File permissions (not applicable to some operating systems).
» Conventions for pathnames and file names.

If you experience problems uploading or downloading files between the PowerHub
system and your TFTP server, you often can resolve the problems by verifying whether
the hub has or needs read and write access to the server, and how file names need to be
specified to the hub.

4.3.1 TFTP Commands and UNIX Read/Write Permissions

To use the PowerHub TFTP commands to upload or download a file, or to save or
read a PowerHub configuration file, the proper UNIX read/write permissions must be set
on the TFTP server. On most servers, permissions are controlled separately for users,
groups, and “others.” The TFTP server considers the PowerHub system to be among the
“others.”

You can control read/write access to PowerHub files and directories on the TFTP
server by setting the read and write permissions. On most UNIX systems, you can
display permissions information using the UNIX 1i stdir command. Here is an
example of the permissions information displayed for a file on a TFTP server. The
display on your TFTP server might be different.

$ listdir -1

total 3

-rwrw--- 1 tony 622 Jul 19 15:09 Labl.env
-rwrwr-- 1 alex 643 Jul 19 15:11 Lab2.env
SrwWrw-w 1 paul 611 Jul 19 15:13 Lab3.env
-rwrwrw 1 dan 698 Jul 19 15:15 Lab4.env

The text shown in bold is the permission information for each file, for “ others.”

* Inthis example, no read or write permissions are enabled for others for Lab1. env.
Consequently, you cannot download this file or upload afile by this name using the
PowerHub TFTP commands.

» Read permission, but not write permission, isgranted to thefileLab2. env for others.
Y ou can use the PowerHub TFTP commands to display or download thisfile, but you
cannot upload afile by this name.
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e The file Lab3. env cannot be downloaded using the PowerHub TFTP commands.
Y ou can, however, upload afile by this name.

* Finally, both read and write permissions are enabled for thefile Lab4. env. You can
download thisfile and upload afile by this name.

On most TFTP servers, you can change permissions using the UNIX chnod
command. See the documentation for your UNIX shell for details.

4.3.2 PathNames

Depending upon your TFTP server configuration, you might need to specify
pathnames with the TFTP commands.

On some TFTP servers, when you use the PowerHub TFTP commands to upload or
download files, the PowerHub software understands file names according to where the
PowerHub system accesses the server. You can upload or download only those files that
are located in the directory where the PowerHub accesses the server, or in one of that
directory’s subdirectories. Also, if the file is in a subdirectory, you must specify the
pathname along with the file name.

For example, suppose you configure your TFTP server to allow the PowerHub
system to access the server at adirectory called TFTP.

TFTP
fore
ph
jfw env
| aur a. env

All directories below the TFTP directory are considered part of the pathname for the
files stored there. Relative to the PowerHub system, the pathname for the filesj f w. env
and | aura. env is fore/ ph. To download the file j f w. env, you would issue the
following command:

get -a fore/ph/jfw. env jfw env

where:

-a Specifies net-ASCII mode. (Files aretransferred in binary
mode by default.)

fore/ph/jfw env Isthe file name, including the pathname.

j fw. env Is the name you want the file to have on the PowerHub

system. This name must be in DOS format
(fil enane. ext).
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4.3.3 File Naming Conventions

Notice that a loca file name is specified in the example get command in
Section 4.3.2 on page 64. Local file names are optional with the PowerHub t ft p get
command. Y ou can omit the local file name if thefileis not in a subdirectory and the file
name is eight characters or fewer in length with an extension no longer than three
characters.*

Suppose the PowerHub system has access to the TFTP server at the TFTP directory,
asin the following example:

TFTP
fore
ph
j fw. env
| aura. env
| ot sofdot s

If theget command isissued without specifying the local filename (j f w. env), an
error message is displayed on the PowerHub terminal.

In addition, the PowerHub system uses DOS file-naming conventions, but the file
| ot sof dot s does not fit the DOS file-naming conventions. To download | ot sof dot s,
you need to specify alocal file name that fits the DOS file naming conventions, as in the
following example:

get -a fore/ph/lotsofdots spots

In this example, thefilel ot sof dot s isnamed spot s on the PowerHub system.

4.3.4 Remote File Names

Some TFTP servers require that the remote file name exist on the server before you
can write to that file name. If your server requires that the file name already exist, create
a zero-length file on the server, then specify the name of that file as the remote file name
with the put or svcf g commands.

Also, on some TFTP servers, including servers running Sun/OS 4.x, files that you
overwrite on the server are not properly truncated. When you overwrite an existing file
on the TFTP server, if the older version of the file is longer than the new file, the older
version is not truncated properly by the server. As aresult, the new version of the file
contains part of the older version of the file. If you are unsure whether the new version
will completely replace the older version of afile, do one of the following:

* Remove the older version of thefile, then save the new version.

* If your server requiresthat the file name be present on the server before you can copy
to it, create a zero-length file under a new name, then save the PowerHub file under
the new name. After the new file is copied to the server, delete the older version of
the file and rename the new file as desired.

1. For information about the file naming conventions used by the PowerHub system, see the Management Subsystem chapter
in the PowerHub Installation and Configuration Manual, V 2.6 for your PowerHub system.
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4.4 DISPLAYING, SETTING, OR UNSETTING THE DEFAULT SERVER

The commands described in the following sections et you specify a particular TFTP
server to be used in the file operations described in this chapter.

If you choose not to specify a default TFTP server, you still can specify a server
with the individual TFTP commands.

4.4.1 Displaying the Default TFTP Server

Use the show command to display the IP address of the default TFTP server. Here
isthe syntax for this command:

show <vari abl e>
where:

<vari abl e> Specifiesthe TFTP parameter you want to display. In this case,
specify ser ver.

4.4.2 Setting the Default TFTP Server

Use the set command to specify the default TFTP server. Here is the syntax for
this command:

set server <val ue>
where:

<val ue> Specifies the IP address of the TFTP server you want to use as
the default. Specify the address in dotted-decimal notation.

4.4.3 Removing the Default TFTP Server Setting

Use the unset command to remove the default TFTP server setting. Here is the
syntax for this command:

unset server
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4.5 DOWNLOADING OR DISPLAYING A FILE

Use the get command to display or download afile stored on a server. Hereisthe

syntax for this command:
get [-h <host >]
where:

- h <host >

<renfil e>

<local file>tty

[-a] <renfile> [<localfile>tty]

Specifiesthe | P address, in dotted-decimal notation, of the TFTP
server. If you do not specify this argument, the default server is
used. The default server is specified using theset ser ver
command. (See Section 4.4.2.)

Forces the transfer to take place in net-ASCI| transfer mode,
rather than octet mode. Octet mode transfers the file, including
end-of-line characters, exactly asit is stored on the server.
Net-ASCII changes the end-of-line characters to be compatible
with the display or storage device that receivesthefile.

Use the default (octet-mode) to download software image files
(ex: 7f , 7pe, ppu. 7pe, and do on). Usethe net-ASCII mode
to download configuration files, environment files, and other text
files.

If you plan to display the file on your management terminal (by
specifyingt t y asthelocal filename), omit thisargument. The
fileis automatically transferred in net-ASCI| format.

Specifies the name of the remotefile. Specify the namethat is
meaningful to the TFTP program on the server. For example, if
the server contains a subdirectory called t r ansf er and this
directory isspecified asthe TFTP homedirectory, do not specify
t ransf er aspart of thefile name. (See Section 4.3.2 on

page 64.)

If you omit this argument, the PowerHub software assumes that
you want to use the file name on the server and include the
pathname (if any) in the file name. (See Section 4.3.4 on

page 65.)

If you omit this argument or specify alocal file name, thefileis
written to alocal storage device:

If you are using a PowerHub 4000 or 6000, the file is written
to the Flash Memory Module.

If you are using a PowerHub 7000, the file is written to the
device from which the hub was booted.? To specify the other
device (not the default), preface the file namewithf m (Flash
Memory Module) or f d: (floppy diskette). If the software
was booted over the network, the floppy drive is the default
device.

If the file name on the server is an invalid name on the hub, an
error message is displayed on the PowerHub terminal. (See
Section 4.3.3 on page 65.)

2. To determine the device from which your hub was booted, issue the ngnt boot i nf 0 command. (See the
Management subsystem chapter in the PowerHub I nstallation and Configuration Manual, V 2.6 for your PowerHub system.)
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If you specify t t y, thefileis not downloaded to your system,
but animage of thefileisdisplayed on themanagement terminal.
Y ou can display thefilefromwithinaTTY (RS-232) session or
aTELNET session.

If you do not specify a TFTP server name and no default server name has been
configured, an error message is displayed. To configure a default server name, use the
set command. (See Section4.4.2.)

4.6 UPLOADING A FILE

Use the put command to upload a file stored on the floppy diskette or Flash
Memory Moduleto aserver. Hereisthe syntax for this command:

put [-h <host>] [-a] <local file>[ <renfil e>]

where:

- h <host >

<local fil e>

<renfil e>

Specifiesthe | P address, in dotted-decimal notation, of the TFTP
server. If you do not specify this argument, the default server is
used. The default server is specified using theset ser ver
command. (See Section 4.4.2.)

Forces the transfer to take place in net-ASCI| transfer mode,
rather than octet mode. Octet mode transfers the file, including
end-of-line characters, exactly asit is stored on the server.
Net-ASCII changes the end-of-line characters to be compatible
with the display or storage device that receivesthefile.

Use the default (octet-mode) to upload software image files (ex:
7f , 7pe, ppu. 7pe, and do on). Usethe net-ASCII mode to
upload configuration files, environment files, and other text files.

Specifiesthelocal file name:

On the PowerHub 4000 and 6000, the software assumes that the
fileislocated on the Flash Memory Module.

If you are using a PowerHub 7000, the software assumes that
the file is on the default local storage device (the one from
which the software was booted)®. If the software was booted
over the network, the floppy drive is the default device. To
specify the other device (not the default), preface the file name
withf m (Flash Memory Module) or f d: (floppy diskette).

Specifies the name of the file as you want it to appear on the
server. Specify the namethat is meaningful to the TFTP
program on the server. For example, if the server contains a
subdirectory calledt r ansf er andthisdirectory is specified as
the TFTP home directory, do not specify t r ansf er as part of
thefile name. See Section 4.3.4 on page 65.

3. To determine the device from which your hub was booted, issue the ngnt boot i nf o command. (See the
Management subsystem chapter in the PowerHub Installation and Configuration Manual, V 2.6 for your PowerHub system.)
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Here is an example of the use of this command. In this example, an environment
fileis uploaded to a TFTP program on a UNIX server.

12: Power Hub: tft p# put -a /fore/env/hubl. env
177.177.45. 20: / fore/ env: 833 bytes
13: Power Hub: t f t p#

Notice that a pathname is specified with the file name. Make sure you specify the
pathname that is meaningful to your TFTP program.

On UNIX machines, if the write permission for “others’ is not enabled on the TFTP
server for the file name or the directory to which you are trying to write the file, a
message such as the following is displayed:

12: Power Hub: tft p# put -a hubl. env
tftpWite: Peer generated error

tftp: Perm ssion denied: Access violation
13: Power Hub: t ft p#

If you receive this error, check the file and directory permissions for “others’ on the
TFTP server.

If your TFTP program is on a UNIX machine and that machine requires that the file
name already exist, but the file does not yet exist on the server, a message such as the
following is displayed on the PowerHub terminal:

14: Power Hub: tft p# put hub2. env
tftpWite: Peer generated error
tftp: File not found: File not found
15: Power Hub: tf t p#

If you receive this message, see Section 4.3.4 on page 65.

4.7 LOADING A CONFIGURATION FILE

During normal run-time operation of the hub, you can read (load) a configuration
file stored on aremote TFTP server. To do so, issue the following command:

rdcf g [- h <host>] <renfil e>

where:

- h <host > Specifiesthe|Paddressof the TFTP server. If you do not specify
this argument, the default server isused. (The default server is
specifiedusingtheset ser ver command. See Section 4.4.2.)

<renfil e> Specifies the name of the configuration file you want to load.

Specify the namethat is meaningful to the TFTP program on the
server. For example, if the server contains a subdirectory called
conf i gs and thisdirectory is specified as the TFTP home
directory, do not specify conf i gs aspart of the file name (see
Section 4.3.4 on page 65).
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As with the get command, if you do not specify a host server name and no default
server name has been configured, an error message is displayed.

4.8 SAVING A CONFIGURATION FILE

During normal run-time operation of the hub, you can save the hub’'s current
configuration to a file on a remote TFTP server. To save configuration files, issue the
following command:

svcfg [- h <host>] <renfil e>

where:

- h <host > Specifiesthe | P address of the TFTP server. (The default server
is specified using theset ser ver command. See
Section 4.4.2.)

<renfil e> Specifies the name of the configuration file you want to save.

Specify the namethat is meaningful to the TFTP program on the
server. For example, if the server contains a subdirectory called
confi gs and thisdirectory is specified as the TFTP home
directory, do not specify conf i gs aspart of the file name (see
Section 4.3.4 on page 65).

On UNIX-based TFTP servers, if the write permission for “others’ is not enabled
for the configuration file name or the directory to which you are trying to write the file, a
message such as the following is displayed:

16: Power Hub: t ft p# svcfg ace.cfg
tftpWite: Peer generated error

tftp: Perm ssion denied: Access violation
17: Power Hub: tft p#

If you receive this error, check the file and directory permissions for “others’ on the
TFTP server.

If your UNIX-based server requires that the file name already exist, but the file does
not yet exist on the server, a message such as the following is displayed on the PowerHub
terminal:

18: Power Hub: tft p# svcfg ace.cfg
tftpWite: Peer generated error
tftp: File not found: File not found
19: Power Hub: t f t p#

If you receive this message, see Section 4.3.4 on page 65.
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5 IP Commands

This chapter describes the commands in the ip subsystem and tells you how to use

them to configure and manage the PowerHub system as an IP router. Usingi p subsystem
commands, you can:

Display the PowerHub system’s IP configuration. (See Section 5.4 on page 77.)

Define or delete 1P addresses for individual segments attached to the PowerHub
system'. (See Section 5.5.4 on page 80 and Section 5.5.6 on page 84.)

Enable or disable forwarding of IP network broadcast packets. (See Section 5.6.5 on
page 86.)

Enable or disable routing of IP broadcast packets addressed to the PowerHub MAC
address. (See Section 5.6.5 on page 86).

Enable IP forwarding. (See Section 5.6 on page 85.)
Enable or disable ICMP redirect messages. (See Section 5.6.3 on page 86.)

Enable or disable forwarding of packets with “loose source-route” options.
(See Section 5.6.4 on page 86.)

Set the time-to-live (TTL) for IP packets. (See Section 5.6.2 on page 85.)
Display and add static entries to the | P route table. (See Section 5.7 on page 90.)
Display and flush the IP route cache. (See Section 5.8.2 on page 102.)

Configure directly-attached subnetsfor listening to RIP broadcasts, without adding 1P
interfaces. (See Section 5.9 on page 103.)

Display and add static entries to the ARP table. (See Section 5.10 on page 104.)
Enable proxy-ARP if your net usesit. (See Section 5.10.7 on page 107.)
“Snoop” for information about routed packets. (See Section 5.8.1 on page 100.)

1. Evenif you do not need to use the PowerHub system for |P routing, you must assign an IP interface address to a segment
if you plan to make TELNET or SNMP connections using that segment, or use that segment for IP Multicasting. See
Section 5.5.4 on page 80 for further information.
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» Display IP, ARP, and ICMP statistics. (See Section 5.11 on page 108.)
* Pingan IP address. (See Section 5.12 on page 110.)

» Define an IP Helper interface to forward UDP packets. (See Section 5.13 on
page 111.)

5.1 ACCESSING THE IP SUBSYSTEM

To access the ip subsystem, issue the following command at the runtime command
prompt:

ip

5.2 IPSUBSYSTEM COMMANDS

Table 5-1 liststheip subsystem commands, each command’ s management capability,
and the section where you can find additional information about each command.

TABLE 5-1 IP subsystem commands.

Command and Description Capability*  See...

add- ar p| aa R 5.10.2
<seg-list> <l P-addr> <MAC-addr> [ publi sh]

Adds a permanent ARP entry to the ARP table.

add-direct-net|adn R 59
<seg-|ist> <subnet-addr> <subnet - mask>
[ <metric>] [allsubnets]|as]

Adds a directly-connected subnet on the requested segment(s).

add- hel per|ah <seg-list> all <I/P-addr> R 51321
Assigns an | P Helper address to a segment.

add- hel per - port|ahp <UDP-port> R 5135
Adds a UDP port to the |P Helper UDP port list.

add-interface| ai R 554
<seg-list> <l P-addr>

[ <subnet-nmask> [ br 0| br1] [cost <cost>]
[al I subnet s| as]]

Assigns an | P address to a segment attached to the PowerHub system.

*R= Root, M= Monitor.
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TABLE 5-1 (Continued) IP subsystem commands.

Command and Description Capability*  See...

add-route|ar host|h R 5721
<l P- addr > <subnet - mask>

<gw addr> <seg> <netric>
Adds a static route to the specified host.

add-route| ar net|n R 5722
</ P- addr >| def aul t <subnet - mask>

<gw addr> <seg> <netric>
[strict]
Adds a static route to the specified net.

arp-table|lat [</IP-addr>] [-t]-s] RorM 5.10.3
Displaysthe ARP table.

arp-tabl ecl ear| atc R 5.10.4
Clearsthe ARPtable.

cl ear - hel per-stats]|chs R 5133

Clearsthe IP Helper statistics.

del - arp| da </ P-addr> R 5.10.5
Deletes an ARP entry from the ARP table.

del -direct-net|ddn <seg-/ist> <subnet-addr> R 592
<subnet - mask>
Deletes a directly-connected subnet from the specified segments.

del - hel per| dh <seg-/list>l all <IP-addr>| all R 5134
Deletes an |P Helper address.

del - hel per-port| dhp <UDP-port>| all R 5.135.2
Deletes a UDP port from the IP Helper UDP port list.

del -interface|di <seg> all <I/P-addr>| all R 556
Deletes an | P address assigned to a segment.

del -route| dr host|h R 5.7.4
<host - addr > <GW addr >

del -route|dr net | n
<nw- addr > <subnet - addr > <subnet - mask>

Deletes a statically entered route.

*R= Root, M= Monitor.
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TABLE 5-1 (Continued) IP subsystem commands.

Command and Description Capability*  See...

di spl ay-rout ecache| dc [ <seg-/ist>] | RorM 58.1
filter-entries-all]|fa |
filter-entries-total |ft |
snooped- packet s| sp

Displays the contents of the route cache or the I P filtering cache.

down| dn host| h </ P-addr> <GWaddr > R 5731
down| dn net|n </ P-addr> <subnet-nmask> <GW¥ addr >
Marks the route to a host or net as DOWN.

flush-routecache|fc R 5.8.2
Flushes (clears) the route cache.

interface-table|it RorM 555
[ <seg-list>] [<IP-addr>] [-5s]

Displaysthe interface table.

pi ng| pi <l P-addr> [ <tinmeout> [ <pktsize>]] RorM 5.12
Tests a connection to an IP address.

proxy-arp|pa [ <seg-Ilist> enl|dis] R 5.10.7

Enables or disables the proxy-ARP feature supporting Proxy ARP (as
described in RFC 1027).

route-table|rt RorM 571
[-a] [-f] [-c|-d|[-r|-s]|-0]
[ <seg-list>] [<IP-addr>]

Displaysthe IP route table.

security|sec license|lic <nunmber> <number>-<nunber> RorM n‘a

Enables access to the IP Security feature. See Chapter 4 in the PowerHub
Supplementary Protocols Manual.

*R= Root, M= Monitor.
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TABLE 5-1 (Continued) IP subsystem commands.

Command and Description Capability*  See...

set | se R
i pForwardi ng|ifw enl|dis 5.6.1
i pDefaul t TTL]ittl <val ue> 5.6.2
send-icnp-redirect|sid enl|dis 5.6.3
fwd- pkts-with-srcrt-option|fps enl|dis 5.6.4
rout e- bcast - packet|rbp enl|dis 5.6.5
rout ed- packet - snoopi ng|rp enl 5.6.6
rout e-net-bcast|rnb enl|dis 5.6.7
bri dge-net-bcast|bnb enl|dis 5.6.7

Sets basic IP configuration parameters.

set - ar page| saa <tine>| of f R 5.10.6
Sets the aging time for entries in the ARP table.

show- hel per| sh RorM 51322
Displays IP Helper statistics.

show- hel per-port|shp RorM 5.135.1
Displays the UDP port(s) currently in the IP Helper UDP port list.

showcf g| scf RorM 5.4
Shows the IP configuration parameters currently in effect on the

PowerHub system.

stats|s arplicnmplip [-t] RorM 511

Displays statistics for ARP packets, ICMP packets, or |P packets.

stats-clear|sc arplicnp|ip R 5111
Clears statistics for ARP packets, |CMP packets, or |P packets.

up host| h <l P-addr> <GW addr > R 5732
up net|n </ P-addr> <subnet-nmask> <GW addr >
Marks an IP host or net as UP.

*R= Root, M= Monitor.
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5.3 GETTING STARTED

The I P routing software uses tables and cachesto perform [P routing. Y ou can display
or modify these tables and display or flush the routing cache.

To configure the PowerHub system as an IP router:

D

(2)
3

(4)

()

Assign IP host addresses to segments using the add- i nt er f ace command.
(See Section 5.5.1.)

Turn on IProuting using theset i pFor war di ng command. (See Section 5.6.)

Enter static routes, if needed, using the add- r out e command.
(See Section 5.7.2.)

Enable RIP (Routing Information Protocol) to let the hub exchange information
with other routers. (See Chapter 7.)

Enable automatic segment-state detection if you want the I P route state to reflect
the segments’ physical connection states (UP or DOWN). For further information
on this topic, see “Setting Automatic Segment-State Detection” in your
PowerHub Installation and Configuration Manual, V 2.6.

The sectionsin this chapter describe how to perform each step in detail. After setting
up routing, you can check connectivity to hosts and other routers using the pi ng
command. (See Section 5.12.) Additional commands allow you to configure the ARP
table (see Section 5.10) and view routing statistics (see Section 5.11).

The PowerHub software provides the ability to filter routed |P packets. Itispossible
to either selectively forward or selectively block these packets. This feature is described
in Chapter 11.

The PowerHub software also can provide optional 1P security optionsin conformance
with RFC 1108. This feature enables the PowerHub system to secure networks and route
between secure and unsecured networks. The | P security feature is described in Chapter 4
in the Power Hub Supplementary Protocols Manual, V 2.6 (Rev C).
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5.4 DISPLAYING THE IP CONFIGURATION

Y ou can display the current IP configuration using the showcf g command. Hereis
an example of the display produced by this command:

| P Configuration:

| P Forwar di ng: enabl ed (gateway)
Default TTL: 32

Arp cache aging tinme: agi ng turned off
Routi ng Networ k Broadcasts: enabl ed

VLAN Bridgi ng Network Broadcasts: enabled

Routi ng Broadcast Packets: enabl ed

Send | CWP redirects: enabl ed

Forward Pkts with SrcRt Option: enabl ed

Rout ed Packet Snoopi ng: di sabl ed

Y ou can set any of the IP configuration items listed in this display.

| P Forwar di ng Indicates whether 1P forwarding is enabled or disabled. (See
Section 5.6 on page 85.)

Default TTL Indicates the time-to-live (TTL) parameter. This parameter
specifies how long a packet is allowed to remain in the net
beforeit isdropped. (See Section 5.6.2 on page 85.)

ARP cache aging tine
Indicates when unused learned entries in the ARP table are
removed from the ARP table if they continue to be inactive.
(See Section 5.10.6 on page 107.)

Routi ng Networ k Broadcasts
Indicates whether routing of network broadcast packets in a
subnetted environment is enabled or disabled.
(See Section 5.6.5 on page 86.)

VLAN Bridgi ng Network Broadcasts
Indicates whether bridging of network broadcast packets over
a VLAN is enabled or disabled. (See Section5.6.7 on

page 87.)

Routi ng Broadcast Packets
Indicates whether routing of network broadcast packets
addressed to the PowerHub MAC address is enabled or
disabled. The default is enabled. (See Section5.6.5 on

page 86.)

Send | CVP redirects
Indicates whether ICMP redirect messages are enabled or
disabled. (See Section 5.6.3 on page 86.)
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Forward Pkts with SrcRt Option
Indicates whether the software is permitted to forward |P
packets containing source route options.  (See Section 5.6.4
on page 86.)

Rout ed Packet Snoopi ng
Indicates whether packet snooping is enabled or disabled.
Packet snooping lets you examine the I P filtering cache for
information about the | P packets routed by the hub.
(See Section 5.6.6 on page 87.)

This chapter describes the commands you use to set these items.

CONFIGURING IP INTERFACES

Before you can use your PowerHub system as an IP router, you must assign an IP
address to each segment through which you plan to route IP packets. When discussing
TCP/IP, a connection to a physical segment is called an interface.

Y ou can assign multiple | P addresses to the same segment. In addition, you can create
aVLAN (virtual LAN) by assigning the same | P address to multiple segments. By default,
the routing software routes IP packets among different subnets, but bridges IP packets
among segments on the same subnet.

When you configure an IP interface (using thei p add- i nt er f ace command), the
PowerHub software automatically sets the MTU value for the IP interfaces based on the
medium type:

 For interfaces on FDDI segments, the MTU is set to 4050.
* For interfaces on Ethernet segments, the MTU is set to 1500.

« If the interface spans multiple segments, and those segments include both Ethernet
and FDDI, the MTU valueis set to 1500.

Before you begin configuring your IP interfaces, read the considerations and
restrictionsin Section 5.5.1 and Section 5.5.2. For information about adding 1P interfaces,
see Section 5.5.4.

NOTE: If you want to configure the hub to listen to RIP broadcasts on a subnetwork,
but you do not want to add an | P interface address to do so, you can add a
directly-attached subnet. (See Section 5.9 on page 103.)
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5.5.1 Considerations

The following considerations apply to assigning interface addresses.

» An interface address must be specified in dotted-decimal notation, and it must be a
vaidIP host address. A valid P address must contain ahost number that isnon-zero
and non-broadcast (broadcast IDs are all binary 1s).

» When you add an |P interface, you can specify a subnet mask containing all ones or
all zeroes.

» When aninterface addressis assigned to a segment, the routing software assumes that
the segment is physically connected to a net whose IP network number equals the
<net wor k- nunmber> part of the interface address. Routing occurs between
networks with different network numbers.

Unlike other routers, the PowerHub system allows the same | P network number to be
assigned to multiple segments (creating a virtual LAN). When this is done, the
software bridges IP packets among like-numbered nets that are connected to
physically distinct segments.

e The PowerHub software allows multiple interface addresses with different network
numbersto be assigned to asingle segment. When thisis done, the software forwards
packets for any of the corresponding nets to that segment.

o Evenif routing is not desired, an interface address must be assigned to a segment in
order for TELNET or SNM P connections to be made through that segment. A remote
workstation uses this interface address when establishing a TELNET or SNMP
connection to the PowerHub system.

5.5.2 Restrictions

The following restrictions apply when you assign IP interface addresses. These
restrictions are necessary to ensure reliable system operation. Invalid configurations can
bring down an entire network.

» When a single network number appears on multiple segments, al those segments
must be assigned the same interface address and subnet mask.

* You cannot configure a parent network address when one or more subnets of that
address have been configured on one or more segments.

e You cannot configure a subnet address if its parent network address has been
configured on one or more segments. The parent network is the overall network on
which subnetworks are configured. For example, network 147.128.0.0 is the parent
network of subnetworks 147.128.1.0 and 147.128.2.0. These two subnetworks are
referred to as children networks of the parent network.

* You cannot assign different | P host addresses to one interface on the same network or
subnet.

400-1675-0001, Rev C, Issue 1,V 2.6 PowerHub Software Manual



80 IP COMMANDS CH.5

* For proper operation under RIP, subnet addresses should normally al have the same
binary length—in other words, they should all use the same subnet mask. If you find
it necessary to assign variable-length subnet addresses (different subnet masks for
some addresses), you must observe certain rules. For information on these rules, see
Section 7.10.2 on page 149.

5.5.3 How the Software Handles IP Broadcast Packets

» The software discards unexpected |P broadcast packets. The IP broadcast software
traps | P broadcast packets and discards them immediately if they were not expected
by the hub. This feature is particularly beneficial for large networks that experience
high volumes of broadcast traffic.

» The software discards IP broadcast packets that are bridged back to it. Some
workstations bridge broadcast packets (including RIP packets) sent from the
PowerHub system back to the hub. The PowerHub IP software checks the | P source
address of the incoming packet to determine whether the packet came from the hub
itself. If the packet did come from the hub, the hub discards the packet.

» The software routes IP broadcast packets addressed to the PowerHub MAC address.
If you need to disable routing of IP broadcast packets addressed to the PowerHub
MAC address, usetheset rout e- bcast - packet di s command.

(See Section 5.6.5 on page 86.)

5.5.4 Adding an IP Interface

Usetheadd- i nt er f ace command to assign an | P address to a PowerHub segment.
When you add an interface address, the software makes an entry into the IP route table to
show that the corresponding network is connected to the specified segment. The software
then creates the interface.

Here isthe syntax for theadd- i nt er f ace command:
add-interface|ai <seg-/ist> <l P-addr>

[ <subnet-mask> [ br0| br1] [cost <cost>] [allsubnets]|as]]
where:

<seg-1list> Specifies the segment(s) to which you are assigning the | P address.
Y ou can specify a single segment, a comma-separated list of
segments, a hyphen-separated range of segments, or al | for all
segments.

If you specify multiple segments, you create a VLAN. Packets that
travel from one segment to another within the VLAN are bridged.

<| P- addr > Specifies the | P address you want to assign to the specified
segment(s). The IP address must bein dotted-decimal notation (four
decimal numbersin the range 0—255 separated by dots).

<subnet - mask> Allows astandard | P subnet mask to be used. If aparticular network
uses | P subnet addressing, then the subnet mask should be specified
here using dotted-decimal notation. Otherwise, the system uses a
default subnet mask equal to the “natural” subnet mask for the
particular class of address:
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brO| br1

cost <cost >

CONFIGURING IP INTERFACES 81

Class A B C
First Octet of 1-127 128-191 192-253
Address

Natural Subnet  255.0.0.0 255.255.0.0  255.255.255.0
Mask

Class D and E addresses are not supported.

Note that thefirst octet identifies the class of subnet. It ispossibleto
configure variable length subnets on the PowerHub system, with the
restriction that the subnet numbers used must be unique with
referenceto the shortest subnet mask. See Section 7.10 on page 148
in Chapter 7 for a description of RIP and routing operations with
variable-length subnets.

Specifies the style of broadcast address on a segment-by-segment
basis:

* When you specify br 0, the hub sends an “all-0s” broadcast. This
means all bits in the host segment of the addressare 0s. Thebr 0
argument is useful when the PowerHub system interoperates with
workstations that use the old style of 1P broadcast address, with
all-0s as the host number.

« When you specify br 1, the hub sends a standard “all-1s’
broadcast. This means al bits in the host segment of the address
are1s. Thedefaultisbr 1.

Specifiesan additional cost of using the subnet interface. Thiscostis
the number of extra hops to the destination. Therangeis 1 through
14. (Therouter decrements an IP packet’ stime-to-livefield at each
hop.) The default iszero. When the hub reports this subnet using
RIP, it adds the additional cost to the reported metric.

The cost parameter can provide controlled routing in the presence of
redundant paths, such aswhen two PowerHub systems are connected
in parallel for redundancy. Thecost of the attached subnets can be set
to avalue greater than zero in one of the hubs. When you set the cost
to avalue greater than zero, routing isforced through the other hub
if itisalive. See Section 7.9 on page 148 in Chapter 7 for a
description of RIP and routing operations with redundant paths.

OSPF.

NOTE: The cost you specify using thecost argument isused only by RIP, not by

al | subnet s| as
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The example below shows the use of the add-i nt er f ace command to add an
interface:

20: Power Hub: i p# add-interface 1 192.12.20.17
Addi ng net 192.12.20.0: Ckay
Port 1, Addr 192.12.20.17, Mask 255.255.255.0, added

Before adding the interface address, the software makes an entry into the route table
to show that the corresponding network (192.12.20.0) isdirectly connected to the specified
segment.

Since no subnet mask is specified in the preceding example, the natural Class C
subnet mask of 255.255.255.0 is used.

The exampl e that follows uses a non-natural subnet mask.

21: Power Hub: i p# add-interface 1 100.1.0.2 255.255.0.0
Addi ng subnet 100.1.0.0: Ckay
Port 1, Addr 100.1.0.2, Mask 255.255.0.0 added

Here, 100. 1. 0. 2 is a Class A |P address, which has a natural subnet mask of
255. 0. 0. 0. A subnet mask of 255. 255. 0. 0 specified in the command indicates that
subnetting is being used.

The following example shows how to add a single interface address to multiple
segments using one command:

22: Power Hub: i p# ai 2-4 147.128.132.1 255.255.252.0
Addi ng subnet 147.128.132.0: Ckay

Port 2, Addr 147.128.132.1, Mask 255.255.252.0, added
Port 3, Addr 147.128.132.1, Mask 255.255.252.0, added
Port 4, Addr 147.128.132.1, Mask 255.255.252.0, added

You can assign an interface address with a non-zero cost to force routing through a
desired path in the presence of redundant paths. Inthe following example, segments 1 and
2 are physically connected to the same router:

22: Power Hub: i p# ai 1 147.128.132.1 255.255.255.0

Addi ng subnet 147.128.132.0: Ckay

Port 1, Addr 147.128.132.1, Mask 255.255.255. 0 added

23: Power Hub: i p#ai 2 147.128.136.1 255.255.255.0 cost 3
Addi ng subnet 147.128.136.0: Ckay

Port 2, Addr 147.128.136.1, Mask 255.255.255.0, cost 3, added

Because a higher cost is assigned to segment 2, al routing is forced through
segment 1.
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5.5.5 Displaying the IP Interface Table

Usethei nt er f ace-t abl e command to display the IP interface addresses that are
configured. For each segment, the table lists the IP addresses assigned to the segment, the
link state of the segment (UP or DOWN), and other information. Hereisthe syntax for this

command:

interface-table|it [<seg-list>] [<IP-addr>] |[-5s]

where:

<seg-list> Specifies the segments for which you want to display IP interface
information. Y ou can specify a single segment, a comma-separated
list of segments, or a hyphen-separated range of segments.

<l P- addr > Specifies the I P address for which you want to display interface
information. Y ou can specify a single address, a comma-separated
list of addresses, or a hyphen-separated range of addresses.
Y ou can use awildcard character (* ) in place of any portion of the
|P address.

-s Displays additional statistics, including the number of packets and

octets transmitted to and received from the net by each interface.

Here are some examples of the use of this command.

25: Power Hub: i p# interface-table

Interface 1:192.12.20.17 255. 255. 255. 0 brl1 ntu 1500 up cost 2
100.1.0.2 255.255.0.0 bri1 ntu 1500 up cost 11
Interface 2:147.128.132.1 255. 255. 252.0 brO ntu 1500 down cost O
Interface 3:147.128.132.1 255. 255.252. 0 brO ntu 1500 up cost O
Interface 4:147.128.132.1 255.255.252. 0 brl1 ntu 1500 down cost 5

26: Power Hub: i p#

By using the - s argument with this command, you also can view certain routing
statigtics, including the number of packets and octets transmitted to and received from the
net by each interface:

26: Power Hub: i p# interface-table -s
Interface 1: 92.12.20.17 255. 255. 255. 0, brO ntu 1500 up cost O
9432 pkts in, 490464 octets in, 13139 pkts out, 713710 octets out
100.1.0.2 255.255.0.0 brl1 ntu 1500 down cost O
112 pkts in, 11980 octets in, 202 pkts out, 32466 octets out
Interface 2: 147.128.132.1 255. 255. 252.0 brl1 ntu 1500 up cost 10
4127 pkts in, 199020 octets in, 1886 pkts out, 98092 octets out
Interface 3: 147.128.132.1 255.255.252. 0 brl1 ntu 1125 down cost 2
5202 pkts in, 345200 octets in, 4244 pkts out, 220710 octets out
Interface 4: 147.128.132.1 255. 255. 252. 0, brO ntu 1500 up cost 1
3800 pkts in, 169490 octets in, 3302 pkts out, 171662 octets out
27: Power Hub: i p#
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5.5.6 Deleting an IP Interface

Usethedel -i nt er f ace command to delete one or more interface addresses. Here
is the syntax for this command:

del -interface|di <seg> all <IP-addr>| all
where:

<seg>| al | Specifies the segments from which you want to delete the specified
IPinterfaces. You can specify asingle segment, acomma-separated
list of segments, or a hyphen-separated range of segments. If you
specify al | , the specified | P addresses are deleted from all segments.

<l P- addr >| al | Specifies the | P addresses for which you want to delete the
corresponding interfaces. Y ou can specify asingle address, a
comma-separated list of addresses, or a hyphen-separated range of
addresses. If you specify al | , al IP addresses are deleted from the
specified segments.

NOTE: When you delete the last interface to a particular net,
that net is automatically deleted from the route table.

Here is an example of the use of this command. To delete a particular interface
address on a particular segment, specify the segment number and interface address.

31: Power Hub: i p# del -interface 3 147.128.132.1
Interface address 147.128.132.1, Port 3: deleted
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5.6 SETTING IP PARAMETERS

The set commands let you set basic | P parameters. Table 5-2 liststhe parameters, the
commands you use to set them, and the default settings.

TABLE 5-2 [P parameters.

Parameter Command(s) Default
IP forwarding set ipForwarding Disabled
TTL (time-to-live) set ipDefault TTL <value> 16
ICMP redirect messages set send-icnmp-redirect Enabled
Source-route filtering set fwd-pkts-with-srcrt-option Enabled
Routing of IP broadcast packets set route-bcast - packet Enabled
Snooping for packet information r out ed- packet - snoopi ng Disabled
in the IP route cache
Network broadcast forwarding set bridge-net-bcast Enabled
set route-net-bcast Enabled

The following sections describe the commands for setting each of these parameters.

5.6.1 Enabling IP Forwarding

After you define the IP interfaces (see Section 5.5.4), you are ready to enable IP
forwarding using the following command:

set|se i pForwarding|ifw enl]|dis
where:

enl|dis Specifies whether you are enabling or disabling |P
forwarding. The defaultisdi s.

5.6.2 Setting the Time-To-Live Parameter

Thetime-to-live (TTL) parameter specifies how long a packet isallowed to remainin
the net before it isdropped. Packets that cannot find or are blocked from their destination
nodes are dropped when the TTL expires.

To change the default TTL, issue the following command:
set|se ipDefault TTL|ittl <val ue>
where:

<val ue> Specifiesthe new TTL timein hops. Specify a number
between 1 and 255. The defaultis16 hops.

400-1675-0001, Rev C, Issue 1,V 2.6 PowerHub Software Manual



86 IP COMMANDS CH.5

5.6.3 Enabling or Disabling ICMP Redirect Messages

Usetheset send-i cnp-redirect command to enable or disable sending ICMP
redirect messages by the PowerHub system.

In networks that use multiple routers, ICMP redirect messages inform routers of
aternative routes to segments connected to the routers. Normally, this feature helps
optimize routing throughput by ensuring that routers are informed of the most efficient
paths to the segments on the network.

The PowerHub router works well when it receives |CMP redirect messages; however,
some other routers do not work well in environments in which these messages are used. |If
your network contains routers that do not work well when they receive ICMP redirect
messages, you can disable sending these messages on the PowerHub router.

The syntax for this command is:
set|se send-icnp-redirect|sid enl|dis
where:

enl | dis Specifies whether you are enabling or disabling ICMP
redirect messages. The defaultisen! (enabled).

5.6.4 Enabling or Disabling Source-Route Filtering

Use the set fwd-pkts-with-srcrt-option command to disable the
source-route feature and strengthen the “firewall” protecting your network from outside
users.

IP packets that contain the loose-source-route or the strict-source-route option are
forwarded by default in softwareversion 2.6. The source-route options areintended to help
forwarding of 1P packets. When a packet containing a source-route option is forwarded,
the packet can appear to receiving devices as though it originated from the device that
forwarded it. As a result, these devices are more likely to accept the forwarded packets,
rather than filter them.

Disabling the source-route feature prevents outside users from using and exploiting
the source-route contained in packets to gain access to your network.

The syntax for thiscommand is:
set|se fwd-pkts-with-srcrt-option|fps enl]|dis
where:

enl | dis Specifies whether you are enabling or disabling
source-route filtering. The defaultisenl! (enabled).

5.6.5 Enabling or Disabling Routing of Broadcast Packets

Y ou can enable or disable routing of | P broadcast packets addressed to the PowerHub
MAC address.

Here is the syntax for this command:
set|se route-bcast-packet|rbp enl|dis
Thedefaultisenl (enabled).
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5.6.6 Enabling or Disabling Packet Snooping

The PowerHub software maintains a route filtering cache to optimize IP packet
forwarding through the system. Normally, you can display the contents of the route
filtering cache only when IP filtering is enabled. However, you can configure the
PowerHub softwareto let you “snoop” for packet information even when I P filtering is not
enabled. To use the snooping feature, you first must enable snooping by issuing the
following command:

set | se routed-packet-snooping|rp enl
To “snoop” for packet information, issue the following command:
di spl ay-routecache| dc snooped- packets]|sp

Thiscommand lets you display the header information contained in the | P route cache
even when IP route filtering is disabled. See Section 5.8.1 on page 100 for an example of
the command output.

You can verify whether snooping is enabled or disabled using the i p showcf g
command.

NOTE: The snooping feature shows you header information for only the IP packetsin
the route filtering cache on the Packet Engine. The snooping feature does not display
the route filtering caches on intelligent NIMs.

If you want to see header information for al IP packets, disable local IP forwarding
using the following command:

diag Ir dis

This command disables local IP forwarding on all intelligent NIMs in the PowerHub
chassis.

To disable snooping, issue the following command:
set| se routed- packet-snooping|rp dis

5.6.7 Enabling or Disabling Network-Broadcast Forwarding

By default, the PowerHub software forwards broadcast packets onto subnets attached
to the hub. A network broadcast packet is a packet containing either all zeros or al ones
in the host portion of the address. For example: 1.120.255.255, 192.9.200.0, and
10.255.255.255 all are network broadcast packets. Theway the software handles broadcast
packets differs depending upon how they are received and the destination address specified
in the packets.

Y ou can cause the PowerHub system to forward or drop | P network-broadcast packets
sent to subnetted interfaces, by enabling or disabling bridge-net-bcast and route-net-bcast:

e The bridgenet-bcast state affects network-broadcast packets received in
MAC-broadcast packets. If bridge-net-bcast is enabled, these packets are forwarded.
If bridge-net-bcast is disabled, these packets are dropped.

» Theroute-net-bcast state affects network-broadcast packets received in MA C-unicast
packets. If route-net-bcast is enabled, these packets are forwarded. If route-net-bcast
is disabled, these packets are dropped.
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The bridge-net-bcast and route-net-bcast states are completely independent of each
other. You can enable both or one only, or disable both, depending upon the level of
broadcast traffic you want to allow for subnetted interfaces.

I P network-broadcast and | P subnet-broadcast packets can be encapsulated in one of

the following types of packets:

* MAC-broadcast packets. These packets contain (encapsulate) P subnet-broadcast

packets or IP network-broadcast packets.

MAC-broadcast packets contain the

Ethernet broadcast address (ff-ff-ff-ff-ff-ff) in the destination address field and are
received by the PowerHub system from a directly-attached node.

* MAC-unicast packets. These packets contain the PowerHub system’s MAC address
in the destination field. Like MAC-broadcast packets, MAC-unicast packets can
contain (encapsulate) |P subnet-broadcast packets or |P network-broadcast packets.
However, unlike MAC-broadcast packets, MAC-unicast packets are received by the
PowerHub system from another router.

Table5-1 summarizes how the PowerHub software deals with each type of IP

broadcast.

TABLE 5-3 How the software deals with IP broadcast packets.

MAC packet type IP Interface subnetted? Received packet type Forwarded?
Y I P subnet-broadcast Y*
N IP network-broadcast Y*
MA C-broadcast
Y I P network-broadcast If bridge-net-bcast is
enabled, packet is
bridged. Otherwise,
packet is dropped.
Y I P subnet-broadcast Y*
| P network-broadcast Y*
MAC-unicast
Y I P network-broadcast If route-net-bcast is

enabled, packet isrouted.
Otherwise, packet is
dropped.

* = Packet is forwarded, regardless of state of bridge-net-bcast or route-net-bcast.
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As shown in this table, you can selectively enable or disable forwarding of the
following types of |P network-broadcasts:

* |P network-broadcasts sent from a node directly-attached to the hub and addressed to
asubnetted interface configured on the hub. If bridge-net-bcast is enabled, the packets
are bridged to al segments belonging to all subnets in the destination network. If
bridge-net-bcast is disabled, the packets are dropped.

* |P network-broadcasts sent from another router and addressed to a subnetted interface
configured on the hub. If route-net-bcast is enabled, the packets are routed to all
segments belonging to all subnets in the destination network. If route-net-bcast is
disabled, the packets are dropped.

In addition, Table5-1 shows that neither the bridge-net-bcast state nor the
route-net-bcast state has any effect on IP subnet-broadcast packets or broadcast packets
sent to interfaces that are not subnetted:

« If theinterface is subnetted and the received packet is a subnet-broadcast, the packet
is unconditionally bridged to all the segments belonging to the same subnet.

* If the interface is not subnetted and the received packet is a network broadcast, the
packet isunconditionally bridged to al the segments bel onging to the same network.

« If theinterfaceis subnetted, and the received packet is a subnet-broadcast, the packet
is unconditionally forwarded (routed) to al the segments in the subnet.

* If theinterfaceisnot subnetted, and the received packet is a net-broadcast packet, the
packet is unconditionally forwarded (routed) to all segmentsin the network.

5.6.7.1 Disabling Bridging of Network Broadcasts on Subnetted | nterfaces

To prevent the software from forwarding IP network-broadcast packets from
directly-attached nodes to subnetted interfaces on the PowerHub system, issue the
following command:

set| se bridge-net-bcast|bnb dis

After you issue this command, network-broadcast packets encapsulated in
MAC-broadcast packets are still received internally by the hub, if applicable, but dropped
without being forwarded to the destination subnets. Network-broadcast packets received
in MAC-unicast packets are not affected.

To re-enable the software to forward network-broadcast packets received in
MAC-broadcast packets and addressed to subnetted interfaces, issue the following
command:

set| se bridge-net-bcast|bnb en

5.6.7.2 Disabling Routing of Network Broadcasts on Subnetted | nterfaces

To prevent the software from forwarding |P network-broadcast packets from other
routers to subnetted interfaces attached to the PowerHub system, issue the following
command:

set|se route-net-bcast|rnb dis
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After you issue this command, network-broadcast packets encapsulated in
MAC-unicast packets are still received internally by the hub, if applicable, but dropped
without being forwarded to the destination subnets. Network-broadcast packets received
in MAC-broadcast packets are not affected.

To re-enable the software to forward network-broadcast packets received in
MA C-unicast packets and addressed to subnetted interfaces, issue the following command:

set| se route-net-bcast| bnb enl

5.7 USING THE ROUTE TABLE

The PowerHub routing software maintains a table containing information that it uses
toforward IP packets. Thistableiscalled the IP routetable. Thetable containstwo types
of routes:

Learned routes Learned by the system through the Routing
Information Protocol (RIP), discussed in Chapter 7.
When RIP is enabled, the PowerHub system uses
received RIP packets to update the | P route table.
Learned routes remain in the | P route table until they
are aged out be the software. The software ages out
routes that remain unused for 180 seconds.

Satic routes Manually added using PowerHub commands. Static
routes, like learned routes, reside in the route table.
See Section 5.7.2 on page 92 for information on
adding static routesto the route table. Static entries
arenot aged out of theroutetable. They remaininthe
table until you remove them using thedel - r out e
command (see Section 5.7.4 on page 100).

Both types of routes are displayed by ther out e- t abl e command.

5.7.1 Displaying the Route Table

To display the IP route table, issue the following command:
route-table|rt

[-a] [-f] [-c|-d|-r|-s|-0] [<seg-list>] [<IP-addr>]
where:
-a Displays only active routes.
-f Displaysroutes that are in the DOWN state.
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-c|-d|-r|-s|-o0 Filtersthedisplay according to the type of route:
-C Displays only directly connected entries.

-d Displays additional information, including statistics for
packets and bytes. When this argument is specified, the
- f argument isignored.

-r Displays only RIP routes.
-S Displays only static routes and directly connected routes.
-0 Displays only OSPF routes.

<seg-list> Specifies the segments for which you want route information. You

can specify asingle segment, acomma-separated list of segments, or
a hyphen-separated range of segments.

<l P- addr > Specifies the | P address for which you want to display route
information. You can use awildcard character ( * ) in place of any
part of the |P address.

Here is an example of the use of thiscommand. The- f argument is used to display
selected routes that are in the DOWN state.

35: Power Hub: i p# route-table -f
Desti nati on Subnet Mask Gat eway Met State RESrc  Age Por t

195.1.1.0 255.255.255.0  -------------- 0 Down Direct ---- None

Total routes: 1 (Direct: 1, Static Routes: 0, RIP routes: 0)

For each I P route, the route table shows the following information:
Desti nati on The IP address of the destination host or net.

Subnet Mask The subnet mask used by the destination host or net.

Gat eway If the destination is not directly attached to the PowerHub
system, this field contains the I P address of the gateway
(router) through which packets for the destination are to be
routed.

Met For entries learned through RIP, this field shows how many
hops (routers) away the destinationis. For example, if apacket
must go through one more router to reach its destination, the
metricis1.

St at e The state of the route. Possible states are Up or Down,
correspondingtoacti ve andi nacti ve.
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Rt Src Indicates the source of the routing information:

Direct

OExTpl

CExTp2

A nter

AOntra

Static

R P

Indicates that the destination is directly
attached to the PowerHub system. Such
entries are added automatically when you
issuethei p add- i nt er f ace command.

Indicates that the route was learned through
OSPF, from atype-1 External LSA
(link-state advertisement). An External LSA
indicates that the destination isin another
Autonomous System. (See the PowerHub
OSPF Addendum.)

Indicates that the route was learned through
OSPF, from atype-2 External LSA.
(See the PowerHub OSPF Addendum.)

Indicates an inter-arearoute learned through
OSPF. Thedestinationisinan areatowhich
the PowerHub system is connected, but the
PowerHub system is not in the area that
contains the destination. OSPF learns the
inter-area routes from summary LSAS.

(See the PowerHub OSPF Addendum.)

Indicates an intra-area route learned through
OSPF. The destination isin an areathat
contains the PowerHub system.

(See the PowerHub OSPF Addendum.)

Indicates that the route was manually added
using thei p add- r out e command.
(See Section 5.7 on page 90.)

Indicates that the route was learned through
RIP.

Age Used only by RIP. Indicates how many seconds have passed
since fresh information about this route was received.

Por t Lists the segment on which packets for this destination should
beforwarded. For directly attached nets, alist of segmentscan
appear, because the PowerHub software allows a single net to
be used on multiple segments.

5.7.2 Configuring Static Routes

The PowerHub software stores information about routesin the route table. Entriesin
the route table are learned dynamically by RIP (as described in Chapter 7), or you can
configure entries into the table manually (static entries). Y ou can assign static routes for

individual hosts or for entire nets.

All nets that have corresponding interface addresses assigned to one or more
PowerHub segments are considered to be directly attached to the hub. When such interface
addresses are assigned by the add- i nt er f ace command, the software automatically
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makes a corresponding entry in the route table. As a result, the routing software
automatically routes any incoming IP packet whose destination address is on a directly
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attached net to the corresponding segment(s). No additional configuration is required.

Additional information is required, however, to route packets to destinations that are
not directly attached. In many cases, routers can use RIP to dynamically discover routes
that are not directly attached to the hosts and nets. Routes also can be statically assigned,
asdescribed in thissection. If RIPisnot running, routesto non-directly-attached hosts and
nets must be assigned statically.

Use the commandsin Table 54 to configure static routes.

TABLE 5-4 Static route commands.

Command...

Description

add-route|ar host|h

<| P- addr > <subnet - mask> <gw addr >

<gw seg> <nmetric>

Adds aroute to the host.

add-route|ar net|n

<l P- addr >| def aul t <subnet - mask>
<gw addr> <gwseg> <nmetric> [strict]

Adds aroute to a remote network.

del -route| dr host|h </ P-addr>

Deletes aroute to the host.

del -route| dr net|n </P-addr>

Deletes aroute to aremote network.

down| dn host| h </ P-addr>

Marks aroute to a host as DOWN.

down| dn net|n </ P-addr>

Marks aroute to aremote network as
DOWN.

up host| h </ P-addr>

Marks aroute to a host as UP.

up net|n </ P-addr>

Marks aroute to aremote network as
UP.
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5.7.2.1 Defining a Static Route for a Host

To assign the route to be used when forwarding to an individual host, use the
add- r out e host command.

Hereisthe syntax for this command:
add-route|ar host|h

<| P- addr > <subnet - mask> <gw addr> <seg> <netric>
where:

<l P- addr > Specifies the | P address of the host. Specify the address in dotted
decimal notation.

NOTE: The host-ID segment of the address must be non-zero
and non-broadcast (neither al Os nor all 1s binary) to be avalid
IP host address.

You cannot add a host route to directly attached networks.

<subnet - mask>  Specifiesthe subnet mask value for the host’s network, in
dotted-decimal notation. If the host’s network does not use a subnet
mask, then specify the natural subnet mask here. The natural subnet
mask depends upon the class of the IP address (A, B, or C).

Class A B C
First Octet of 1-127 128-191 192-253
Address

Natural Subnet  255.0.0.0 255.255.0.0  255.255.255.0
Mask

Class D and E addresses are not supported.

<gw addr > Specifies the | P address of the gateway (router) to which packets
destined for the specified host areforwarded. Generally, thisgateway
is connected to the PowerHub system through anet. Thenetis
directly attached to both the gateway and the hub.

<seg> Specifiesthe PowerHub segment onto which a packet isforwarded to
reach the specified gateway and the host.

<metric> The cost of the route (number of hopsto the destination). Generally,
theroute used isthe onewith the lowest cost, regardless of whether it
is static (added to the route table permanently by theadd- r out e
command) or learned through RIP.

Here is an example of how this command is used.

61: Power Hub: i p# add-route host 192.9.208.1 255.0.0.0 147.128.128.65 3 5
192.9.200.1 255.0.0.0, 147.128.128.65, 3, 5: Added-route is active

Packets directed to host 192.9.200.1 are forwarded on segment 3 to a gateway with
address 147.128.128.65. Packets will require atotal of 5 hopsto reach the host.
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5.7.2.2 Defining a Static Route for a Net
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You can usetheadd- r out e net command to assign the route used for forwarding
packets to any host on a particular net.

In addition, you can create a default route using the def aul t argument with this
command. A default route is a route used by the PowerHub system when it receives a
packet for adestination not listed in the route table. When the hub receives such a packet,
it forwards it on the default route. Commonly, the default route is the address of an
enterprise router. An enterprise router generally has more universal routing information
than local routers, such as the PowerHub system. (See “Using a Default Route” on page

9.)

Here isthe syntax for theadd- r out e net command:

add-route|ar net|n
<l P- addr >| def aul t

[strict]
where:

<l P- addr >| def aul t

<subnet - mask>

<gw addr >

<seg>

<netric>

strict
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<subnet - mask> <gw addr> <seg> <metric>

Specifiesthe| P address of the net or specifiesthat theroute
isadefault route. If you enter an IP address, expressit in
dotted decimal notation.

The |P address must be a valid network or subnet
address—the host-1D segment of the address must be zero.

If you specify def aul t , you also must specify
255.255.255.255 as the subnet mask.

Specifies the subnet mask value for the network. If the
network does not use a subnet mask, then specify the
natural subnet mask here. The natural subnet mask
depends upon the class of the IP address (A, B, or C).

NOTE: If you specify def aul t instead of a specific
</ P- addr >, you must specify 255. 255. 255. 255
as the subnet mask.

Specifies the | P address of the gateway (router) to which
packets destined for the specified net are forwarded.
Generally, this gateway is connected to the PowerHub
system through a net directly attached to both the gateway
and the hub.

Specifies the PowerHub segment onto which a packet is
forwarded to reach the specified gateway and, eventualy,
the net.

The cost of the route (number of hopsto the destination).
Generally, the route used is the one with the lowest cost,
regardless of whether it is static or learned through RIP.

Theroute is used even if its cost is greater than that of
another static route or aroute learned through RIP, unless
the route is DOWN.
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Here are some examples of the use of this command. In the first example, a specific
<l P- addr > is specified for the route:

61: Power Hub: i p# add-route net 44.0.0.0 255.0.0.0 147.128.128.64 2 7
44.0.0.0, 255.0.0.0 147.128.128.64, 2, 7: added
Currently active

Packets directed to net 44.0.0.0 are forwarded on segment 2 to agateway with address
147.128.128.64. Packets are expected to require atotal of 7 hops to reach net 44.0.0.0.

In the following example, the def aul t argument is used in place of </ P- addr > to
specify that the route is a default route to any net that is not found in the route table.

61: Power Hub: i p# add-route net default 255.255.255.255 147.128.128.62 3 4
default, 255.0.0.0, 147.128.128.62, 3, 4: added
Currently active

Packets with unknown destinations are forwarded on segment 3 to a default gateway
with address 147.128.128.62. Packets will require 4 hops to reach the destination net.

If no default route is configured and the routing software receives a packet for an
unknown destination, the packet is dropped and an ICMP “network unavailable” message
isreturned to the sender.

5.7.2.3 Using a Default Route

Onroutersthat use RIP, approximately every 30 seconds, therouters send RIP updates
to other routers directly attached to them. For example, in the configuration shown in
Figure 5-1, the PowerHub 6000s send RIP updates to the PowerHub 7000 and to any
downstream hubs to which they are directly attached. The PowerHub 7000 sends RIP
updates to the PowerHub 6000s and to the WAN router, and so on.

If RIP updates were alowed to travel freely to and from the WAN router, the
PowerHub 7000 would become flooded by the routes in the RIP updates sent from the
WAN router to the hub. The overhead resulting from these unneeded routes would
diminish PowerHub performance by consuming Packet Engine resources that could be
used for forwarding and other tasks.

To prevent the hub from being flooded by unneeded RIP routes, you can define a
default route. In this example, a default route is defined on net 147.128.128.103, which
joins the PowerHub 7000 to the outside nets. In addition, RIP listen is set to no for the
segment connecting the hub to the WAN router. As aresult, RIP updates sent from the
WAN router to the hub are ignored by the hub.

Figure5-1 shows a PowerHub 7000 configured to route traffic between two
PowerHub 6000s (deployed as departmental routers) and an enterprise router (in this
case, aWAN router) that provides access to outside nets. This example assumes that RIP
is being used to distribute IP routes among the hubs.
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RIP talk and listen are both set to
On segment 29, attached to 147.128.128.103: “ves” for segments on the PowerHub

—Default route is defined. 6000s.
—RIP listen is set to “no
—RIP talk is set to “yes.”

RIP talk and listen are both set to “yes” Power N g
for other PowerHub segments.

IP host # 147.100.128.101 5 B O S T

=] IP host # 147.100.128.1
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o g§§§§g§ §®@ o §§ E B IP host # 147.100.128.101 IP host # 147.100.128.2

Seg# 29

IP host # 147.128.128.103 /

D o o = | wanlink

Enterprise Router

FIGURE 5-1 Example application of default IP route.

Here is an example of the commands used to set up the default route and configure
RIP for the default route:

1: Power Hub: i p# add-route net default 255.255.255. 255 147.128.128.103 29 1
defaul t, 255.255, 147.128.128.103, 29, 1. added
2: Power Hub:ip# rip set 29 listen no

The first command configures a default route on segment 29, which connects the
PowerHub 7000 to the enterprise router. The subnet mask is specified as al-1s
(255.255.255.255). Because the enterprise router is directly attached to the hub, a hop of
1is specified.

The second command ensures that RIP reports received from the enterprise router do
not flood the hub by turning “listen” off on segment 29. RIP reports sent from the
enterprise router to the hub on segment 29 are ignored by the hub. Routes reported in the
updates are not added to the hub’s IP route table.
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When the hub receives an | P packet for forwarding, it checks its | P route table for a
route to the destination address. Normally, if RIP listen is enabled on the segment attached
to the destination, the route table contains the route to the destination. However, because
the segment is configured to ignore RIP updates from the enterprise router, routes to
outside destinations are not in the route table. When the software determines that the route
table does not contain a route to the outside destination, it uses the default route instead.

Because the default route is defined to forward packets to the enterprise router, the
packet destined for an outside destination can reach that destination, even though the hub’s
I P route table does not contain the destination.

Notice that RIP talk is on for segment 29 (on which the default route is configured)
and talk and listen both are on for the other segments in the PowerHub 7000 and for all the
segments on the two PowerHub 6000s. In this configuration, RIP information can flow
freely among the routers on the PowerHub side of the default route. The default route does
not inhibit exchange of RIP packets within the local networks, nor does it prevent routers
on the PowerHub side from learning about routes on the other side of the enterprise router.
Thedefault route does prevent RIP updates from the other side of the enterprise router from
flooding the PowerHub systems.

5.7.3 Changing the State of a Static Route

Routes are either ACTIVE (available for traffic), UP (not currently being used, but
available), or DOWN (unavailable). When a new route is added to the route table, it is
marked as ACTIVE.

Y ou can usetheup or down command to force astatic route into the up or down state.
In both commands, the first argument ishost or net to indicate the type of route. The
second argument is the | P address of the destination. Y ou can use the keyword def aul t
in place of the IP address to indicate the default route. Note that these commands do not
apply to directly-attached routes or routes learned through RIP.

PowerHub software automatically marks routes DOWN that are detected to be
disabled by automatic segment state-detection. (See the PowerHub Installation and
Configuration Manual, V 2.6 for your system.)

5.7.3.1 Taking a Route Down

To take aroute down, you can use the down command:
down host|h <IP-addr> <G addr>

where:
<l P- addr > Specifies the | P address of the host.
<GW addr > Specifies the | P address of the gateway.
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To take a network down, issue the following command:
down net|n </ P-addr> <subnet-nask> <GW addr >

where:

<l P- addr > Specifies the | P address of the net.
<subnet - mask> Specifies the subnet mask.

<GW addr > Specifies the | P address of the gateway.

NOTES: If theroute you bring down isthe last one to a particular net, communication
tothat net is cut off. Make sure you plan appropriately before bringing down aroute.

If the segment on which the route you bring down becomes disabled, then becomes
enabled again, that route is brought up again automatically by the software. To display
state information for a segment, issuethebr i dge st at e command. (See

Section 2.4 on page 21.)

5.7.3.2 Bringing a Route Up

To bring aroute up, you can use the up command:
up host|h <l P-addr> <G¥ addr >

where:
<l P- addr > Specifies the | P address of the host.
<GW addr > Specifies the | P address of the gateway.

To bring a network up, issue the following command:
up net|n </ P-addr> <subnet-nmask> <GW addr >

where:
<l P- addr > Specifies the | P address of the net.
<subnet - mask> Specifies the subnet mask.

<GW addr > Specifies the I P address of the gateway.

NOTE: If the segment is disabled when you attempt to bring up the route, the software
does not bring up the route. Instead, an appropriate message is displayed. You need to
re-enable the segment before you can bring the route up. (See Section 2.3 on page 20.)
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5.7.4 Deleting a Route

You can delete a static route using the del - r out e command. To delete a remote,
host-specific entry, issue this command:

del -rout e| dr host| h <host-addr> <GW addr >

where:
<host - addr > Specifies the I P address of the host network.
<gw addr > Specifies the I P address of the gateway.

To delete aroute to aremote network route entry, issue this command:

del -route| dr net|n <nw addr> <subnet-addr> <subnet - mask>
where:

<nw- addr > Specifiesthe IP network address

<subnet - addr > Specifies the IP subnet address.

<subnet - mask> Specifies the subnet mask.

You cannot use the del - r out e command to delete learned entries from the route
table. The software automatically removes learned entries that remain unused for 180
seconds.

5.8 USING THE ROUTE CACHE

The IP routing software maintains a route cache containing translation information
for the destination hosts. This information is frequently updated based upon incoming
packets on each segment. Y ou can use the route cache to determine which hosts are most
frequently used.

Because the contents of the route cache can change quite rapidly, successive
di spl ay- r out ecache commands can give different results.

5.8.1 Displaying the Route Cache

Use the di spl ay- r out ecache command to display the route cache. Hereisthe
syntax for this command:

di spl ay-routecache| dc
filter-entries-all|fa | filter-entries-total|ft
| snooped- packets]|sp
where:
filter-entries-all|fa Displays all the entries in the | P route cache.

filter-entries-total|ft Lists how many entries are in the I P route cache.
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snooped- packet s| sp Display the contents of thel P route cache even when

IP route filtering is disabled.

Thetabledisplayed by thiscommand containsthe |P
header information displayed by the

di spl ay-rout ecache f a command. Touse
this argument, you first must enable the snooping
feature. (See Section 5.11 on page 108.)

Here is an example of the display produced by the di spl ay-rout ecache
filter-entries-all command.

1: Power Hub: i p# di spl ay-rout ecache fa

Src Trpl Prot ProtPort Dir | nA QuA RxP TxP
132.24.1.40 211.100. 45. 119 3icmp O O Fwd Fwd 1 2
211.100.45.119 132.24.1.40 3 ospf 0O O Fwd FWd 2 1

Total entries in filtering cache: 2

Thefieldsin this display show the following information:

Src
Dst

Trpl

Pr ot

Pr ot Por t

400-1675-0001, Rev C, Issue 1,V 2.6

The source I P address of the |P packet.
The destination | P address of the |P packet.

The IP filter template that matches the packet’ s source or
destination address.

Thehigher-level protocol for whichthe packet isdestined. The
value can be a“well-known” protocol number listed in RFC
1340 or one of the following:

i cnp ICMP (Internet Control Message Protocol).
ospf OSPF (Open Shortest Path First).

tcp TCP (Transmission Control Protocol).

udp UDP (User Datagram Protocol).

See Appendix F for alist of the “well-known” protocol
numbers in RFC 1340.

The TCP or UDP port for which the packet is destined. This
port is not associated with a specific PowerHub port, but isa
protocol port such as“telnet.” (Thisfield applies only when

the higher-level protocol listed inthe Prot fieldist cp or udp.)

Thedirection inwhich thefilter wasapplied. Thedirection can
be one of the following:

[ In. Thefilter isanincoming filter and was applied to
the packet when it entered the PowerHub system from a
network segment.

o] Out. Thefilter isan outgoing filter and was applied
when the packet was placed in the transmit queue of a
PowerHub segment.
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QuA

TxXP

5.8.2 Flushing the Route Cache

CH.5

The action the PowerHub system performed based on
evaluation of anincoming filter. The action can be one of the
following:

Bl k Block. Based upon evaluation of thefilter, the software
determined that the packet should be blocked. The
packet is discarded, rather than sent to the Packet
Engine for forwarding.

Fwd Forward. Based upon evaluation of thefilter, the
software determined that the packet can be forwarded.
The packet is sent to the Packet Enginefor forwarding.

The action the PowerHub system performed based on
evaluation of an outgoing filter. The action can be one of the
following:

Bl k Block. Based upon evaluation of thefilter, the software
determined that the packet should be blocked. The
packet is discarded, rather than sent out a PowerHub
segment.

Fwd Forward. Based upon evaluation of thefilter, the
software determined that the packet can be forwarded.
The packet is forwarded to its next hop or destination.

The segment on which the PowerHub system received the
packet.

The segment to which the PowerHub software forwarded the
packet. The segment number is shown even if the packet is
discarded because of filtering.

Y ou can flush (clear) the route cache using thef | ush- r out ecache command. The
f 1 ush-r out ecache command removes al entries from the route cache for some or all

segments.

After the cache is flushed, new entries are added using the cache's usual
most-recently-used algorithm. If you issue a subsequent di spl ay-rout ecache
command, fresh entries are displayed.
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5.9 CONFIGURING DIRECTLY-ATTACHED SUBNETS

The PowerHub software lets you add a directly-attached subnet without an IP
interface. This feature enables you to listen to RIP broadcasts on a subnet without having
to add an IP interface address. This feature is beneficia if you have few IP interfaces,
because you can receive broadcasts on all subnets assigned to one IP interface instead of
using adifferent IP interface for each individual subnet.

5.9.1 Adding Directly-Attached Subnets

You can add a directly-attached subnet without and IP interface by using the add
subnet command.

Hereisthe syntax of this command:

add-di rect-net| adn
<seg-list> <subnet-addr> <subnet-mask> [ <nmetric>]
[ al I subnet s| as]

where:

<seg-1list> Specifies the segment(s) to which you want to add the subnet.
<subnet - addr > Specifies the address assigned to the subnet.

<subnet - mask> Specifiesthe subnet mask value for the network. If the network does
not use a subnet mask, then specify the natural subnet mask here.

<netric> Isthecost of the route (number of hopsto the destination). Generally,
theroute used isthe one with the lowest cost, regardless of whether it
is static or learned through RIP.

NOTE: Using the add subnet command enables the PowerHub system only to
listen to broadcast traffic. The added subnet cannot send packets on the segmentslisted
in<seg-1ist>.

al | subnet s| as Letsyou specify all zerosor all onesin the subnet part of the address.

If you try to add a directly-connected subnetwork for which an interface address
aready exists, or if you try to add an interface address for which the corresponding subnet
has been added usingtheadd subnet command, adescriptive error messageis displayed.

5.9.2 Deleting Directly-Attached Subnets
Youcanusethedel subnet command to remove adirectly-connected subnet. Here
isthe syntax of this command:

del -direct-net| ddn <seg-/ist> <subnet-addr> <subnet - nask>
where:

<seg-list> Specifies the segment from which you want remove the subnet.
<subnet - addr > Specifies the subnet address.

<subnet - mask> Specifies the subnet mask.
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5.10 CONFIGURING THE ARP TABLE

The PowerHub IP routing software maintains an ARP table of 1P-to-MAC address
trangations. These trandations are used to route packets and, under some circumstances,
to generate replies to ARP requests.

There are three ways that entries are added to the ARP table:

» When a host uses ARP to request the PowerHub MAC-layer hardware address, the
host's |P and MAC addresses are recorded (“learned”).

» If a host forwards a packet to a destination through the PowerHub system, it can
generate an ARP request to learn the destination’s MAC address. When the hub
receivesthereply to such arequest, it recordsthedestination’ sIPand MAC addresses.

» Permanent entries are added using PowerHub commands.

The commands in Table 5-5 operate on the IP ARP table:

TABLE 5-5 IP ARP-table commands.

Command... Description

add- ar p| aa Adds a permanent (“static”) entry to
<l P- addr > <MAC- addr > <seg-1ist> [ publish] theARPtable.

arp-tabl e|at [ <l P-addr>] Displaysthe ARPtable.

arp-tabl eclear|atc Clearsthe ARP table.

del - ar p| da </ P-addr> Deletes an entry from the ARP table.

set - ar page| saa <ni nutes>| of f Sets the aging time for learned

ARP-table entries.

5.10.1 ARP Cache

The PowerHub IP software queues I P route packets for which the ARP table does not
contain entries, then sends an ARP request to learn the MAC address of the destination
device. When the ARP reply isreceived from the destination device, the queued packet is
forwarded. The source node does not need to send the packet to the hub again.
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Usetheadd- ar p command to add a static ARP entry to the ARP table. Static ARP
entries are not subject to aging and are not cleared when the ARP tableis cleared (using the
ar p- t abl ecl ear command).

Here isthe syntax for theadd- ar p command:
add- ar p| aa <seg-/ist> <l P-addr> <MAC-addr> [ publ i sh]

where:

<seg-1list>

</ P- addr >
<MAC- addr >
publ i sh

Specifies the segments to which packets sent to the | P address
specified by </ P- addr > are forwarded. Y ou can specify asingle
segment, acomma-separated list of segments, or a hyphen-separated
range of segments. In addition, you can specify al | to add the ARP
entry for all segments.

Generally, only asingle segment is specified. However, packetswith
certain broadcast |P addresses can be forwarded on multiple
segments using multicast MAC addresses.

Specifiesthe IP address to be translated.
Specifies the MAC address corresponding to the given | P address.

If this argument is present, then the PowerHub | P routing software
repliesdirectly to ARP requests for thisentry. Notethat thisfacility
isprovided only for permanent, not learned, entriesinthe ARPtable.
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Some examples of using the add- ar p command are shown below:

75: Power Hub: i p# aa 1 147.128.128.8 08-00-02-03-04-05
Added/ changed:

Internet address: 147.128.128.8

Et her net address: 08-00-02-03-04-05

Fl ags: PERVANENT

Ports: 1

76: Power Hub: i p# aa 2,3 147.128.128.1 00- 00-ef-01-02-03 publish
Added/ changed:

Internet address: 147.128.128.1

Et her net address: 00-00-ef-01-02-03

Fl ags: PERMANENT PUBLI SH

Ports: 2 3

Permanent and published entries are flagged in the ARP table:

77: Power Hub: i p# arp-table 147.128.128.*

147.128.128.1 00- 00- 6b-82-3f-34 perm publish 1
147.128.128.2 08- 00- 20- 08- 70- 54 6
147.128.128. 3 08- 00- 20- 08- 85- 69 2
147.128.128.8 08- 00- 20- 03-2e-a2 perm 9
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5.10.3 Displaying the ARP Table

Usethear p- t abl e command to display the current contents of the ARPtable. Here
isthe syntax for this command:

arp-table|at [<IP-addr>] [-t]-5s]

where:

<l P- addr > Specifiesaspecific P addressfor which you want to display the ARP
tableentry. You can usea“wildcard” character (*) in place of any
byte(s) of the |P address, in which case only entries that match that
address are displayed.

-t Specifies that only the total count of entriesisto be displayed.

-Ss Specifies that the ARP entries to be displayed are sorted by the IP

address (in increasing order).

Here are some examples of the use of this command. If no argument is given, then
the entire table is displayed, for example:

70: Power Hub: i p# arp-table
147.128.128.2 08- 00- 20- 08-70-54  perm publ i sh 6
147.128.128.3 08- 00- 20- 08- 85- 69 2
192.9.201.1 02-cf - 1f - 90- 40- 23 12
192.9.201.7 08- 00- 20- 0f -dd-99  perm 10
\ \ \ \
IP address MAC-Layer hardware address flag segment number

Permanent entries can have a syst em flag, indicating that the entry was added
automatically by PowerHub software, and a broadcast flag, indicating that the
MAC-layer address is broadcast or multicast.

Y ou can specify an optional |P addresswiththear p- t abl e command, inwhich case
only the entry for that address is displayed:

71: Power Hub: i p# arp-table 147.128.128.2
147.128. 128. 2 08- 00- 20- 08- 70- 54 6

A “wildcard” character (* ) can be used in place of any byte(s) of the IP address, in
which case only entries that match that address are displayed.

5.10.4 Clearing the ARP Table

Usethear p-t abl ecl ear command to clear the ARPtable. All learned entriesare
removed, but static entries (created using the add- ar p command) remain in the table.
These must be removed manually using the del - ar p command.

Y ou can use this command to help restabilize the network after a host is moved from
one segment to another. When there is activity on the network, the cleared entries quickly
reappear in the ARP table, and a host that has been moved will be relearned on its new
segment.
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5.10.5 Deleting a Static ARP Entry

Usethedel - ar p command to delete static or dynamically learned ARP entries from
the ARPtable. Hereisthe syntax for this command:

del - arp| da </ P-addr>

where:

<l P- addr > Specifies the P address in the ARP entry you want to delete.

When a host is moved from one segment to another, you can use this command to
delete its obsolete learned entry from the ARP table without disturbing any other entries.

The network can then relearn the host’s new location without being forced to relearn
other host locations, asit would if you cleared the ARP table.

5.10.6 Setting the ARP Age

By default, the PowerHub software automatically checks learned entries in the ARP
table every five minutesto seeif they have been used. Each unused entry ismarked aged.
If an aged entry is used during the next five-minute interval, the aged flag is removed.
However, aged entries that remain unused during the second five-minute interval are
removed from the ARP table.

You can change the aging interval or turn off aging using the set - ar page
command. Hereisthe syntax for this command:

set - ar page| saa <tine>| of f
where:

<tinme>| of f Specifies (in minutes) a new aging interval or turns aging off. The
default is 5 minutes.

NOTE: If you turn ARP aging off, the ARP table can quickly overflow. Make sure
you monitor the table frequently if you turn ARP aging off.

Here is an example of the use of this command:

73: Power Hub: i p# set-arpage 30
ARP cache aging set to 30 nminutes

To display the current ARP aging interval, issue the showcf g command.

5.10.7 Enabling Proxy ARP

The PowerHub software supports proxy ARP (RFC 1027), awell-defined mechanism
in the TCP/IP protocol suite. Using proxy ARP, a router can respond to an ARP request
with itsown MAC addressif it knows aroute (or default route) to the destination network
or subnet on which the requested address resides.

Without proxy ARP, the regquesting host needs to have knowledge of its own network,
aswell as the destination network and the subnet mask, so that it can ARP the destination
directly if it is on the same net or ARP the PowerHub system (or other gateway) if the
destination is on a different net.
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Use the pr oxy- ar p command to enable or disable the proxy ARP feature for all
segments or a specific list of segments. Here isthe syntax for this command:

proxy-arp| pa [ <seg-list> enl|dis]

where:

<seg-1list> Specifies the segments for which you want to enable or disable the
feature. Y ou can specify asingle ssgment, acomma-separated list of
segments, or a hyphen-separated range of segments.

enl|dis Specifies whether you are enabling or disabling the feature. The

defaultisdi s (for al segments).

If you do not specify a <seg-/ist> or enl | di s, the current status (enabled or
disabled) of the proxy ARP feature is shown.

5.11 DISPLAYING STATISTICS

The ip subsystem maintains statistics on ARP, ICMP, and general |P packets. These
statistics are a superset of the corresponding statistics provided in the SNMP MIB.

Usethest at s command to display statistics. Here isthe syntax for this command:
stats|s arp|licmp|ip [-t]

where:

arplicmp|ip Specifiesthetype of packet protocol for which you want to
display statistics.

-1 Specifiesto display all statistics collected since the

software was rebooted, rather than just the statistics
collected sincethelast timethest at s- ¢l ear command
was issued.

The PowerHub software maintains two copies of each IP statistics counter (and
similarly for ICMP and ARP packets):

e Count sincelast clear.
» Count since last system reset.

Both counters are updated when the corresponding events occur, but the
st at s- cl ear | sc command clears only the count since last clear. To display the count
since last reset, usethe - t option with the st at s command.

Here are some examples of the information displayed by the st at s command.
Notice that the fist line in each example informs you that statistics since the last statistics
clear are being displayed, rather than total statistics accumulated since the hub was last
rebooted.
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In thefirst example, IP statistics are displayed.

1: Power Hub: i p# stats ip
| P statistics: count since last stats clear
--- Incom ng Packets--- --- Qutgoing Packets ---
Dat agrans rcvd: 24700 Dat agrans sent: 19200
Dat agr ans f orwar ded: 15228 Dat agr ans not sent: 0
Hdr errors rcvd: 0 - No route to send: 0
Addr errors rcvd: 0 - No Arp/Arp que full: 0
Unknown protocols rcvd: O - Queued for arp: 0
Dat agr ans di scar ded: 0 - Net bcast not bridged: 0
- TTL expired: 0 - Dropped by filter: 0
- Checksumerrors: 0 - Pkt too big: 0
- Dropped by ntast rtr: O - MAC | ayer snd failed: 0
- Net bcast not routed: O - Pkt addressed to us: 0
- Invalid I P option: 0 -lnvalid security opt: 0
- Invalid security opt: O
- No route to next hop: O Reassenbl y requests: 0
- Invalid hdr len: 0 Reassenbl i es: 0
- Invalid I P version: 0 Reassenbly ti meouts: 0
- Dropped by filter: 0 Reassenbl i es fail ed: 0
- No buf for nmgnt pkts: O Fragnent ati ons: 0
Fragnent ati ons creat ed: 0
Fragnentations fail ed: 0
Dat agrans delivered to higher |ayer: 9472
Nunber of Cache Fl ushes: 0

As shown in this example, the IP statistics are organized according to incoming
packets and outgoing packets. In addition to totals for packets received, sent, and
forwarded, the st at s i p display lists statistics for many of the types of 1P routing errors
that can occur in a network.

In the following example, ARP statistics are displayed.

74: Power Hub: i p# stats arp
ARP statistics: count since last stats clear
ARP Packet Statistics:

Request s recei ved: 38

Repl i es received: 25

Invalid opcodes received: 0O

Requests sent: 226

Replies sent: 36 (0 proxies)
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Here is an example of the ICMP statistics displayed by the st at s command.

74: Power Hub: i p# stats icnp

| CWP statistics: Count Since last stats clear

Messages recei ved: 0 Errors received: 0
Dest unreach nsgs rcvd: 0 TTL expired nmsgs rcvd: 0
Param prob nsgs rcvd: 0 Src quench nsgs rcvd: 0
Redi rect msgs rcvd: 0 Echo request msgs rcvd: 0
Echo reply nsgs rcvd: 0 Tinmstanp req nmsgs rcvd: 0
Ti nstanp rpl nmsgs rcvd: 0 Addr Mask req nsgs rcvd: 0
Addr Mask rpl nsgs rcvd: 0

Messages sent: 200 Errors sent: 0
Dest unreach msgs sent: 200 TTL expired nmsgs sent: 0
Param prob nsgs sent: 0 Src quench msgs sent: 0
Redi rect msgs sent: 0 Echo request nsgs sent: 0
Echo reply nsgs sent: 0 Ti nstanp req nsgs sent: 0
Ti nstanp rpl nmsgs sent: 0 Addr Mask req nsgs sent: 0
Addr Mask rpl nsgs sent: 0

5.11.1 Clearing Statistics

Use the st at s- cl ear command to clear statistics. Here is the syntax for this

command:
stats-clear|sc arplicnp|ip
where:
arplicnp|ip Specifies the type of packet protocol for which you want to clear

statistics.

5.12 TESTING A CONNECTION

The PowerHub software supports the echo facility of the Internet Control Message
Protocol (ICMP) in two ways.

» The PowerHub generates aresponseto any | CM P echo request packet received on any
segment.

» Under your control, the PowerHub software can send an ICMP echo request packet to
any |P address.

ICMP echo reguests are commonly used to determine whether devices are reachable
on the network. Most UNIX workstations provide a pi ng command that generates an
ICMP echo request to a specified IP address.

When you issue the pi ng command from your workstation, the PowerHub software
responds and you can determine whether the PowerHub system is reachable from your
workstation. However, depending upon the configuration, the hub might be known by
multiple IP addresses. Unless the workstation is directly connected to the hub, the IP
address specified in the pi ng command can affect the route taken, and therefore the
reachability of the hub.
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Similarly, the PowerHub system itself provides a pi ng command to generate an

ICMP echo request to a specified |P address. Here isthe syntax for this command:

pi ng| pi <l P-addr>[ <tinmeout> [ <pktsize>]]

where:

<l P- addr > Specifies the | P address of the device you are trying to reach.

<ti nmeout > Specifies how many seconds the PowerHub system waits for a
response from the specified device. The defaultis15 seconds.

<pktsi ze> Specifies the packet length. Y ou can specify any length from 64

through 1472 bytes. The defaultis64 bytes.
Here are some examples of the use of this command.

83: Power Hub: i p# ping 147.128.128.8
147.128.128.8 is alive

84: Power Hub: i p# ping 147.128.128. 15
No response from 147.128.128. 15

The pi ng command normally waits 15 seconds for the specified host to respond

before timing out. However, you can specify a shorter or longer time-out, as shown in the
following example. In this example, aone-second delay is specified.

85: Power Hub: i p# ping 147.128.128.8 1
No response from 147.128.128.8

5.13 IP HELPER

This section describes how to use the | P Helper feature. |P Helper isan enhancement

to the ip subsystem that assists client stations on one network segment in communicating
with servers on another network segment when the two segments are connected by arouter
(PowerHub Intelligent Switching Hub). Thisincludes situationswhere one hub, asaclient
station, needs to boot from a server from which it is separated by another hub.

By default, the IP Helper feature is configured to help packets destined for any of the

following standard UDP ports:.

BootP client packets (port 68).

BootP server packets (port 67).
Domain Name System (port 53).
IEN-116 Name Server (port 42).
NetBIOS Datagram Server (port 138).
NetBIOS Name Server (port 137).
TACACS service (port 98).
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e TFTP (port 69).
» Time service (port 37).

If youneed to add aUDP port to thislist, you can do so using theadd- hel per - port
command. (See Section 5.13.5.)

5.13.1 How IP Helper Works

When a client sends out a broadcast packet addressed to a server that is directly
connected to the client, the server:

* Receivesthe limited broadcast | P packet sent out by the client.
» Usestheclient'sMAC-layer hardware addressto |ook up its corresponding | P address.
» Sends aunicast packet in reply.

Thisasoistrueif the client and server are on different segments, but the segmentsare

defined as part of the same virtual LAN. In this case, the packets are bridged.

However, if the client and server are on different segments separated by a router
(gateway), the client’ s broadcast packet never reachesthe server. If the intervening router
isaPowerHub system, you can use the | P Helper facility on that PowerHub system to tell
it where to forward UDP packets sent by the client.

To use IP Helper to help a client reach its server, assign the server’s |P address as an
IP Helper address to the PowerHub segment connected to the client. When this segment
receives a UDP packet from the client, it forwards the packet to the node that has the IP
address corresponding to the PowerHub segment’s | P Hel per address.

For the UDP packet to be successfully forwarded, the following criteria must be met:
» The packet must be received on a segment where an |P Helper addressis configured.
» The destination UDP port must be in the UDP-helper Port Table on the router.

See RFCs 951 and 1542 for more information.

Because BootP packets (used for netbooting) are UDP packets, 1P Helper makes
netbooting possible when the client hub and server are separated by arouter. Similarly, it
facilitates netbooting of diskless workstations.

NOTE: IPHelper does not affect the forwarding of limited-broadcast packets in a
virtual LAN environment. The same packet can be forwarded to multiple segments that
are on the same virtual LAN.
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5.13.2 Using IP Helper

Before you can use | P Helper:
» The PowerHub system must be configured as an |P router. (See Section 5.3.)

* AnIP Helper address must be assigned to the segment which connectsto the diskless
workstation or other device that isbeing helped. The IP Helper addressisthe address
of the desired server on the network.

5.13.21 Addingan IP Helper Address

To add an |P Helper address to a segment, issue the following command:
add- hel per| ah <seg-/ist> all <IP-addr>

where:

<seg-list>| all Specifies the segments on which you want to add an IP address. You
can specify asingle segment, acomma-separated list of segments, or
a hyphen-separated range of segments. If the segment list is set to
al |, thenthe IP addressis assigned to all valid segmentsin the
system.

<l P- addr > Specifiesthe helper address. Y ou must specify the I P address of the

server as the helper address.

Here is an example of the use of this command.

11: Power Hub: i p# add- hel per 1 147.128.42.37
Hel per address 147.128.42.37: added.

An IP Helper address is added to segment 1 on the router hub. When used, this
IP Helper address routes UDP packets received on segment 1 to | P address 147.128.42.37.

Y ou can assign multiple IP Hel per addresses to asingle segment, or multiple segments
toasingle IP Helper address. Assigning multiple IP Helper addresses to a single segment
provides redundancy when multiple servers are used.

5.13.2.2 Displaying Statistics

To display current statistics for an |P Helper address defined for a segment, issue the
show hel per command. A table is displayed listing the segment, helper address, the
number of packets helped, and the number of packets dropped. Hereisthe syntax for this
command:

show- hel per| sh

Here is an example of the use of this command.

11: Power Hub: i p# show hel per
Por t | P Hel per Address Packets Hel ped Packets Dropped

1 147.128. 48. 37 4 1
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The table in this example shows that during the current session, |P Helper address
147.128.48.37 has helped four UDP packets (perhaps BOOTP packets) find their 1P
destinations. The table also shows that one UDP packet was dropped. Note that the
show-hel per command lists statistics only for those UDP packets that the hub tried to
help.

UDP packets can be dropped for any of the following reasons:

* The helping PowerHub system does not have a route to the destination addressin the
UDP packet.

» The helping PowerHub system runs out of resources to redirect the packet.

In addition, for BOOTP packets only, the following conditions can cause the helping
PowerHub system to drop the packet:

» The hop count in the packet has been exceeded.
» A gateway has aready helped the packet. (A bit in the packet is set when the packet

is helped.)
5.13.3 Clearing Statistics

To clear the IP Helper statistics, issuethecl ear - hel per - st at s command. Here
is an example of the use of this command.

12: Power Hub: i p# cl ear-hel per-stats
I P hel per table stats are cleared.

5.13.4 Deleting an IP Helper Address

Todeletean |P Helper address, issuethedel - hel per command. Hereisthe syntax
for this command:
del - hel per| dh <seg-/ist> all <IP-addr>| all

where:

<seg-list>| all Specifies the segment(s) which connect the router to the client hub.
If you specify al | , all entriesassigned to the specified |P addressare
deleted.

<l P- addr >| al | Specifiesthe helper address. Y ou must specify the IP address of the

server asthe helper address. If you specify al | , all entries assigned
to the specified segment(s) are deleted.

If both <seg- /i st> and </ P- addr > are specified asal | , al |P Helper definitions
on the router hub are deleted.
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5.13.5 Adding a UDP Port

To add a UDP port to the UDP Port Table, issuethe add- hel per - port command.
You can add an “assigned” UDP port number or an unassigned one. See RFC 768 for
information on the assigned and unassigned UDP port humbers and the protocols they
support.

Here isthe syntax for the add- hel per - port command:

add- hel per-port|ahp <UDP-port>

where:

<UDP- port > Specifies the UDP port number. The UDP Port Table can contain a
maximum of 40 UDP ports, including the default portslisted on page
111.

Here is an example of the use of this command.

14: Power Hub: i p# add- hel per-port 100
UDP Port 100: added.

5.135.1 Displayingthe UDP Port Table

Use the show- hel per - port command to display a table of defined UDP ports.
Ports are listed in the order in which they were added to the table. Here is an example of
the display produced by this command.

15: Power Hub: i p# show- hel per - port
37 42 53 67 68
69 98 137 138

In this display, the default UDP ports (described on page 111) are listed. Each UDP
port islisted as anumber. These port numbers correspond to the “assigned” port numbers
listed in RFC 768. For example, port number 69 indicates a TFTP port; port number 53
indicates a DNS (Domain Name Server) port, and so on. The UDP Port Table has room
for up to 40 UDP port numbers.

5.13.5.2 Deleting a UDP Port

To delete a UDP port from the UDP Port Table, issue the del - hel per - port
command. Hereisthe syntax for this command:

del - hel per-port|dhp <UDP-port>| all
where:
<UDP- port >| al | Specifiesthe type of UDP port you are deleting. If you specify al | ,

all UDP ports, including the default ports listed on page 111, are
deleted.

Here is an example of the use of this command.

16: Power Hub: i p# del - hel per-port 68
UDP port 68: del eted.
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6 |IP Multicast Commands

This chapter describes the IP Multicast commands and how to use them to define
IP interfaces on a PowerHub as end stations for IP Multicasting. Unlike IP broadcasting,
which sends packets to all destinations, or 1P unicasting, which lets you send packetsto a
single destination, 1P Multicasting lets you address and deliver packets to a specific
subset of destinations. Appendix E defines basic |P Multicasting concepts and describes
the protocols used to implement |P Multicasting.

NOTE: The PowerHub IP Multicasting software does not support mrouted 3.8.

Using the ipm subsystem, you can set up and use IP Multicasting with video
conferencing and other multicast applications.

Using ipm commands, you can:
» Display the current IP Multicast configuration. (See Section 6.3 on page 120.)
e Add an IP Multicast interface. (See Section 6.6 on page 123.)
e Addan IP Multicast tunnel. (See Section 6.6.3 on page 125.)
» Enable or disable IP Multicast forwarding. (See Section 6.5.1 on page 121.)

» Enable or disable IP Multicast routing on a segment-by-segment basis.
(See Section 6.5.2 on page 122.)

* Delete an IP Multicast interface or IP Multicast tunnel. (See Section 6.7.1 on
page 127 and Section 6.7.2 on page 128.)

» Display the IP Multicast interface table. (See Section 6.7 on page 126.)

« Display and flush the IP Multicast route table. (See Section 6.8.1 on page 129 and
Section 6.8.2 on page 130.)

 Display the PowerHub system’s |P Multicast neighbors and | P Multicast groups.
(See Section 6.12 on page 134 and Section 6.11 on page 133.)

e Display and clear IP Multicast statistics. (See Section 6.10 on page 131 and
Section 6.10.1 on page 133.)
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After you configure IP Multicast interfaces on the PowerHub system, you can refer
to Section 6.13 “Troubleshooting” if you need help in determining whether your
configuration is working properly.

6.1 ACCESSING THE IP MULTICAST SUBSYSTEM

To access the ipm subsystem, issue the following command at the runtime
command prompt:

i pm

6.2 IPMULTICAST SUBSYSTEM COMMANDS

Table 6-1 lists and describes the IP Multicast commands. These commands are
located in the ipm subsystem.

For each command, the management capability (root or monitor) is listed, as well as
the section that contains additional information about the command.

TABLE 6-1 IP Multicast subsystem commands.

Command and Description Capability*  See...

add-interface] ai R 6.6
<addr> [metric|m <nmv>] [threshold|t <tv>]
Adds an IP Multicast interface.

add-tunnel | at R 6.6.3
<l ocaddr> <rntaddr> [srcrt|s] [metric|m <nv>]
[threshol d|t <tv>]

Adds an IP Multicast tunnel.

del -interface|di <addr>|all R 6.7.1
Deletes an |P Multicast interface.

del -tunnel | dt </ ocal - addr > <renpt e-addr > R 6.7.2
del -tunnel | dt all
Deletes an IP Multicast tunnel or al 1P Multicast tunnels.

di spl ay-rout ecache| dc [ <seg-Ii st >] R 6.9.1
Displays the contents of the IP Multicasting route cache.

flush-routetable|fr R 6.8.2
Flushes (clears) the IP Multicast route table.

* R= Root, M=Monitor.
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TABLE 6-1 (Continued) IP Multicast subsystem commands.

Command and Description Capability*  See...

interface-table|it [ <addr>] RorM 6.7
Displaysthe IP Multicast interface table.

route-table|rt [-c|-d|-r] [<seg-list>] [<IP-addr> RorM 6.8.1
Displays the |P Multicast route table.
set|se i pmForwarding|inf enl]|dis R 6.5.1
Enables or disables IP Multicast forwarding.
set multicast-aware-bridging|mb enl|dis 6.4.1
Enables or disables selective forwarding of IP Multicast packets within a
VLAN.

. . 6.5.2
set|se port|po <seg-list>all enl|dis
Enables or disables P Multicast routing on a segment-by-segment basis.
showcf g| scf RorM 6.3
Displays the current |P Multicast configuration.
show- ntast - gr oups| sng RorM 6.11
Displaysthe IP Multicast groups.
show- nei ghbor s| sn RorM 6.12
Displays the PowerHub system’ s | P Multicast neighbors.
stats|s dvmignmp|rt [-t] RorM 6.10
Displays IP Multicast statistics for DVMP, IGMP, or route packets.
stats-clear|sc dvmignmp]|rt R 6.10.1

Clears |P Multicast statistics.

*R= Root, M=Monitor.
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6.3 DISPLAYING THE IP MULTICAST CONFIGURATION

You can display the current IP Multicast configuration by issuing the showcf g
command.

Here is an example of the information shown by the showcf g command.

44: Power Hub: i pm# showcfg
I'P Mul ticast Forwarding: Enabled
Port State for Miulticast Traffic:
Port 1: Di sabl ed ***
Port 2: Enabl ed
Port 3: Enabl ed
Port 4. Enabl ed
Port &: Di sabl ed ***
Port 6: Enabl ed
Port 7: Enabl ed
Port 8: Enabl ed
Port 9: Enabl ed
Port 10: Enabl ed
Port 11: Enabl ed
Port 12: Enabl ed

In this example, the display produced by the showcf g command shows:
» |P Multicast forwarding is enabled.
» IP Multicast traffic is enabled on all segments except 1 and 5.

6.4 IP CONSIDERATIONS

IP Multicast routing works whether IP forwarding is enabled or disabled. In this
respect, the PowerHub implementation is similar to nr out ed, which alows multicast
routing on a UNIX workstation even if it is not routing regular IP traffic.

NOTE: You must enable IP Multicast routing even if the PowerHub system is
configured to have the same subnet on al the segments. The IP Multicast routing code
bridges packets intelligently based on reception of membership reports. 1P Multicast
traffic is restricted to those networks that have listening hosts.

The virtual interface table used for IP Multicast routing is associated closely with
the IP interface table. When a virtual interface is added, appropriate information is
automatically copied from the IP interface table.

The PowerHub software also updates the segment list in the virtual interface table
whenever you add or delete a segment in an IP interface entry. When you delete an IP
interface entry, the software automatically deletes all the IP Multicast virtua interfaces
that match the deleted entry’ s address.
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6.4.1 IP Multicast Routing and Virtual LANs

PowerHub software supports VLANS (Virtual LANSs) for IP routing. A VLAN isan
IP interface configured on multiple segments. (See Appendix D.)

When the PowerHub system receives a packet on an IP Multicast virtual interface
that maps to multiple physical segments, it can bridge the packet to other segments and
simultaneoudly route it to other virtual interfaces, transmitting the same copy of the
packet on al segments. When this occurs, the time-to-live (TTL) of the bridged packets,
as well as the routed packets, is reduced by one. Because this procedure avoids copying
the packet again, it results in improved performance. Because most multicast
applications use a large TTL value, reducing by one hop when bridging occurs should
not significantly affect performance.

If you do not want the PowerHub IP Multicasting software to base its forwarding
decisions upon the receipt of membership reports, you can configure the P Multicasting
software to forward multicast packets unconditionally. To do so, issue the following
command:

set multicast-aware-bridging|mb enl|dis

The default isdi s (disabled).

6.5 GETTING STARTED

To set up IP Multicast routing, you need to perform the following steps:

() Enable IP Multicast forwarding globally by issuing the set i pmFor war di ng
enl command. (See Section 6.5.1.)

(2) Enable IP Multicast traffic on al desired segments by issuing the
set port <seg-/ist>enl command. (See Section 6.5.2.)

(3 Addavirtual interface on all segmentsthat need to carry |P Multicast traffic using
theadd- i nt er f ace command. (See Section 6.6.)

(4 Addtunnelsif the IP Multicast traffic needs to go to remote networks that do not
understand IP Multicast traffic using theadd- t unnel command.
(See Section 6.6.3.)

6.5.1 Enabling Multicast Forwarding

To enable IP Multicast forwarding, usetheset i pmFor war di ng command.
The syntax for this command is:

set|se ipnForwarding | inmf enl | dis

where:

i pmFor war di ng| i nf
Indicates that you are enabling or disabling IP Multicast forwarding
on the PowerHub system.

enl | dis Specifies whether you are enabling or disabling |P Multicast
forwarding. Thedefaultisdi s.
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NOTE: If IP Multicast forwarding is enabled immediately after enabling RIP
listening, the multicast route updates are not accepted over a tunnel until the IP routing
table learns either an entry to the remote end of the tunnel or a default route.

6.5.2 Enabling Multicast Traffic on a Segment

PowerHub software lets you restrict IP  Multicast forwarding on a
segment-by-segment basis. The syntax for the command used to enable or disable IP
Multicast traffic on a set of segments is shown below.

set|se port|po <seg-list>all enl]|dis

where:

port |po <seg-/ist>| all

Specifiesthe list of segments on which IP Multicast forwarding is

being enabled or disabled. If you specify al | , IP Multicast
forwarding is enabled or disabled on all segments.

enl | dis Specifies whether you are enabling or disabling |P Multicast
forwarding. Thedefaultisenl .

The first command in the example that follows uses the set command to enable IP
Multicast traffic on segments 2, 4, 5, and 6. The second command in the example uses
theset command to disable IP Multicast traffic on segments 7 and 11.

46: Power Hub: i pm# set 2,4-6 po enl
Ckay
47: Power Hub: i pm# set 7,11 po dis
Ckay
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6.6 ADDING AN IP MULTICAST INTERFACE

IP Multicasting uses virtual interfaces to route IP Multicast packets. A virtual
interface is a network connection on a router (such as a PowerHub system) that is
capable of handling IP Multicast traffic. (See Section E.3 on page 273.)

Table 6-2 lists the ipm virtual interface commands:

TABLE 6-2 IP Multicast virtual interface commands.

Command... Description

add-interface] ai Adds avirtual interface.
<addr> [metric| m <nv>]
[threshol d|t <tv>]

add-tunnel | at Adds atunnel between alocal router and
<l ocaddr> <rntaddr> [srcrt]s] aremote router.

[metric|m<nv>] [threshold|t <tv>]

interface-table|it [ <addr>] Lists the currently configured virtua
interfaces (both physical interfaces and
tunnels).

del -interface|di <addr>|all Deletes avirtua interface that mapsto a
configured physical interface (but does
not delete a tunnel).

del -tunnel | dt <l ocal - addr > <renvt e- addr > Deletes avirtua interface that mapsto a
tunnel.

Each virtual interface maps to an IP address configured in the IP interface table.
Y ou can create either of two types of virtual interface: aphysical interface or atunnel.
Physical interface  Used when the PowerHub system and the other end of the

virtual interface are directly attached. To create a physical
interface, usetheadd- i nt er f ace command.

Tunnel Used when agateway separatesthe PowerHub system from the
other end of the virtual interface. To create atunnel, use the
add-tunnel command.
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6.6.1 Considerations

The following considerations apply to adding an IP Multicast interface:

e The IP address you specify for the interface must be an address that is configured in
the PowerHub system’s IP interface table. (Although class-D IP addresses are used
for IP Multicasting, you create your |P Multicasting interfaces using class-A, -B, or
-C addresses contained in the PowerHub system’ s I P interface table. The PowerHub
system encapsulates |P Multicast packets in unicast packets before sending them.
When the destination router receives the IP Multicast packets, it strips the unicast
header off of each packet. The same process applies when the PowerHub system
receives an IP Multicast packet. It strips off the unicast header to revea the
IP Multicast packet.

e If you delete an IP interface from the IP interface table, any corresponding
IP Multicast interfaces are automatically removed by the software. However, you can
remove an IP Multicast interface without affecting the IP interface upon which it is
based.

In addition, the following considerations apply to adding a physical interface:

» When aphysical interface is added, the |P Multicast routing software assumes that the
interface is a physicaly connected network, whose network number equals the
network-number part of the original address. Multicast routing occurs from the
network to an IP Multicast destination.

e The PowerHub software alows the same IP network number to be assigned to
multiple segments (virtual LAN). When you specify an <addr > that belongs to a
VLAN, the configured virtual interface spans all the segments of the VLAN.

The following considerations apply to adding a tunnel:

» Even though the PowerHub software does not check to see if there is a route to the
remote address, confirm that the PowerHub system either has aroute to <r nt addr >
or has adefault route that can reach thisaddress. The <r nt addr > argument specifies
the route entry in the IP routing table.

To check the IP routes known to the hub, issue thei p r out e-t abl e command.
(See Section 5.7.1 on page 90.)

e Both a tunnel and physical interface can exist on the same segment. This
configuration is used when the next hop router to the tunnel and destination hosts of
the P Multicast traffic are located on the same physical network.
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6.6.2 Adding a Physical Interface

A physical interface allows two directly connected PowerHub systems (loca
routers) to communicate with each other. To define a physical interface, use the
add- i nt er f ace command.

The syntax for the command is:
add-interface|ai <addr> [nmetric|m <nv>] [threshold|t <tv>]
where:

<addr > Isan IP address on the local hub, written in dotted-decimal notation.
The address must be present inthe IP interface table. See Section 5.5
on page 78 for information on configuring and displaying IP
interfaces.

metric|m <nv>  Specifiesan additiona cost (measured in hops to the destination) of
using theinterface. The cost rangeisfrom 1 through 31. The default
isl

threshold|t <tv>
Specifiesthe minimum time-to-live (TTL) vauethat an IP Multicast
packet must have before it is forwarded over thisinterface.

This parameter lets you restrict the types of IP Multicast traffic that
go out on anetwork. The defaultis 1.

Here is an example of the use of theadd- i nt er f ace command:

32: Power Hub: i pm# add-interface 192.10. 30. 33
Ckay
33: Power Hub: i pm#

6.6.3 Adding a Tunnel

A tunnel is atype of virtual interface that allows the PowerHub system (local router)
to communicate with a remotely attached router. Use the add-t unnel command to
define atunnel.

Here is the syntax for this command:

add-tunnel | at

<l ocaddr> <rntaddr> [srcrt| s]
[metric|m <nv>] [threshold|t <tv>]

where:

<l ocaddr > Specifiesthe I P address of the local router (PowerHub system). The
address must be one of the configured 1P addresses listed in the
PowerHub software’s IP interface table.

<rnt addr > Specifies the | P address of the router at the other end of the tunnel.

srcrt]s Specifies that the tunnel is a source-route tunnel, rather than an

encapsulation tunnel.

If you do not specify sr cr t , thiscommand automatically
configures your tunnel as an encapsulation tunnel.
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metric|m<m/>  Specifiesan additional cost (extra hops to the destination) of using
the virtual interface with which thistunnel is associated. Specify a
number in the range 1 through 31. The defaultis 1.

threshol d|t <tv>
Specifies the minimum time-to-live (TTL) value that an IP Multicast
packet must have beforeit can be forwarded through thetunnel. This
parameter restricts P Multicast datagrams from going out on a
network. Thedefaultisl.

Here is an example of how to add atunnel. Inthisexample, thesr crt argumentis
not used, so the software creates an encapsulation tunnel. The default values are
accepted for the metric and threshold.

34: Power Hub: i pm# add-tunnel 192.10.30.33 155.10. 23. 222
Ckay
35: Power Hub: i pm#

6.7 DISPLAYING THE INTERFACE TABLE

Use the i nterface-tabl e command to display a list of configured virtual
interfaces. The display includes both physical interfaces and tunnels. Here is the syntax
for this command:

interface-table|it [ <addr>]
where:

<addr > Specifies the configured address for a physical interface or the local
address for atunnel.

Here is an example of the interface table displayed by the i nt er f ace-t abl e
command.

33: Power Hub: i pn# it
I P Multicast Routing: virtual interface table:
Local Address Renot e Address Type SrcRt Metrc Thrsh State Ports

147.128.70.30  ------memen-n Phy ----- 1 1 U 4,8
147.128.128.99 ----cc-cemao-n Phy ----- 1 1 U 56
147.128.33.5  130.1.5.1 Tunl No 1 6 U 4,8
147.128.30.30  ----sc-me-men-n Phy ----- 1 1 U  9,10.11,12
147.128.33.5  192.9.200.21  Tunl Yes 1 6 U 1
147.128.33.5  ----co-caomao-n Phy ----- 1 1 U 1
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The table in the example on the previous page contains information about four
physical interfaces and two tunnels. The tunnel to destination 130.1.5.1 is an
encapsulation tunnel. The tunnel to destination 192.9.200.21 is a source-route tunnel.

Local

Type

SrcRt

Metrc
Thr sh
State

Ports

6.7.1 Deleting a Physical Interface

Addr ess and Renpt e Addr ess

I dentifies the two ends of atunnel. Thelocal address
corresponds to the configured address for aphysical interface.

Identifies whether the virtual interface is either atunnel or a
physical interface.

Identifiesthetype of tunnel. Yes in thiscolumnindicatesthat
thetunnel isasource-routetunnel. No in thiscolumnindicates
that the tunnel is an encapsulation tunnel.

Liststhe cost (in hops) of the interface.
Lists the threshold value for the interface.

Indicatesthe state of theinterface. Up indicatestheinterfaceis
active. Down indicatestheinterfaceisinactive. Theinterface
is DOWN when you disable a segment from the bridging
subsystem, or if disabled by the automatic segment-state
detection mechanism. See your PowerHub Installation and
Configuration Manual, V 2.6 for further information on
automatic segment-state detection.

Lists the segments to which the listed virtual interfaceis
assigned.

Usethedel - i nt er f ace command to delete a physical interface.

NOTE: When you delete a physical interface, any corresponding tunnels are not
deleted. To delete atunnel, you must usethedel -t unnel command.

Hereisthe syntax for thedel - i nt er f ace command:

del -i nterface] di

where:

<addr >| al |
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<addr >| al |

Specifies the I P address of the physical interface to be del eted.

If you specify al | , al physical interfaces (excluding thetunnels) are
deleted.
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6.7.2 Deleting a Tunnel

Usethedel -t unnel command to delete avirtual interface that maps to atunnel.
Here is the syntax for this command:

del -tunnel | dt </ ocal - addr> <renote- addr >

where:

<l ocal - addr > Specifiesthe | P address of the PowerHub system (the local end of the
tunnel).

<r enot e- addr > Specifies the | P address of the router at the remote end of the tunnel.

To delete all IP Multicast tunnels, issue the following command:

del -tunnel all

6.8 USING THE ROUTE TABLE

The IP Multicast routing software maintains a route table containing information
that it uses when forwarding IP Multicast packets. The table contains two types of
routes:

Directly connected  Correspond to the configured virtual interfaces.

Dynamic Learned by the system through the Distance Vector Multicast
Routing Protocol (DVMRP).

The IP Multicast software can accept a default route that is advertised by another IP
Multicast router and use the default route for forwarding IP Multicast packets. This
enhancement allows the PowerHub system to work on the MBONE (IP Multicast
backbone) when the number of 1P Multicast routes exceeds the size of the routetable.

NOTE: You can configure the size of the IP Multicasting route table using the
mai n get memcommand. The default table size is 2 K, but you can configure the
table to hold either 4 K or 8 K of entries, rather than 2 K. See “The Main Subsystem”
chapter in the Installation and Configuration Manual for your PowerHub system.
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Use the r out e-t abl e command to display a list of 1P addresses originating IP
Multicast traffic, currently known by the IP Multicast routing software.

Here is the syntax for this command:

route-table|rt
where:
-c|-d|-r

<seg-list>

</ P- addr >

[-c|-d|-r] [<seg-list>] [ <IP-addr>]

Limits the display to only certain types of routes.
- ¢ Displaysdirectly connected routes only.
-d Displaysthe routing table in detail .

-r Displays DVMRP routes only.

Specifies the PowerHub segments for which you want to display
route information.

Specifies the IP address (origin) of the route entries to be displayed.

Here is an example of the display produced by the command.

52: Power Hub: i pm# route-tabl e
I P Multicast Routing table:

147.128.70.0 255. 255.
147.128.128.0 255. 255.
147.128.90.0 255. 255.
129.155.80.0 255. 255.
150.233.0.0 255. 255.

Oigin Oigin Mask Gat eway Met Age Parent Ports/Children
L I e 4
255.0  --------------- i e 2
255.0 --------------- 1 - - 5,6
240.0 147.128.70.2 3 20 4 2,5,6
0.0 147.128.128.111 5 35 2 4,5,6

The route table contains the following information:

Oigin

Origi n Mask

Gat eway

Met

Age
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Liststhe IP address of the origin network. Anoriginisa
network that is capable of originating IP Multicast traffic.

Lists the origin mask used on the origin network. Anorigin
mask is the subnet mask of an origin network.

Liststhe IP address of the next-hop router to the origin. This
column is not applicable to directly connected entries.

Displaysthetotal cost (or metric) of reaching the origin. This
metric is the sum of the cost of the next-hop virtual interface
and the number of hops or intervening routers (if applicable)
used to reach the origin.

Shows the time elapsed, in seconds, sincea DVMRP route
report was last received for thisorigin. This column is not
applicable to directly connected routes.
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Par ent Shows the segment on which the next-hop router islocated for
adynamic route. Thiscolumn isnot applicable to directly
connected routes.

For directly-connected routes, the Por t s/ Chi | dren
column shows the segments on which the corresponding
virtual interface is configured. For adynamic entry, this
column lists the segments on which the IP Multicast packets
from this origin are forwarded.

6.8.2 Flushing (Clearing) the Route Table

Use the f | ush-rout et abl e command to flush all dynamically learned entries
from the route table.

Here is an example of the use of this command.

66: Power Hub: i pm# fl ush-routetable
Ckay

6.9 USING THE ROUTE CACHE

The IP Multicasting software maintains a route cache containing trandation
information for the destination hosts. This information is frequently updated based upon
incoming packets on each segment. Y ou can use the route cache to determine which hosts
are most frequently used.

Because the contents of the route cache can change quite rapidly, successive
di spl ay- r out ecache commands can give different results.

6.9.1 Displaying the Route Cache

Use the di spl ay- r out ecache command to display the route cache. Hereisthe
syntax for this command:

di spl ay-routecache| dc [ <seg-/ist>]
where:

<seg-list> Specifies the segment(s) for which you want to display the cache.
Y ou can specify asingle segment, a comma-separated list of
segments, a hyphen-separated range of segments, or al | for all
segments.

6.9.2 Flushing the Route Cache

You can flush (clear) the route cache using the f | ush- r out ecache command.
This command removes al entries from the route cache for some or all segments.

After the cache is flushed, new entries are added using the cache's usua
most-recently-used algorithm. If you issue a subsequent di spl ay-rout ecache
command, fresh entries are displayed.
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6.10 DISPLAYING STATISTICS

The ipm subsystem maintains statistics on DVMRP, IGMP and routed packets. To
display statistics, issue the following command:

stats|s dvmigmp|rt [-t]

where:
dvm i gnp|rt Displays the type of packet for which you want statistics:
dvm Displays DVMRP packet statistics.
i gnp Displays IGMP packet statistics.
rt Displays routing packet statistics.
-t Displays statistics coll ected subsequent to thelast system reset, rather

than merely the last time statistics were cleared.

Here is an example of the display produced by the st at s dvm command, used to
display DVMRP statistics.

5: Power Hub: i pm# stats dvm
DVMRP Statistics (count since last stats clear):

Nei ghbor Probes sent: 175
Route reports sent: 32
Nei ghbor responses sent: 12
Nei ghbor 2 responses sent: 0
Nei ghbor Probes received: 1
Route reports received: 211
Nei ghbor 2 requests received: 33
Rcvd pkts with bad metric: 1

Rcvd pkts with bad orig. nask:
Rcvd conflicting route reports:
No memto receive packet:

Rcvd probes from non nei ghbor
Rcvd reports from non nei ghbor:
Rcvd truncated route reports:
Rcvd invalid nei ghbor requests:
Rcvd invalid nei ghbor responses:
Rcvd invalid Nei ghbor2 responses:
Rcvd nessage from non nei ghbor:
Conflicting routes del eted:

No menory to send packets:

[eNeoNeoNeoNoNoNeNO NN e Ne)
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Here is an example of the display produced by the st at s i gnp command, used to
display IGMP statistics.

60: Power Hub: i pm# stats ignp
|GW Statistics (count since last stats clear):
total packets received: 551
short packets received: 2
pkts rcvd with checksumerror: 0
total nenbership queries rcvd: 12
invalid nmenbershi p queries rcvd: 0
total nenbership reports rcvd: 333
invalid menbership reports rcvd
rcvd packets too big

no menory to process rcvd pkts
rcvd unknown DVMRP message

rcvd unknown | GWP nessage

packets | ooped back

no buffer for |ooping back

no tiners for IP Milticast routing
report not sent - no interface
group timer not started - no I/F
rcvd report fromnon adj. host:

no buf to process rcvd report:
total menbership queries sent:
total packets sent:

total packets not sent:

o

OFRP ©OOPFRPOOO0OO0OWOONO

Here is an example of the display produced by the st at s rt command, used to
display routing statistics.

59: Power Hub: i pn# stats rt

Mul ticast routing statistics (count since last clear):

I P Multicast route | ookups: 5661
IP Milticast route cache nisses: 5661
group address | ookups: 11322
group address cache mi sses: 11322
rcvd nsg over invalid tunnel: 5

no room for tunnel options: 0
rcvd nsg on wrong interface: 17

no buf to send pkt over tunnel: 2
packets forwarded: 3213
packet s dropped: 2448
packets received: 5661
rcvd packet format error: 0
encapsul at ed packets rcvd: 2112
rcvd port not configured: 0

no route to origin: 2448
packets bridged: 1123
packets not bridged: 0
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6.10.1 Clearing Statistics

Usethest at s- cl ear command to clears statistics for DVMRP, IGMP, or route
packets. Hereisthe syntax for this command:

stats-clear|sc dvnlignmp|rt

where:
dvm i gnp|rt Specifies the type of packets for which you want statistics to be
cleared:
dvm Displays DVMRP packet statistics.
i gnp Displays IGMP packet statistics.
rt Displays routing packet statistics.

6.11 DISPLAYING IP MULTICAST GROUPS

Use the show- nctast - gr oups command to list the IP Multicast group addresses
currently known to the PowerHub system (local router). Here is an example of the
display produced by this command.

35: Power Hub: i pm# show ntast - gr oups
Virtual I\F- : Locaddr: 147.128.70.30 RntAddr :----, type: Physical
Goups: 241.1.1.1 Ports: 4 230.5.6.7 Ports: 3,4

Virtual |/F Locaddr: --- RmtAddr:147.128.90.33, type: Tunnel
G oups: 230.210.211.10 Ports: 7 235.1.1.1 Ports: 4,7

This table contains the list of 1P Multicast groups for each virtual interface. This
table contains the following information:

Locaddr Liststhe IP address of a directly-attached IP Multicast
neighbor. Thisappliesonly to physical interfaces, in which the
PowerHub system and the other end of virtual interface are
directly attached.

Rmt Addr Liststhe IP address of aremotely attached | P Multicast
neighbor. Thisappliesonly to tunnels, in which the PowerHub
system and the other end of the virtual interface are separated
by gateways.

type Liststhe type of IP Multicast interface. Valid typesare
Physi cal and Tunnel .

Groups Liststhe IP Multicast groups. For each group are listed the
group | P address and the PowerHub segment(s) on which
membership reports for that group were received.
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6.12 DISPLAYING IP MULTICAST NEIGHBORS

Use the show- nei ghbor s command to list al the neighboring routers currently
known to the managed hub. Here is an example of the display produced by this

command.

35: Power Hub: i pm# show- nei ghbors
Virtual I\F- :Locaddr:

Virtual |/F Locaddr:
Nei ghbors: 130.1.5.1

147.128.128.99 RntAddr :----, type: Physical,
Nei ghbors: 147.128.128. 30 (25 sec) 147.128.100.2 (40 sec)
147.128.128. 99 Rnt addr---, type: Tunnel,
(35 sec)

This display contains the list of neighboring routers for each virtual interface. This
table contains the following information:

Locaddr

Rnt Addr

type

Nei ghbor s
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Liststhe IP address of a directly-attached |P Multicast
neighbor. Thisappliesonly to physical interfaces, inwhichthe
PowerHub system and the other end of virtual interface are
directly attached.

Liststhe IP address of aremotely attached | P Multicast
neighbor. Thisappliesonly to tunnels, in which the PowerHub
system and the other end of the virtual interface are separated
by gateways.

Liststhe type of IP Multicast interface. Valid typesare
Physi cal and Tunnel .

Liststhe IP Multicast neighbors. For each neighbor are listed
therouter’ s1P address and the number of secondselapsed since
the last routing update was received from this neighbor.
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6.13 TROUBLESHOOTING

Table 6-3 lists troubleshooting methods for problems you might experience when
setting up and using the ipm subsystem.

TABLE 6-3 IP Multicast questions and solutions.

Questions and Solutions

Is |P Multicast forwarding enabled?

Usetheshowcf g command. Thiscommand shows configuration constants. 6.3

Will my virtual interface tunnels work?

Confirm that the virtual interfaces have been properly configured using the 6.7
i nterface-tabl e command. Thevirtual interfaces map to configured
physical interfaces.

When atunnel is configured, make sure that there is aroute to the remote
addressin the IP routing table; otherwise, the |P Multicast packets cannot be sent
over thetunnel. You canusethei p pi ng command to confirm connectivity to
the remote address.

Are |P Multicast packets being sent and received properly?

Look at all three statistics displays to verify that IP Multicast packets are being
sent and received properly. 6.10

1. Type: st at s dvm(showsthe DVMRP protocol statistics)

When the counts for neighbor probes and route reports are increasing, another 6.12
router exists on the network. To find out the IP address of the neighboring '
router, usetheshow- nei ghbor s command.

2. Type: st at s i gnp (shows |GMP message statistics) 6.10
When the counts for total membership reports received are increasing, it

indicates that the hosts are listening for IP Multicast traffic. To list group 6.11
addresses, usetheshow- ncast - gr oups command.

3. Type: st atsrt (showsstatistics of IP Multicast route packets). 6.9

When the counts for packets received/sent are increasing, it indicates that the
PowerHub system is sending and receiving 1P Multicast packets.

Has the Power Hub system heard from any other |P Multicast routers?

Usetheshow- nei ghbor s command. Thiscommand displaysthe address  6.12
of the neighbor and the time since the last route report was received.
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TABLE 6-3 (Continued) IP Multicast questions and solutions.

Questions and Solutions

I

Has the Power Hub received member ship reports on any of its physical interfaces?

Usetheshow- ntast - gr oups command. This command shows the IP 6.11
Multicast group addresses and the time since a report was received from the

group.

Usetheshow- nei ghbor command to seeif any neighbors are known to the
PowerHub system (local router). When you see a neighbor, wait 60 seconds,

then display the route table (r out e- t abl e command) to look for remote 6.12
routes.

Is 1P Multicast traffic being forwarded?

Usethecommand st at s rt todisplay the routing statistics. The “packets 6.10
forwarded” count should increase when the IP Multicast traffic is forwarded.

Isanyonein a given |P Multicast group listening for |P Multicast packets?

When the statistics count of “ packets dropped” (displayed usingthest atsrt  6.10
command) increases, it indicates that no oneislistening on an IP Multicast

group.

The “packets dropped” statistic is maintained globally for al the groups; that is,

the same statistic appliesto all the groups of which the PowerHub system isa

member. If this statistic increases, there is no connection to the remote end of a

tunnel.

Does the PowerHub system have an |P Multicast route for the origin of a |P Multicast packet?

When the PowerHub system does not have alP Multicast route for the originof  6.8.1
alP Multicast packet, the statistic count of “no route to origin” increases. Check
the IP Multicast routing table for the presence of aroute entry.

Why are some |P Multicast packets (such as session directory packets) not being forwarded on a
virtual interface, even when other |P Multicast traffic is being forwarded?

This problem occurs when the TTL value in those packets is lower than the The

configured threshold of the virtual interface. The solution for this problemisto documenta
change the TTL setting in the application to exceed the virtual interface tion for the
threshold. application.
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7 IP RIP Commands

In a routed environment, routers communicate with each other to keep track of
available routes. The PowerHub routing software implements standard RIP (Routing
Information Protocol) for exchanging TCP/IP route information with other routers.

RIP uses User Datagram Protocol (UDP), an industry-standard connectionless
protocol, for sending and receiving packets between the PowerHub system and other
devices.

This chapter describes how to use rip subsystem commands to perform the
following tasks:

» Digplay the current RIP configuration. (See Section 7.5.1 on page 141.)
 Set the control type. (See Section 7.4 on page 140.)

* Set RIP parameters. (See Section 7.6 on page 142.)

» Change RIP parameters. (See Section 7.7 on page 146.)

» Display RIP statistics. (See Section 7.8 on page 147.)

e Clear RIP dtatistics. (See Section 7.8.1 on page 147.)

NOTE: The implementation of RIP used for TCP/IP is different from the RIP used
with IPX. For information about enabling and configuring RIP for IPX, see Chapter 3
in the PowerHub Supplementary Protocols Manual, V 2.6 (Rev C).

7.1 ACCESSING THE RIP SUBSYSTEM

To access the rip subsystem, issue the following command at the runtime command
prompt:

rip

400-1675-0001, Rev C, Issue 1,V 2.6 PowerHub Software Manual



138 IP RIP COMMANDS

/7.2 RIP SUBSYSTEM COMMANDS

CH.7

Table 7-1 lists and describes the rip subsystem commands and their syntax. For
each command, the contral type (VLAN or normal) is listed, management capability
(root or monitor) is listed, as well as the section that contains additional information

about the subsystem commands.

TABLE 7-1 RIP subsystem commands.

Command and Description Control Type* Capability** See...
rip-control-tbl|rco VLAN R 7.6.2
add| a <ifaddr>
[ <parmlist> all y|yes|n|no]
Sets RIP parameters for a specific |P interface address.
rip-control-tbhl|rco del|d <ifaddr> VLAN R 772
Deletes RIP parameters from an IP interface.
rip-control-tbl|rco show s [ <ifaddr>] VLAN RorM 752
Displays the RIP parameters configured for the requested
interface address. If no argument is entered, all entries are
shown.
rip-ctrl-type|rct R 7.4
[normal | n vl an| v]
Sets the control type for the RIP update mechanism.
showcf g| scf [ <seg-!ist>] normal RorM 75.1
Displays the RIP parameters configured on a per-segment
basis.
set| se normal R 7.6.1
<seg-list>all <parmlist>|all
yes|y| no|l n
Set or change RIP parameters for specific segments.
stats|s [-t] VLAN or RorM 7.8
Displays RIP statistics. normal
stats-cl ear|sc VLAN or R 7.8.1
normal

Clears RIP statistics.

*| ndicates whether the command isvalid under the per-segment control type or the per-VLAN control type.

(See Section 7.4 on page 140.)
**R= Root, M= Monitor.
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In addition to the commands listed above, the rip subsystem contains commands for
defining filters and assigning them to specific segments. See Chapter 12 “RIP Filter
Commands’ for information. See Chapter 4 in the PowerHub OSPF Addendum for
information about the rip commands you use to filter traffic between RIP and OSPF.

7.3 OPERATIONAL NOTES

The following sections describe the basic operation of the PowerHub
implementation of RIP.

7.3.1 Convergence

The PowerHub RIP software achieves RIP convergence throughout your network by
behaving as follows:

» The hub sends a RIP request when:
— AnlIPinterfaceis added.
— A segment that has an IP interface configured comes up.
— IPforwarding is enabled (out on al ports).

» The hub sends a regular RIP update two seconds after it sends a RIP request. The
two-second delay allows the hub to accumulate more information.

» The hub sends triggered updates four seconds after:
— A new route is added and made active.
— A currently active route goes down.

The four-second delay is used by the PowerHub software to accumulate information
about the new or down route.

7.3.2 Final RIP Update Sent When IP Forwarding Is Disabled

If you disable IP forwarding, the PowerHub software sends a final RIP update that
advertises the metric for al the hub’s routes as 16, which other networking devices
interpret as “unreachable.” This final update reduces RIP overhead in your network by
preventing other devices from attempting to use the PowerHub system to reach their
destinations.
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/7.4 SETTING THE RIP CONTROL TYPE

Youcanusetherip-ctrl-type command to set the RIP control type to change
the RIP update mechanism.

Every 30 seconds, the PowerHub RIP software generates and sends RIP updates.
These updates are generated and sent on each PowerHub segment, or on each IP VLAN
(subnet), depending on which of the following RIP configuration methods you have

chosen:
Per-segment The software generates and sends a separate RIP update on
each PowerHub segment. A separate update is generated for
each segment.

Per-VLAN (subnet) The software generates one update for each IPVLAN
configured on the hub. The updates are sent on all segmentsin
each VLAN, but the Packet Engine generates only one update
foreach VLAN. WithinaVLAN, theupdateiscopied and sent
on each segment, using the PowerHub’ s efficient broadcast
capabilities.

The per-segment method works well in configurations where few routes are received
by and need to be reported by the PowerHub system. However, if your hub receives and
reports many routes from downstream routers and contains numerous segmentsin its
VLANS, using the per-VLAN (subnet) method can enhance hub performance by reducing
the Packet Engine resources required to generate the updates.

Y ou can configure RIP to use either one of these update methods, but you cannot use
them both on the samehub. Also, the commandsyou useto set and display RIP parameters
differ depending upon the method you choose. If you choose the per-VLAN (subnet)
method, all subnets receive updates, just as they would using the per-segment method.
Subnets configured on single segments are treated as single-segment VLANS by the
software.

Using the per-VLAN method, you can have all segmentsinthe VLAN send the same
RIP updates for that VLAN. If you want to prevent a specific segment inaVLAN from
sending or listening to RIP updates, you must use the per-segment method or apply RIP
filters to the specified segment.

The syntax for this command is:

rip-ctrl-typelrct [normal|n vlan|v]

where:

normal | n Specifiesthat RIP updates are sent on a per-segment basis. Thisis
the default.

vl an|v Specifies that RIP updates are sent on aper-VLAN basis.

If no parameter is used with this command, the current control type is displayed.
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7.5 DISPLAYING THE CONFIGURATION

The command you use to display the RIP configuration depends upon the RIP control
type you have set. (See Section 7.4 on page 140.) Y ou can display the RIP configuration
in effect on the hub by issuing the appropriate command that relatesto the RIP control type
you have chosen:

* If you used the per-segment method (ri p-ctrl -t ype nor mal ) to configure your
PowerHub system to report RIP routes, use the showe f g command.
(See Section 7.5.1.)

* If you used the per-VLAN (subnet) method (ri p-ctrl -type vl an) to configure
your PowerHub system to report RIP routes, use theri p-control -tbl show
command. (See Section 7.5.2.)

7.5.1 Displaying the Configuration for the Per-Segment Method

Use the showcf g command to display the current RIP configuration for segments.
Here is the syntax for this command:

showcf g| scf [ <seg-/ist>]

where:
<seg-list> Specifies the segments for which you want to display RIP
configuration information. Y ou can specify aparticular ssgment or a

comma-separated list of segments. If you do not specify any
segments, information is shown for all of them.

Here is an example of the display produced by this command.

21: Power Hub: ri p# showcfg 1-6
- RIP Configuration --
Port Talk Listen Poison RptStaticRt RptDefaultRt AccptDefaultRt

yes yes no no no no

1

2 yes yes no no no no
3 yes yes no no no no
4 yes yes no no no no
5 yes yes no no no no
6 yes yes no no no no
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7.5.2 Displaying the Configuration for the Per-VLAN Method

Use the rip-control-tbl show command to display the current RIP
configuration for a specified | P interface address.

The syntax for this command is:
ri p-control -tbl|rco show s [ <ifaddr>]
where:

<i faddr > Specifies the I P interface address for which you want to display
parameter information. Y ou can specify a specific IP interface
address or acomma-separated list of addresses. If you do not specify
an IP interface address, information is shown for all of them.

57: Power Hub: ri p# rip-control-tbl show 19.0.0.1
I/ F Addr Talk Listen Poison RptStatic RptDefault AccptDefault

19.0.0.1 yes yes yes yes yes yes

7.6 SETTING RIP PARAMETERS

Using the appropriate command, you can set the following RIP parameters:
e The sending and receiving of RIP packets.
» The RIP response when a route goes down.

» Thereporting of static routes or default routes when the PowerHub software generates
RIP packets.

e The accepting of default routes reported in RIP packets that are received by the
PowerHub system.

Y ou can set these parameters for all segments or individually for specific segments.

NOTES: RIP parameters set up using the per-segment method are universal; they
apply to al entries on a segment. RIP parameters set up using the per-VLAN (subnet)
method are relevant only to that particular |P address.

If you delete an interface from a segment or a VLAN (subnet) that has had RIP
parameters set, then later add another interface to the same segment, the previous RIP
parameters are restored for that segment.
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The command you use depends upon the RIP update method you configured on the
PowerHub system. (See Section 7.4 on page 140.)

 If you chose the per-segment method (ri p-ctrl-type normal ), use the set
command. (See Section 7.6.1.) Thiscommand sets RIP parameters on a per-segment

basis.

 If you chose the per-VLAN (subnet) method (ri p-ctrl-type vl an), use the

ri p-control -t bl

add command.

(See Section7.6.2 on page 144.) This

command sets RIP parameters on a per-VLAN (subnet) basis.

7.6.1 Setting Parameters for the Per-Segment Method

Usetheset command to set RIP parameters on a per-segment basis.

NOTE: Theset command isvalid only when the RIP control typeissettonor mal .
To set the RIP control type, usetheri p-ctrl -type command. See Section7.4
for information about this command.

Hereisthe syntax for theset command:

set|se <seg-/ist>| all

where:

<seg-list>| all

<parmlist>| all

400-1675-0001, Rev C, Issue 1,V 2.6

<parmlist>| all

yes|y | no|n

Specifies the segments for which you want to set RIP parameters.
Y ou can specify a single segment, a comma-separated list of
segments, or a hyphen-separated range of segments. If you specify
al | , the parameters are set for all segments.

Specifies the parameters you want to set. Y ou can specify asingle
parameter or a comma-separated list of parameters. If you specify
al |, al parameters are set for the specified segments. Parameters

are
talk|ta

listen|li

poi son| po

Rpt St ati cRt |

Whether the PowerHub software generates RIP
packets on the segment.

Whether the PowerHub software processes RIP
packets received on the segment.

What happens when a segment with learned
routes on it goes down. If no, the PowerHub
software simply stops reporting the route. |If

y es, the software reports it one more time, but
with ametric (hop count) of 16, which isinfinity
asfar asRIPisconcerned. Thus, other routers
learn immediately that the route is down.

rs

When RIP packets are generated on the segment,
controls whether the PowerHub software reports
the static routesin its route table.
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Rpt Defaul tRt | rd
When RIP packets are generated on the segment,
controls whether the PowerHub software reports
the default route, if any, inits route table.

Accpt Def aul t Rt | ad
When RIP packets are received on the segment,
controls whether the PowerHub software accepts
(learns) a default route that is reported in aRIP
packet.

yes|y | no|n Specifies whether you are enabling (yes) or disabling (no) the
specified parameter(s). The defaultisno for all parameters.

If you have aready set RIP parameters and decide to change the RIP control type
from per-segment to per-VLAN, the PowerHub software provides a warning message
before alowing the change. The change of control type automatically clears the
per-segment RIP parameters from all pertinent tables. The new parameters will be
supplied from one of two sources:

* |If you saved your configuration (in a configuration file), the RIP parameters match
those saved in that file.

« If you have not saved your configuration, the RIP parameters are supplied by system
defaults. In the per-VLAN method, the defaults for all RIP parameters, except the
poi son parameter, is yes. This aso is true if you have not used the
ri p-control-tbl add command.

7.6.2 Setting Parameters for the Per-VLAN Method

You canusetheri p-control -t bl add command to set one or more requested
RIP parameters for an IP interface address and add the information to the RIP update
control table.

NOTE: Therip-control-tbl add command is valid only when the RIP
control typeissettovl an. To set the RIP control type, usetheri p-ctrl-type
command. See Section 7.4 for information about this command.

The syntax for this command is:
rip-control-tbl|rco add|a

<ifaddr> [ <parmlist>all y|yes|n|no]
where:

<i faddr > Specifies the | P interface address for which you want parameter
information added to the RIP update control table.

<parmlist>| al |l Specifieseither acomma-separated list of parametersor al | for all
parameters. Parameters are:

talk|ta Specifies that the PowerHub software adds an
entry to the RIP packets for the specified subnet.

listen|li Specifies that the PowerHub software listens to
RIP packets from the specified IP interface.
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poi son| po When alearned route from the specified IP
interface goes down, specifies one of the
following actions:

e If you specify no, the PowerHub software
stops reporting the route.

« |If you specify y e s, the software reports route
one moretime, but with ametric (hop count) of
16, whichisinfinity asfar asRIPis concerned.
Other routers learn immediately that the route
is down.

Rpt StaticRt|rs
Specifieswhether static routesfor the specified |IP
interface address are reported in RIP packets sent
out the segment containing the interface.

Rpt Def aul t Rt | rd
When RIP packets are generated on the segment,
specifies whether the PowerHub software reports
the default route, if any, inits route table.

Accpt Def aul t Rt | ad
Specifieswhether learned routes for the specified
IP interface address are reported to the RIP
update control table.

NOTE: If the <param | i st > is not entered, all parameters
except poi son aresettoyes.

yes|y no|n Specifies whether you are enabling (yes) or disabling (no) sending
or receiving.

Here is an example of the use of ther i p- cont rol -t bl add command:

56: Power Hub: ri p#rip-control-tbl add 19.0.0.1 ta,li,po,rd,rs,ad y
Ckay
57: Power Hub: ri p#

If you have aready set RIP parameters and decide to change the RIP control type
from per-VLAN to per-segment, the PowerHub software provides a warning message
before alowing the change. The change of control type automatically clears the
per-VLAN RIP parameters from all pertinent tables. The new parameters are supplied
from one of two sources:

* |If you saved your configuration in aconfi g file, the RIP parameters are whatever
was saved in that file.

* If you have not saved your configuration in aconfi g file, the RIP parameters are
supplied by system defaults.

This appliesto all 1P interfaces defined before you changed the RIP control type.
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If you delete a VLAN, the parameters associated with it are removed from al
associated tables. If you add a segment to a VLAN, the new segment adopts the existing
RIP parameters. If you delete a segment from a VLAN, the RIP parameters remain in
effect for those segments still assigned to the VLAN.

/.7 CHANGING RIP PARAMETERS

Y ou can change the RIP parameters in effect on the hub by issuing the appropriate
command:

 If the PowerHub system is configured to report RIP routes using the per-segment
method (ri p-ctrl -type nor mal ), usetheset command. (See Section 7.5.1.)

 If the PowerHub system is configured to report RIP routes on a per-VLAN basis
(rip-ctrl-typevlan),usetherip-control-tbl add
andri p-control -tbl del commands. (See Section7.5.2.)

7.7.1 Changing Parameters for the Per-Segment Method

Use the set command to change the RIP parameters for a specific segment. See
Section 7.6.1 on page 143 for syntax information.

7.7.2 Changing Parameters for the Per-VLAN Method

To change RIP settings for an IP address (whether it spans one or multiple
segments), usetheri p-control -t bl add command to re-add the settings.

To return the RIP settings to the system defaults (listed in Section 7.6.2 on
page 144), issue the following command:

rip-control-tbl|rco del|d <ifaddr>
where:

<i faddr > Isthe IP interface address for which you want to delete RIP control
table entries.

Deleting an interface from the control table forces default values for all parameters
set on that interface.
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7.8 DISPLAYING STATISTICS

The RIP subsystem maintains statistics on RIP packets that it transmits and receives.
Use the st at s command to display statistics. You can display statistics accumulated
since the last system reset, or since the most recent statistics clear.

Here isthe syntax for thest at s command:
stats|s [-t]

where:

-t Displays statistics accumulated since the last system reset. If you do
not use this argument, the statistics accumulated since the last
statistics clear are displayed.

Hereis an example of the information displayed by this command:

54: Power Hub: ri p# stats

RI P Packet Statistics (count since |last stats clear):

Pkt s Rcvd: 199
Pkts Sent: 1185
Requests Rcvd: 0
Responses Rcvd: 199
Requests Sent: 0
Responses Sent: 1185
Rout e Ti neouts: 0
Short Pkts Rcvd: 0
Bad Vers Rcvd: 0
Bad Zeros Rcvd: 0
Bad SrcPort Rcvd: 0
Bad Srcl P Rcvd: 0
Pkts From Sel f: 0
RI P processi ng queue:
Packet s queued: 0
Free entries: 128
RIP route tineout queue:
Entries queued: 0
Free entries: 2048

7.8.1 Clearing Statistics

Use the st at s- ¢l ear command to clear statistics. As soon as this command is
issued, the PowerHub software clears the counters for statistics collected since the last
dtatistics clear. Statistics accumulated since the last system reset are not cleared.
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7.9 OPERATING WITH REDUNDANT PATHS

You can connect two routers in an internetwork to each other by more than one
path. Such a configuration provides redundancy—an automatic backup path in case
either one of the connections fails.

7.9.1 Redundant Paths without Interface Cost

Where redundant paths to the same host exist, the primary path is not always the
best path. RIP software sends routing updates reporting the path with the lowest segment
number, which is 1 in the example in Section 7.10.3 on page 150. In a configuration
where an Ethernet segment has a lower segment number than an FDDI segment,
redundant paths can lead to a situation in which the slower (Ethernet) segment is chosen
over the faster (FDDI) segment. Asaresult, the higher capacity of FDDI is not used.

7.9.2 Redundant Paths with Interface Cost

RIP software uses interface cost in the following ways:
* |t reports directly connected networks with a metric equal to the interface cost.
* |t addstheinterface cost to the metric of routesin the routing table before reporting.

* |t addstheinterface cost to the metric of received routes before entering them into the
routing table.

By specifying the interface cost, routed traffic is forced through a specified
connection and the other connection is used only as a backup. Assign the interface cost
as part of the add-interface command in the IP subsystem, as explained in

Section 5.5.4 on page 80, “Adding an IP Interface.” The default cost for all interfacesis
zero.

/.10 OPERATING WITH VARIABLE-LENGTH SUBNETS

Within an internet site, you generally want to consider an IP address to consist of
two parts, a subnet number and a host number. The division corresponds to a subnet
mask, containing:

» lsinall bit positions in the network number field.
» Osin al bit positions in the host number field.

When you assign an interface address to a PowerHub segment, the routing software
assumes that the segment is physically connected to the subnet that the address
belongs to.
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Unlike other routers, the PowerHub system alows the same IP network number to
be assigned to multiple segments, thus creating avirtual LAN (VLAN). When you create
aVLAN, the software bridges | P packets among like-numbered nets that are connected to
physically distinct segments (assuming that bridging is enabled on these segments).
Routing occurs among subnets with different network numbers.

Variable-length subnetting means the use of subnets that have subnet masks that
differ from the standard Class-A, -B, and -C masks (which are necessarily of different
binary lengths). A longer mask means a smaller subnet. A shorter mask means a larger
subnet. To ensure that variable-length subnetting works properly, PowerHub software
does not allow you to enter variable-length subnets if doing so might lead to ambiguity in
IP addresses.

This feature is useful if you need to connect only a few hosts to one subnet on the
PowerHub system. [f you connect these hosts to a subnet that has a longer mask, you do
not need to allocate an entirely new short-mask subnet. This procedure conserves subnet
numbers and host addresses.

The following sections describe variabl e-length subnetting in detail.

7.10.1 Reporting Subnets

Ambiguity can arise because the RIP protocol has no guidelines for handling
subnets and does not convey subnet information in routing updates. Because of this, the
PowerHub software conveys subnet information to the routing table by ANDing the
subnet address that is being reported with the subnet mask of the interface on which the
update is being sent. This approach works in the presence of equal-length subnets, and
RIP runs properly if all subnets of a network have subnet masks of the same length.
However, its operation becomes unpredictable in the presence of variable-length subnets.

7.10.2 Restrictions on Adding Variable-Length Subnets

The following example illustrates an attempt to set up variable-length subnets, using
the add- i nt er f ace command from the IP subsystem, that could lead to ambiguity
under RIP. See Section 5.5.4 on page 80 “Adding an IP Interface” for further information
on using this command.

interface address subnet mask

32: Power Hub: i p# ai 1] 147.128.128.1 [255. 255.255.0 |

33: Power Hub: i p# ai 2 147.128.128. 66 255.255.255.192

ERROR! Subnet 147.128.128.64 for address 147.128.128.66 and subnet

subnet number 147.128.128.0 configured on port 1 are sanme with reference to the shorter
subnet mask: 255.255.255. 0.

34: Power Hub: i p#
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At command prompt 32, the system administrator adds interface address
147.128.128.1 to segment 1, with a subnet mask of 255.255.255.0. (Note that this is not
the “natural” subnet mask for this class of address.) This command configures a subnet
number of 147.128.128.0, calculated by ANDing the network address 147.128.128.1 with
the subnet mask 255.255.255.0. The host number is the part of the interface address for
which the mask contains Os—in this case 1.

At command prompt 33, the system administrator tries to add interface address
147.128.128.66 on interface 2, with a mask of 255.255.255.192. This configures a subnet
of 147.128.128.64 and a host number of 2. If the PowerHub software were to report
information over segment 1 about subnet 147.128.128.64, connected to segment 2, it
would AND the subnet address 147.128.128.64 with the segment 1 subnet mask
255.255.255.0. This procedure produces the same subnet number, 147.128.128.0, which
has already been configured on segment 1. If the PowerHub software accepted this
configuration, packets traveling between the two segments would be bridged, rather than
routed (because they appear to be on the same subnet). In addition, all broadcast packets
would be forwarded from one network to the other. The PowerHub software therefore
returns an error message.

The problem arises because the shorter subnet mask fails to distinguish between the
two subnets—that is, the subnets are the same with reference to the shorter subnet
mask. You can use variable-length subnets and masks, provided you choose masks that
do not allow this problem to occur, as explained in the following section.

7.10.3 RIP Operation with Valid Variable-Length Subnets

You can use the add- i nt er f ace command in the |P subsystem to create valid
variable-length subnets. Below is an example illustrating valid variable-length subnets
and their reporting by RIP.

See Section 5.5.4 on page 80, “Adding an IP Interface,” for further information on
using thei p add- i nt er f ace command.

Command creates S

subnet ID 147.128.128.0 segments |interface address subnet mask

; 32: Power Hub: i p# ai ‘ 147.128.128.2 [255.255.255.0
Command creates _| 33: Power Hub: i p# ai |2||147. 128. 130. 34| 255. 255. 255. 224
subnet D 147.128.130.32. | | 34. power Hub: i p# ai | 3| 147. 128. 130. 66| 255. 255. 255. 224
35: Power Hub: i p#

Command creates
subnet ID 147.128.130.64. |——
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This example creates the configuration shown in Table 7—2.

TABLE 7-2 Sample IP subnet configuration.

Segment Interface Address Subnet Mask Subnet ID Host ID
1 147.128.128.2 255.255.255.0 147.128.128.0 2
2 147.128.130.34 255.255.255.224 147.128.130.32 2
3 147.128.130.66 255.255.255.224 147.128.130.64 2

These subnets are reported under RIP by ANDiIng the subnet that is being reported
with the subnet mask of the interface on which the update is being sent. The resulting
RIP updates are shown below:

RIP update on segment 1 (for segments 2 and 3)

147.128.130. 32 AND 255. 255. 255. 0 = 147.128. 130. 0

147.128. 130. 64 AND 255. 255. 255. 0 = 147.128. 130. 0

RIP update on segment 2 (for segments 1 and 3)
147.128. 128. 0 AND 255. 255. 255. 224 = 147.128.128.0
147.128. 130. 64 AND 255. 255. 255. 224 = 147.128. 130. 64

RIP update on segment 3 (for segments 1 and 2)
147.128. 128. 0 AND 255. 255. 255. 224 = 147.128.128.0
147.128. 130. 32 AND 255. 255. 255. 224 = 147.128. 130. 32

Not surprisingly, the hosts on subnets that have longer masks (segments 2 and 3)
correctly interpret the host addresses for subnets that have shorter masks (segment 1).
Notice, however, that the longer-mask subnets on segments 2 and 3 are condensed into
one when reported on the interface with the shorter subnet mask (segment 1). The hosts
on the shorter-mask subnet therefore misinterpret the host addresses for the longer-mask
subnets.

Unlike the example in Section 7.10.2 on page 149, this misinterpretation does not
lead to errors. These longer-mask subnets are confused only with each other, not with
the subnet attached directly to segment 1 (147.128.128.0). For instance, a host connected
to segment 1 interprets the address 147.128.130.66 (subnet 147.128.130.64, host number
2) as host 66 on subnet 147.128.130.0. When the host needs to send a packet to this
address, it sends the packet to the PowerHub system. The packet is not traveling between
like-numbered nets, so the PowerHub software cannot bridge it. Instead, after a routing
table lookup, it correctly routes the packet onto segment 3.

For practical purposes, the subnets are now different even in the presence of the
shorter mask 255.255.255.0 on segment 1. This configuration works correctly despite
differencesin subnet mask lengths.
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8 SNMP Commands

The PowerHub software contains an implementation of SNMP (Simple Network

Management Protocol). SNMP uses UDP (User Datagram Protocol), an
industry-standard connectionless protocol used to send and receive packets between a
managed hub and other devices.

This chapter describes the commands in the snmp subsystem and tells you how to

perform the following tasks:

Display the SNMP configuration. (See Section 8.4 on page 155.)
Add an SNMP management community. (See Section 8.6 on page 157.)
Add an SNMP manager. (See Section 8.7 on page 158.)
Delete an SNMP management community. (See Section 8.6.1 on page 157.)
Delete an SNMP manager. (See Section 8.7.1 on page 158.)
Display SNMP packet statistics. (See Section 8.5 on page 156.)
Delete SNMP packet statistics. (See Section 8.5.1 on page 156.)
In addition, this chapter describes how to set up files for use with SunNet Manager

to access the MIBs.

Using a third-party SNMP application, you can access PowerHub MIB

(Management Information Base) objects for information about the hub. The software
contains implementation of standard M1Bs and the PowerHub Proprietary MIB:

See Appendix A for descriptions of the standard M1B objects.
See Appendix B for descriptions of the PowerHub Proprietary MIB objects.
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8.1 SUPPORTED SNMP TRAPS

CH. 8

PowerHub software supports the following standard traps defined in RFC 1157:

 coldStart
* warmStart
* linkDown
 linkUp

 authenticationFailure

PowerHub software does not support Bridge MIB traps or any specific enterprise

traps.

8.2 ACCESSING THE SNMP SUBSYSTEM

To access the snmp subsystem, issue the following command at the runtime

command prompt:
snnp

8.3 SNMP SUBSYSTEM COMMANDS

Table 81 lists and describes the snmp subsystem commands, the management
capability for each command, and the section in this chapter that contains more

information about the command.

TABLE 8-1 SNMP subsystem commands.

Command and Description Capability*  See...

add| a community|c <conmunity-name> [ro|rw] R 8.6

Adds an SNMP management community from which requests can be received.

add| a manager| m R 8.7
<conmuni t y- nane> </ P-addr> [trap]| notrap]

Adds an SNMP manager.

del ete|d community| c <community-nane> R 8.6.1

Deletes an SNM P management community.

del et e| d manager | m <connuni ty- nane> <l P- addr >| al | R 8.7.1

Deletes an SNMP manager.

*R= Root, M=Monitor.
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TABLE 8-1 (Continued) SNMP subsystem commands.

Command and Description

Capability*  See...

showcfg|scf [-1] [ <conmunity-nanme>] RorM 84
Displays the name and access level for SNMP management communities.

stats|s [-t] RorM 8.5
Displays SNMP packet statistics.

stats-cl ear|sc R 85.1

Clears SNMP packet statistics.

*R= Root, M=Monitor.

8.4 DISPLAYING THE SNMP CONFIGURATION

To display the current configuration of communities and managers, use the

showcf g command.
showcf g| scf
where:

[-1]

[ <conmmuni t y- nanme>]

-1 Specifies that managers and trap configurations are to be listed.

<conmuni ty- nanme>
information displayed.

Specifies the community for which you want configuration

When used with no arguments, this command lists only communities and each
community’ s access (the first and second column from the example shown below).

The example that follows illustrates the showcf g command containing both
arguments. It shows the manager and trap configuration for a specific community.

47: Power Hub: snmp# showcfg -1 admin

Access

Manager s

147.128.7.3

not r ap
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8.5 DISPLAYING STATISTICS

CH. 8

The SNMP subsystem maintains statistics on SNMP packets that it transmits and
receives. These statistics are a superset of the corresponding statistics provided in the

SNMP MIB.

The PowerHub software maintains two copies of each SNMP statistics counter:

» Count since last clear.

» Count since last system reset.

To display these statistics, use the following command:

stats|s [-t]

where:

-t

Displaysthe count since the last reset. If thisargument is
not used, the default display isthe count sincethelast clear.

The example that follows shows the st at s command used without the [ -t ]

argument:

50: Power Hub: snmp# stats

SNWP packet statistics (count since last stats clear):

Packets Rcvd: 49086
Bad Version Rcvd: 0
Bad Conm Uses Rcvd:

Bad Type Rcvd:

No Such Nane Rcvd:

Read Onlys Rcvd:

Total vars Req: 4908
Get Req Rcvd:

Set Req Rcvd:

Traps Rcvd:

No Such Name Sent

Read Onlys Sent:

Cet Req Sent:

Set Req Sent:

Traps Sent: 0

[eNeoNeoNeoNoNeoNelNoNoNoNoNe)

Packets Sent:

Bad Conm Nane Rcvd:
ASN Parse Err Rcvd:

Too Big Recvd:

Bad Val ues Rcvd:
Gen Errs Revd:
Total vars Set:
Get Next Req Rcvd:
Get Resp Revd:
Too Big Sent:

Bad Val ues Sent:
CGen Errs Sent:
Cet Next Req Sent:
Cet Resp Sent:

8.5.1 Clearing Statistics

To clear statistics, usethe st at s- cl ear command asin the following example:

51: Power Hub: snnp# st at s-cl ear
Ckay
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8.6 ADDING AN SNMP COMMUNITY

The default system configuration includes the standard default SNMP community,
public, which has read-only access. You can add other communities with the
add conmuni t y command.

Here isthe syntax for theadd conmuni t y command.

add| a communi ty| c <conmunity-nane> [ro|rw]

where:

<conmuni t y- name>  Specifies the community that you want to add.

[ro]rw] Specifiesthe community’ s access asread-only (r o) or read-write
(r w). The default is read-only access.

The example that follows illustrates adding an admi n community with read-write
access.

43: Power Hub: snnp# add community admin rw

The software supports a maximum of eight SNMP communities.

8.6.1 Deleting an SNMP Community

Communities are deleted using the del et e conmuni t y command.
Here is the syntax for this command:

del ete|d community| c <conmunity-name>

where:

<conmuni ty- name>  Specifies the community name you want to delete.

This command deletes both the community name and all managers that have been
associated with it.

The command that followsiillustrates deleting theadmi n community.

44: Power Hub: snmp# del ete community admn
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8.7 ADDING AN SNMP MANAGER

Each community can include up to 16 managers. Managers are added with the
add manager command.

Here isthe syntax for theadd manager command:
add| a manager | m <conmuni ty-nane> </ P-addr> [trap| notrap]

where:

<conmuni t y- nane>  Specifies the community name for which you want to add a
manager.

<l P- addr > Specifiesthe | P address of the manager.

trap| notrap Isan optional flag, indicating whether the manager should receive

traps. If the manager should receivetraps, use (t r ap). If the
manager should not receive traps, use (not r ap). Thedefaultis
not r ap.

In the example that follows, a manager with IP address 147.128.7.3 is added to the
adm n community.

44: Power Hub: snnp# add nmanager admin 147.128.7.3 notrap

8.7.1 Deleting an SNMP Manager

To delete a manager, use the del et e manager command. Here is the syntax for
thedel et e mnager command:

del ete| d manager | m<conmuni ty- nane> <l P- addr >| al |
where:
<communi t y- name>  |sthe community name of the manager which you want to delete.

<l P-addr >| al | Isthe | P address of the manager which you want to delete. If you use
al |, all managersin the community are deleted, but the community
itself remains configured.
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8.8 PREPARING FILES FOR SUNNET MANAGER

If you plan to use SunNet Manager to access the PowerHub MIBs, you must prepare

the following types of files for each MIB:

» Schema.
o Trap.
* OID.
Table 8-2 lists the utilities and the file names in SunNet Manager used to prepare
thesefiles.
TABLE 8-2 SunNet Manager utilities.
File Description Use utility... File name*...
schema A MIB converted from ASN.1 mib2schema <M B- name>.schema
format.
trap Activetrapsfor aparticular MIB. mib2schema <M B- nane>.trap
OID Object Identify file. Trandatesthe build oid <M B- nane>.oid

Object Identifiers used by SNMP
tocommunicateinto theidentifiers
that SunNet Manager understands.

*Where <M B- nane> is the name of the MIB.
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Part 3: Filtering

This part provides a filtering overview and describes the commands you can use to
define rules and associate them with specific segments or interface addresses to control
which packets are sent or received by a segment.

This part contains the following chapters:
Chapter 9:  Bridge Filter Commands

Describes the bridge filtering commands contained in the bridge
subsystem.

Chapter 10: TCP Filter Commands

Describes the TCP filtering commands contained in the tcpstack
subsystem.

Chapter 11: IP Filter Commands
Describesthe I P filtering commands contained in theip subsystem.

Chapter 12:  RIP Filter Commands
Describes RIP filtering commands contained in therip subsystem.
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9 Bridge Filter Commands

Bridge filtering augments the standard bridging algorithms used in the bridging
engine. By defining rules and associating them with specific segments, you can further
control which packets are sent or received by a segment.

Before forwarding a packet, the bridging software checks the packet against
user-defined rules. In general, arule returns avalue of t r ue or f al se by evaluating a
combination of templates that compare a pattern against a specified portion of the packet.
If any rulereturns avalue of t r ue, the software filters out (drops) the packet. If all rules
return avalue of f al se, the software forwards the packet to its destination.

The software checks up to four rules for each packet:

(1) When the packet isreceived on asegment, it is checked against the source rule for
that segment (assigned using the set sour ce_r ul e command).

(2) The source address of the packet is looked up in the bridge table. If it is found
there, and a rule is defined for the source address, the rule for that address is
checked.

(3) Thedestination address of the packet islooked up in the bridgetable. If itisfound
there, the rule for that address is checked.

(4) Beforethe packet istransmitted on asegment, it is checked against the destination
rule for that segment (assigned using theset dest _r ul e command).

All these checks are in addition to the standard bridging algorithm which determines
whether the packet should be forwarded at all.

CAUTION: Bridge filters affect only packets that are bridged between segments, in
either a pure bridging or avirtual-LAN configuration. Bridge filters are not applied to
packets that are routed between segments, or that are generated by or addressed to the
PowerHub system itself. Bridge filters are applied to broadcast packets in a pure
bridging or virtual-LAN configuration.
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Table 9-1 lists the bridge filter commands located in the bridge subsystem. For
each command, the management capability (root or monitor) is listed, as well as the
section that contains additional information about the command.

TABLE 9-1 Bridge filter commands.

Command and Description Capability*  See...

set|se block_lentries|b <seg-/ist> on|off R 9.3.3

Enables or disables blocking of all traffic to and from learned entries on
specified segments.

set|se rule|r <rule-nunk <rul e-statenent > R 9.21
Defines or changesarule. You can define up to 62 rules.

set|se rule|r <rule-nun> del R 9.25
Deletesarule.
set|se source_rule|sr <seg-list> <rul e-nunp| none R 931

Assignsasource ruleto asegment. Whennone isspecified, theruleis
removed from the segment(s). Packetsforwarded from that segment arefiltered.

set|se dest_rule|dr <seg-list> <rul e-nunp| none R 932

Assigns a destination rule to a segment. When none is specified, theruleis
removed from the segment(s). Packets forwarded to that segment are filtered.

set|se tenpl ate|t R 9.11
<t enpl at e- nun® [ - h| - b]
<of fset > <mask( hex)> <conpar at or ( hex) >

Defines or changes atemplate. Y ou can define up to 98 templates.

set|se tenplate|t <tenplate-nunr del R 9.14
Deletes atemplate.
showcfg ports|s RorM 9.23

Shows the rules currently applied to segments.

showcfg rulesj|r RorM 9.2.2
Displays the currently defined rules.

showcfg tenpl ates|t RorM 912
Displays the currently defined templates.

*R= Root, M = Monitor.
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9.1 WORKING WITH TEMPLATES

A template is a user-defined structure that is applied to a packet and returns a value
of true or f al se. You can define up to 98 templates, numbered 1 through 98, each of
which has the following three components (see Figure 9-1):

offset A displacement, in octets, from the beginning of the packet.

The offset must normally be amultiple of 4 in the range 0
through 112 decimal. Four octets, at displacement offset
through offset+3 from the beginning of the packet, are
checked.

mask A 4-byte (32-bit) number, normally specified as eight
hexadecimal digits.

The bytes in the mask are numbered from 0 to 3, starting with
the high-order byte (“big-endian” format). Each bytei of the
mask is ANDed with the octet in the packet at displacement
offset+i to form a 4-byte masked value.

comparator A 4-byte number normally specified as eight hexadecimal
digits. If the masked value equals the comparator, then the
template returnsavalue of t r ue. If it does not equal the
comparator, it returnsavalue of f al se.

Figure 9-1 illustrates how these components are used.

Boctets | Bocets | Boctets | 48-1502 octets L, |4octs|
Destination | Souwce
Prearrisle oroce | i W Data S\ FCS

Fallad

Ii offset

(0-112) 4 actets

eqjuality
masked ~ Check
bE-by-bit @ valie /TN TRUE

logical &MD \ -

mask

COMmparakor

FIGURE 9-1 Use of offset, mask, and comparator in logical filtering template.
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For example, suppose you wanted to check the Ethernet packet type field for a
particular value. Asshown in Figure 9-2, thet ype field consists of two octets beginning
at offset 12. A value of 0800 hex in this field indicates a TCP/IP packet. As shown in
the figure, a template that returnst r ue only for TCP/IP packets has an offset of 12, a
mask of FFFF0000, and acomparator of 08000000.

‘ B actets ‘ G actets ochets

Destination Solrce
Address Adcress type Data 8
}7 offset (12) |“ﬁ/—"
4 octets

ecpualty
masked  check
bE-by-bit @ vale TN THUE

logical AND s

mask | FFFFOOO0

comparator | 08000000

FIGURE 9-2 Template to check for a TCP/IP packet.

Note that when logical filtering is applied to packets to or from FDDI segments, the
values in the source address and destination address fields have already been converted
into canonical format (the same hit ordering as in Ethernet). Also, for packets travelling
between Ethernet and FDDI segments, the header is made when the packet is in Ethernet
format. Therefore, you do not need to define separate templates or rules to accommodate
FDDI.

However, if you want to filter FDDI-to-FDDI traffic you must define and apply
rules that correspond directly to FDDI format even though the source and destination
fields remain in canonical format.

9.1.1 Defining a Template

Usetheset t enpl at e command to define or change a template. Templates are
matched against each packet and return avalue of t r ue or f al se.

Y ou can define 98 different templates. You can use multiple templates in the same
rule, and the same template in more than one rule. A permanently configured template,
template 99, is supplied with the PowerHub software. This template is configured to
aways return at r ue response to packet-to-template comparisons. Thus, any rule that
contains template 99 allows packets to be accepted or dropped.
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Hereisthe syntax for theset t enpl at e command:
set|setenplate|t <tenplate-nuns [-h]|-Db]
<of fset > <mask> <conpar at or >

where:

<t enpl at e- nun>  Specifiesthetemplate number. Y ou can specify any decimal number
in the range from 1 through 98.

-h|-b See description of <of f set >below.

<of fset > Specifies, in decimal format, the offset at which the templateis
applied to each packet. For example, if the offset is 8, thetemplateis
applied to each packet beginning at the ninth byte in the packet.
Alternatively, theset t enpl at e command canusean- hor-b
flag. Thisflag indicates that the mask and comparator are specified
as half-word (2-byte) or single-byte quantities. When using - h, the
offset isan even number in the range 0-126. Whenusing - b, the
offset isany number in therange 0-127. In either case, the software
converts the offset to a multiple of 4 and aligns the given mask and
comparator within an aligned 4-byte field as required.

<mask> Isa2-digit to 8-digit hexadecimal number in the range

00000000-ffffffff.

<conpar at or > Isa2-digit to 8-digit hexadecimal number in the range

00000000-ffffffff.

Table9-2 gives some examples of template definitions. For most template
definitions, only a 2-byte or 1-byte field is pertinent, but a full 4-byte mask and
comparator are defined. Since the offset must be a multiple of 4 bytes, the bytes of
interest must be specified in the appropriate position within an aligned 4-byte value.

TABLE 9-2 Examples of template definitions.
Command Comment
set tenplate 1 0 FFFFFFOO FFFFFFOO Select broadcast packets.
set tenplate 2 0 01000000 01000000 Select broadcast or multicast packets.
set tenplate 3 12 FFFFO000 08000000 Select TCP/IP packet type.
set tenplate 4 24 0000FFFF 00005500 Class A P source network 55,6 (854¢).
set tenplate 5 28 0000FFFF 00005500 Class A IP destination network 55,4 (854¢).
set tenplate 6 32 0000FFFF 00003A3A Select TCP source segment 3A3A.
set tenplate 7 12 FFFFO000 08060000 Select ARP-request packet type.
set tenplate 8 28 O0000FFFF 00000464 Select 3Com name server socket.
set tenplate 9 12 FFFFO000 06000000 Select XNS packet type.
set tenplate 10 12 FFFFO000 809B0000 Select Kinetics EtherTalk.
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TABLE 9-2 (Continued)

CH.9

Examples of template definitions.

Command Comment

set tenplate 11 16 FFO00000 15000000 Select AppleTalk source address 15.

set tenplate 12 16 0O0OFFO000 00220000 Select AppleTalk destination address 22.

set tenplate 13 12 FFFFO000 60040000 Select DEC LAT packet type.

set tenplate 14 12 FFFFO000 60060000 Select DEC DECnet packet type.

set tenplate 1 0 FFFFFFOO FFFFFFOO Select broadcast packets.

set tenplate 2 -b 0 01 01 Select broadcast or multicast packets.

set tenplate 3 -h 12 FFFF 0800 Select | P packet type.

set tenplate 4 -h 26 FFFF 5500 Class A |P source network 5544 (85,().

set tenplate 5 -h 30 FFFF 5500 Class A IP destination network 55;¢ (85,¢).

set tenplate 6 -h 34 FFFF 3A3A Select TCP source segment 3A3A ¢
(2384961).

set tenplate 7 -h 12 FFFF 0806 Select ARP-request packet type.

set tenplate 8 -h 30 FFFF 0464 Select 3Com name server socket.

set tenplate 9 -h 12 FFFF 0600 Select XNS packet type.

set tenplate 10 -h 12 FFFF 809B Select kinetics EtherTalk.

set tenplate 11 -b 16 FF 15 Select AppleTak source address 15.

set tenplate 12 -b 17 FF 22 Select AppleTalk destination address 22.

set tenplate 13 -h 12 FFFF 6004 Select DEC LAT packet type.

set tenplate 14 -h 12 FFFF 6006 Select DEC DECnet packet type.

9.1.2 Displaying a Template

Use the showcf g t enpl at es command from the br i dge subsystem to display

bridge template definitions.
The following example presents the output from this command.

74: Power Hub: bri dge# showcfg tenpl ates
Logical filtering

75: Power Hub: bri dge#

Tenpl at es
Nurmber O f set(dec) Mask(hex) Conparator (hex)
001 000 frffffff 0000ef 2b
002 004 ffff0000 01010000
003 008 fEEfffff 0000ef 4c
004 012 ffff0oo000 08000000
099 004 00000000 00000000
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9.1.3 Changing a Template

To change a template, use the commands found in Section9.1.1 to redefine a
template.

9.1.4 Deleting a Template

Usetheset t enpl at e del command to delete atemplate. Here is the syntax for
this command:

set|se tenplate|t <tenplate-nuny del
where:
<t enpl at e- nun>  Specifies the number of the template you want to delete.

9.2 WORKING WITH RULES

A ruleis alogical expression having template and rule numbers as operands. You
can define up to 62 rules, numbered 101 through 162. In addition to template and rule
numbers, rule expressions can contain the following elements:

& The ampersand denotes the logical AND operation.

| The vertical bar denotes the logical OR operation.

~ The tilde denotes the logical NOT operation (negation).
() Parentheses group operands in a complex expression.

Although the PowerHub bridging software is designed to handle many nested rules,
we recommend that you make your rules as brief as possible.

The software evaluates rules on a packet and may terminate the evaluation of the
packet early, before applying al templates and rules, as soon as it finds out that the
packet should be filtered.

Evaluating a simple rule with one template adds about 5% to the total time required
by the PowerHub software to process a packet. For example, if atypical packet requires
two simple rules to be evaluated, the throughput of the PowerHub in packets per second
(pps) will be about 90% of its rated maximum. If atypical packet requires four rules,
each with two templates to be evaluated, then the throughput is approximately 0.958 or
66% of its rated maximum.

9.2.1 Defining a Rule

After you define individual templates, you need to define rules that use those
templates. You can apply rules to source (incoming) or destination (outgoing) packets.
When arule evaluatesto t r ue, the packet being evaluated by the ruleisfiltered out.

Use the set rul e command to define (or change) a rule. Each rule consists of
template numbers joined by the logical operators &, | , or ~ (defined in Section 9.2).
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Use parentheses to group template numbers and logical operators. You can have up
to eight levels of parentheses. The maximum total number of characters for a rule,
including blanks, is 64. Hereisthe syntax for theset r ul e command:

set|se rule|r
where:

<rul e- nunr

<rul e- nun> <rul e- st at enent >

Specifies the rule number. Specify a number in the range from 101

through 162.

<rul e- st at enent > Specifies the templates and the logical operators that make up the

rule.

Table 9-3 shows some simple examples of rule definitions. These rules are based

on the template examples shown in Table 9-2.

TABLE 9-3 Examples of rule definitions.

Command Definesrulesto filter out...
set rule101(1&8&9) 3Com name server broadcast.
set rule102 3|9 TCP/IP or XNS packets.
set rule103(3&(4]5)) IP network address 55.
set rule10410&11 AppleTalk source address 15.

set

rule 10510 &12

AppleTalk destination address 22.

set

rul e 106 ~(104| 105)

AppleTalk source address 15 or destination
address 22.

set

rulel1071&13

LAT broadcast packets.

set

rul e 108 7| 14

DECnet or ARP packets.

9.2.2 Displaying a Rule

Use the showcf g rul es command from the bridge subsystem to display bridge
rule definitions. In the example that follows, the rule numbers are listed under Nunber .
The templates that make up the rule are listed under Descri pti on.

Rul es
Nurber
101
102
103
104
105
163

76: Power Hub: bri dge# showcfg rul es

Descri ption
(1&2)

(11 3)

(1&4)

(3&4)

(312)

99

77: Power Hub: bri dge#
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9.2.3 Displaying the Rules Attached to a Segment

Issue the showcf g ports command from the bridge subsystem to display the
rules attached to a segment. Here is an example of the display produced by this
command. Thefields are described below the example.

78: Power Hub: bri dge# showcfg ports

Port configuration
Por t Source-rule Dest-rule Block-learned-entries
1 105 none no
2 101 none yes
3 none 105 no
4 none none no
5 none 102 no
6 103 none no
7 none none no
8 101 none yes
9 none none no
10 none 104 no
11 none none no
12 102 none no

79: Power Hub: bri dge#

Por t Indicates the segment numbers on the PowerHub system.

Sour ce- Rul e Indicates the source rule assigned to the specified segment. Source
rulesevaluate each packet according to the packet’ s source address.
(See Section 9.3.2 on page 172.)

Dest- Rul e Indicates the destination rule assigned to the specified segment.
Destination rules eval uate each packet according to the packet’s
destination address. (See Section 9.3.2 on page 172.)

Bl ock-1 earned-entries
Indicates whether learned entries are blocked. |n this column,
“yes” means blocking is enabled, and “no” means blocking is
disabled. By blocking learned entries, you can secure your network
from forwarding to or from receiving addresses that are learned.
(See Section 9.3.3 on page 173.)

9.2.4 Changing a Rule

To change templates in a rule, use the commands in Section 9.2.1 on page 169 to
redefine the templates contained in the rule.

9.2.5 Deleting a Rule

Use the set rul e del command to delete a rule. Here is the syntax for this

command:
set|se rule|r <rule-nunr> del
where:
<rul e- nunp Specifies the rule number you want to delete.
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9.3 APPLYING RULES TO SEGMENTS

When you apply a rule to a segment, the PowerHub system filters bridge packets
according to the templates contained in the rule you apply. You can further define how
the PowerHub software filters bridge packets by specifying that the software filter
packets according to their source or destination.

If the rule evaluation for a packet istrue, the packet is dropped.

NOTE: You can assign only one source rule and one destination rule to a segment. |If
you assign arule to asegment that already has arule, the new rule replaces the old one.

9.3.1 Source Rule

Usethe set source_rul e command to assign a source rule to a segment. The
PowerHub software uses the source rule to evaluate every packet received on the
specified segments. If therule evaluatestot r ue for a packet, the packet is dropped.

Here is the syntax for this command:

set|se source_rule|sr <seg-list> <rul e-nunp| none

where:

<seg-list> Specifies the segments for which you want to assign the
sourcerule. Packetsreceived on any of these segmentsare
evaluated according to the specified rule.

<rul e- nunr| none Specifiesthe rule number you want to assign as the source

rule for the specified segments. If you specify none, no
sourceruleis used to filter incoming bridge packets. The
defaultisnone.

9.3.2 Destination Rule

Usethe set dest _rul e command to assign a destination rule to a segment. The
PowerHub software uses the destination rule to evaluate every packet that is to be
forwarded onto the specified segments. If the rule evaluates to t r ue for a packet, the
packet is dropped.

Here is the syntax for this command:

set|se dest _rule|dr <seg-Iist> <rul e-nune| none

where:

<seg-list> Specifies the segments to which you want to assign the
destination rule. Packets to be sent on any of these
segments are evaluated according to the specified rule.

<rul e- nunr| none Specifies the rule number you want to assign as the

destination rule for the specified segments. If you specify
none, no destination ruleis used to filter outgoing bridge
packets.
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9.3.3 Blocking Learned Entries

If you want to secure your network from forwarding to or receiving from addresses
that are “learned,” use the set bl ock Il entries command. You can use this
command to automatically block all packets forwarded without permanent entries in the
bridge table from or to the specified segments.

Here is the syntax for this command:

set|se block lentries|b <seg-/ist> on|off

where:

<seg-1list> Specifies the segments for which you want to set blocking of learned
entries. Y ou can specify asingle segment, acomma-separated list of
segments, or a hyphen-separated range of segments.

on| of f Specifies whether you are enabling or disabling blocking. The

defaultisof f .

When learned entries are blocked, packets can be forwarded only to destinations that
have permanent entriesin the bridge table.

9.4 APPLYING RULES TO ADDRESSES

Aswell as applying rules to segments, bridge rules can be assigned to static entries
added to the bridge table. The MAC-address is used in the bridge table for source and
destination addresses, and these MAC addresses can have bridge rules assigned to them
using theset node command.

For discussion about theset node command, Section 2.9.2 on page 38.
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10 TCP Filter Commands

The tepstack subsystem contains commands for defining TCP filters. These filters
let you select or discard TCP and UDP packets sent to the PowerHub system. Filtering is
used to restrict:

» Management (TELNET and SNMP) access to the hub.
 Acceptance of routing (RIP) updates.

The filtering process is based on a combination of source address and TCP/UDP
destination segments. The protocol and the destination segments can be expressed as
“well-known” names or numbers from RFC 1340 (Assigned Numbers RFC). These
“well-known” names are listed in Appendix F.

This chapter describes the commands used for TCP filtering:
» DefineaTCPfilter. (See Section 10.1 on page 176.)
» Display aTCP filter. (See Section 10.3 on page 178.)
e Change a TCP filter. (See Section 10.2 on page 177.)
» Deletea TCPfilter. (See Section 10.4 on page 179.)
« Apply multiplefilters. (See Section 10.5 on page 179.)

Table 10-1 lists the TCP filter commands located in the tcpstack subsystem. For
each command, the management capability (root or monitor) is listed, as well as the
section in this chapter that contains additional information about the command.
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TABLE 10-1 TCP filter commands.

Command and Description Capability*  See...

tcp-filter|tcf add|a R 10.1
<fil nun> accept| a| di scard| d
<srcaddr>| any <srcnmask> <protocol > <dstport>

Definesa TCP filter.

tcp-filter|tcf shows <filter-list>all RorM 10.3
Displaysa TCPfilter.

tcp-filter|tcf chng|c R 10.2
<fil nun> accept| a| di scard| d
[<srcaddr> <srcnmask> [<protocol > <dstport >]]

Changes a TCP filter.

tcp-filter|tcf del|d <filter-list>|all R 10.4
Deletesa TCP filter.

*R= Root, M= Monitor

10.1 DEFINING A FILTER

Usethetcp-filter add command to define a TCP filter. This command defines
the set of conditions used to filter an incoming packet addressed to the PowerHub
system. Filtering is performed by matching these conditions with the contents of the
packet.

Here is the syntax for this command:
tcp-filter|tcf add|a

<fil nunm> accept|a| di scard|d

<srcaddr>| any <srcmask> <protocol > <dstport>
where:

<fil nunp Specifies the filter number. Y ou can specify a number in the range
from 1 through 32.

accept| al di scard| d
Specifies what the software does with a packet when the TCP rule
applied to it evaluatestot r ue:

« If you specify accept, the software accepts only packets
matching thisfilter. All other packets are discarded.

 If you specify di scar d, the software discards packets matching
thisfilter. All other packets are accepted.

400-1675-0001, Rev C, Issue 1,V 2.6 PowerHub Software Manual



SEC. 10.2 CHANGING A FILTER 177

<srcaddr>| any <srcnask>

The portion of the packet’ s source address specified by <sr crmask>
is matched with <sr caddr >. Significant bitsin the mask are 1s.
The source address in the packet and <sr caddr > in thefilter are
ANDed with <sr cnask> when the addresses are matched.

The source address a so can be the keyword any. Themask 0.0.0.0
should be used with any. This combination forces all packetsto
match.

<pr ot ocol > Specifies whether the packets that are matched against the rule are
TCP packets or UDP packets. Specifyt cp orudp.

<dst seg> Specifies a“well-known” protocol name (for example, t el net ,
rlogin,rip, snp)oratcp orudp port number. These
protocol names and segment numbers are listed in RFC 1340
(Assigned Numbers RFC). For alisting of the well-known protocol
names that the PowerHub system recognizes, see Appendix F.

Here are some examples of how to use this command to define accept or discard
filters for specific routers. In the first example, two filters are defined to ensure that the
PowerHub software accepts RIP packets only from the two sources specified in the
filters. All other RIP updates are discarded by these filters.

22: Power Hub: tcpstack# tcf add 1 accept 147.128.128.200 255.255.255.255 udp rip
23: Power Hub: tcpstack# tcf add 2 accept 147.128.128.101 255. 255. 255. 255 udp rip

The following example shows how to define filters to block RIP updates received
from two specific routers:

24: Power Hub: tcpstack# tcf add 1 discard 147.128.128.200 255. 255. 255. 255 udp rip
25: Power Hub: t cpstack# tcf add 2 discard 147.128.128.101 255. 255. 255. 255 udp rip

10.2 CHANGING A FILTER

Usethetcp-filter chng command to change afilter definition. The arguments
for this command are the same as those used with thet cp-fil t er add command. See
Section 10.1 for a description of these arguments.

The following examples illustrate the t cp-filter add andtcp-filter chng
commands.

Filter 2 causes all TELNET packets received from network address 130.150.0.0 to
be discarded. This means that hosts located on the 130.150.0.0 network do not have
TELNET access to the PowerHub system.

22: Power Hub: t cpstack# tcf add 2 discard 130.150.0.0 255.255.0.0 tcp tel net
23: Power Hub: t cpst ack#
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Filter 3 prohibits host 192.100.200.33 from accessing the SNMP agent on the
PowerHub system. Note that the complete source address is matched here.

23: Power Hub: t cpstack#: tcf add 3 discard 192.100. 200. 33 255. 255. 255. 255 udp snnp
24: Power Hub: t cpst ack#

Filters 4, 5 and 6 accept TELNET access to the PowerHub system by the specified
hosts and nets:

24: Power Hub: t cpstack# tcf add 4 accept 192.9.200. 33 255. 255. 255. 255 tcp tel net
25: Power Hub: tcpstack# tcf add 5 accept 192.9.100.0 255.255.255.0 tcp tel net
26: Power Hub: t cpstack# tcf add 6 accept 150.1.0.0 255.255.0.0 tcp tel net

27: Power Hub: t cpst ack#

Access is alowed to host 192.9.200.33, and to all hosts on networks 192.9.100.0
and 150.1.0.0. TELNET packets from other hosts and nets are discarded.

Filters 11 and 12 cause the PowerHub software to accept RIP updates only from
routers on networks 140.10.0.0 and 220.22.1.0:

27: Power Hub: t cpstack# tcf add 11 accept 140.10.0.0 255.255.0.0 udp rip
28: Power Hub: t cpstack# tcf add 12 accept 200.22.1.0 255.255.255.0 udp rip
29: Power Hub: t cpst ack#

All other RIP packets are discarded, as are al other TCP and UDP packets
addressed to the hub.

To accept RIP updates from network 170.77.0.0 rather than 140.10.0.0, use the
tcp-filter chng command:

29: Power Hub: t cpstack# tcf chng 11 a 170.77.0.0 255.255.0.0

10.3 DISPLAYING A FILTER

Usethetcp-filter showcommand to display a TCP filter. Here is the syntax
for this command:

tcp-filter|tcf shows <filter-/ist>|all
where:

<filter-1list>| all Specifiesthe filtersyou want to display. Y ou can specify a
single filter number, a comma-separated list of filter
numbers, or a hyphen-separated range of filter numbers.

If you specify al |, all currently defined TCP filters
are displayed to display all filters.

400-1675-0001, Rev C, Issue 1,V 2.6 PowerHub Software Manual



SEC.10.4 DELETING AFILTER 179

10.4 DELETING A FILTER

Usethetcp-filter del command to delete a TCP filter. Here isthe syntax for
this command:

tcp-filter|tcf del|d <filter-list>|all
where:

<filter-1list> all Specifies the filters you want to delete. Y ou can specify a
single filter number, a comma-separated list of filter
numbers, or a hyphen-separated range of filter numbers.

If you specify al | , al currently defined TCP filters are
deleted.

10.5 APPLYING MULTIPLE FILTERS

If you define more than one TCP filter, filters are applied in the order in which they
aredefined. The following rules determine how filters are applied:

» Thefiltering process stops at the first match of an incoming packet with afilter, and
the packet is accepted or discarded according to the matching filter.

o If al filters are accept filters and there is no match, the incoming packet is
discarded.

o If dl filters are di scard filters and there is no match, the incoming packet is
accepted.

* If you define both accept filters and di scar d filters and there is no match, the
incoming packet isdiscarded. To change this behavior, define the last filter (number
32) asanaccept filter that matches all packets.
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11 IP Filter Commands

The process of configuring the PowerHub system for IP filtering is similar to the

bridge filtering process described in Chapter 9.

This chapter describes the commands in the ip subsystem used to configure the

PowerHub system for IP filtering and tells you how to perform the following tasks:

Display the rules currently applied to segments. (See Section 11.3.2 on page 190.)
Display the currently defined rules. (See Section 11.2.2 on page 189.)
Display the currently defined templates. (See Section 11.1.2 on page 185.)
Define atemplate. (See Section 11.1.1 on page 183.)

Definearule. (See Section 11.2.1 on page 188.)

Add atemplateto arule. (See Section 11.2.1 on page 188.)

Change atemplate definition. (See Section 11.1.3 on page 185.)

Change arule definition. (See Section 11.2.3 on page 189.)

Delete atemplate from arule. (See Section 11.2.4 on page 189.)

Delete atemplate. (See Section 11.1.4 on page 187.)

Apply aruleto asegment. (See Section 11.3 on page 190.)

Remove arule from a segment. (See Section 11.3.3 on page 191.)

Display IPfiltering statistics. (See Section 11.4.1 on page 197.)

Clear IPfiltering statistics. (See Section 11.4.2 on page 198.)
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Table 11-1 lists the IP filter commands, located in the ip subsystem. For each
command, the management capability (root or monitor) is listed, as well as the section
that contains additional information about the command.

TABLE 11-1 IP filter commands.

Command and Description Capability*  See...

ip-fil-acs-ctrl|ifa add|a R 1131
<seg-list> all src|dst <rule>

Applies arule to segment.

ip-fil-acs-ctrl|ifa showls <seg-list>all [-r|]-a] RorM 11.3.2
Shows the rules currently applied to the specified segment(s).

ip-fil-acs-ctrl|ifa del|d <seg-list>all src|dst R 11.3.3
Removes the rule assignments from the specified segment(s).

ip-fil-rule|lifr add|la <rule> <tenplate-Iist>|all R 11.2.1
Adds the specified templatesto arule.

ip-fil-rule]ifr show s <rule-list>|all RorM 11.2.2
Displays the currently defined rules.

ip-fil-rule]lifr chng|c <rule> <tenplate-list>|all R 11.2.3
Changes the templates contained by a specified rule.

ip-fil-rule|lifr del|d <rule> <tenplate-Iist>|all R 11.2.4
Deletes the specified templates from arule.

ip-fil-stats|ifs show s <tenplate-list>all [-t] RorM 11.4.1
Displays template statistics.

ip-fil-stats]ifs clear|c [<tenplate-list> all] R 11.4.2
Clearstemplate statistics.

ip-fil-tenplate|ift add|a R 1111
<tenpl ate> forward]| f| bl ock|b
<srcaddr| any> <srcnask> <dstaddr>| any <dstmask>
[ <protocol>| al | [ <operator> <dstseg>]]

Defines atemplate.

ip-fil-template|ift show s <tenplate-list>|all RorM 11.1.2
Displays the specified template(s).

*R= Root, M= Monitor.
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TABLE 11-1 (Continued) IP filter commands.

Command and Description Capability*  See...

ip-fil-tenplate|ift chng|c R 11.1.3
<tenpl ate> forward|f| bl ock|b

[ <srcaddr>| any <srcnmask> <dstaddr>| any <dst nask>
[ <protocol > al | [ <operator> <dstseg>]]]
Changes the definition of atemplate.

ip-fil-tenplate|ift del|d <tenplate-list>]|all R 1114
Deletes the specified template(s).

*R= Root, M= Monitor.

11.1 WORKING WITH TEMPLATES

A template defines a set of conditions used to filter a packet. Filtering is performed
by matching these conditions with the contents of the packet. If the bytes in the packet
match the template's pattern, the result of the comparison ist r ue, and the packet is
either forwarded or blocked, depending upon the template definition.

You can filter packets according to a specific source or destination IP address or a
specific high-level protocol such as UDP or ICMP. You can even block or accept all
TCP connection requests regardless of the higher-level protocol.

Y ou can define up to 256 different templates. When you add the templatesto arule
definition, they are evaluated in the order in which they were added to the rule definition.
The number you assign to atemplate makes no differencein how it isused by arule.

11.1.1 Defining a Template

Usethei p-fil -tenpl at e add command to add atemplate. Y ou can define up
to 256 templates. Filtering does not actually take place until the templates are
incorporated into arule and the rule is attached to a segment.

NOTE: If you need to build afirewall to block out all TCP packets, you can specify
t cp for the <pr ot ocol > argument and conr eq for the <oper at or > argument.

Hereisthe syntax for thei p-fi |l -t enpl at e add command:
ip-fil-tenplate|ift add|a <tenplate>
forward]| f| bl ock| b
[ <srcaddr>| any <srcnask> <dstaddr>| any <dstnmask>
[ <protocol >| al | [ <operator> <dstseg>]]]
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where:

<t enpl at e>

CH. 11

Specifies the template number. Y ou can specify any number from 1
through 256.

forward]| f| bl ock| b

Specifies whether packets matching the template are forwarded or
blocked:

 If you specify f or war d, the PowerHub software forwards only
packets matching thistemplate. All other packets are blocked.

 If you specify bl ock, the PowerHub software blocks packets
matching this template. All other packets are forwarded.

<srcaddr>| any <srcnask>

The portion of the packet’ s source address specified by <sr cnmask>
is matched with <sr caddr >. Significant bitsin the mask are 1s.
The source address in the packet and <sr caddr > in thefilter are
each ANDed with <sr cnas k> before the addresses are matched.

If you specify any for the <sr caddr >, dso specify 0. 0. 0. O for
the <sr cnask> in order to force all packets to match the template.

<dst addr >| any <dst nmask>

<protocol >| al |

400-1675-0001, Rev C, Issue 1,V 2.6

The portion of the packet’ s destination address specified by

<dst mask>ismatched with <dst addr >. Significant bitsin the
mask are 1s. The destination addressin the packet and <dst addr >
inthefilter are each ANDed with <dst nask> before the addresses
are matched.

If you specify any for the <dst addr >, then aso specify
0. 0. 0. O for the <dst nask>. Thiscombination forcesall
packets to match the template.

Specifiesthetype of packetsthat need to befiltered. Y ou can specify
an arbitrary 1P protocol number in the range 1-255 or a protocol
name. Thefollowing five protocols are the only ones the PowerHub
system recognizesby name: i p,i cnp,ospf,tcp,orudp. If
you want to specify a protocol that is not one of the five recognized
by name, enter that protocol’ snumber. If you specify al | , thefilter
looks for al protocols other than the ones we currently accept. The
defaultisal | .

The protocol names and IP protocol numbers are listed in RFC 1340.
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<oper at or > <dstseg>

Allowed only if the <pr ot ocol >fieldist cp orudp. The
<oper at or > isone of the following logical operators:

Operator... Means...

= Equal to.
~= Not equal to.
< Less than.

> Greater than.

conreq Connect request. Connect request isvalid only if
<pr ot ocol >isspecifiedast cp.

NOTE: If you specify conr eq, all TCP packets are forwarded or blocked, regardless
of the higher-level protocoal.

The <dst seg> is either a“well-known” protocol name (for
example, t el net,rlogin,rip,sntp,ftp)oranarbitrary
TCP or UDP port number intherange 1- 65535. These protocol
names and port numbers are commonly referred to as “well-known
ports’ because each protocol has a specific port on which it usualy
isreceived. Well-known ports are listed in Appendix F. For more
information about well-known ports, see RFC 1340.

11.1.2 Displaying a Template

Use the i p-fil-tenpl ate show command to display a template definition.
Here is the syntax for this command:

ip-fil-tenmplate|ift show| s <tenplate-list>|all

where:

<tenpl ate-list>| all

Specifiesthetemplate(s) you want todisplay. If you specifyal | , all
currently defined templates are displayed.

11.1.3 Changing a Template

Use the i p-fil -tenpl ate chng command to change a template definition.
Here is the syntax for this command:

ip-fil-tenmplate|ift chng|c <tenplate> forward|f| block|b
[ <srcaddr>| any <srcmask> <dstaddr>| any <dstnask>
[ <protocol > al | [ <operator> <dstseg>]]]
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where:
<t enpl at e> Specifies the template number.
forward]| f]| bl ock|b

Specifies whether packets matching the template are forwarded or
blocked:

 If you specify f or war d, the PowerHub software forwards only
packets matching thistemplate. All other packets are blocked.

« |If you specify bl ock, the PowerHub software blocks packets
matching thistemplate. All other packets are forwarded.

<srcaddr>| any <srcnmask>
The portion of the packet’ s source address specified by <sr crmask>
is matched with <sr caddr >. Significant bitsin the mask are 1s.
The source address in the packet and <sr caddr > in thefilter are
each ANDed with <sr crmas k> before the addresses are matched.

If you specify any for the <sr caddr >, you should also specify
0. 0. 0. O for the <sr cnask>. Thiscombination forcesall
packets to match the template.

<dst addr>| any <dstnmask>
The portion of the packet’s destination address specified by
<dst mask>ismatched with<dst addr >. Significant bitsin the
mask are 1s. The destination addressin the packet and <dst addr >
in thefilter are each ANDed with <dst mask> before the addresses
are matched.

If you specify any for the <dst addr >, thenaso specify 0. 0. 0. 0
for the <dst mask>. This combination forces all packets to match
the templ ate.

<pr ot ocol > Specifiesthetype of packetsthat need to befiltered. Y ou can specify
an arbitrary IP protocol number in the range 1-255 or a protocol
name. Thefollowing five protocols are the only onesthe PowerHub
systemrecognizesby name:i p,i cnp,ospf ,t cp,orudp. Ifyou
want to specify a protocol that is not one of the five recognized by
name, enter that protocol’s number. If you specify al | , thefilter
looks for al protocols other than the ones the PowerHub software
currently accepts. Thedefaultisal | .

The protocol names and IP protocol numbers are listed in RFC 1340
(Assigned Numbers RFC).
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<oper at or > <dstseg>

Allowed only if the <pr ot ocol >fieldist cp orudp. The
<oper at or > isone of the following logical operators:

Operator... Means...

= Equal to.

~= Not equal to.
< Less than.

> Greater than.

conreq Connection request. This operator isvalid only if
<pr ot ocol > isspecified ast cp.

NOTE: If you specify conr eq, al TCP packets are forwarded or blocked, regardless
of the higher-level protocoal.

The <dst seg> iseither a“well-known” protocol name (for
example, t el net,rlogin,rip,sntp,ftp)oranarbitrary
TCP or UDP port number in therange 1- 65535. These protocol
names and port numbers are commonly referred to as “well-known
ports’ because each protocol has a specific port on which it usually
isreceived. Well-known ports are listed in Appendix F. For more
information about well-known ports, see RFC 1340.

11.1.4 Deleting a Template

Use thei p-fil-tenpl ate del command to delete a template. Here is the
syntax for this command:

ip-fil-tenmplate|ift del|d <tenplate-Iist>| all
where:

<tenpl ate-1ist>| all
Specifies the template(s) you want to delete. If you specify al | , all
currently defined templates are deleted.
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11.2 WORKING WITH RULES

A rule consists of an ordered list of templates that are used to filter a routed packet.
If a rule contains more than one template, the following principles determine how the
templates are applied:

» The filtering process stops at the first match of the packet with a template, and the
packet is forwarded or blocked according to the matching filter. The templates are
applied in the order in which they were added to the rule, beginning with the template
that was added first. When you add templates to a rule, make sure to add them in
decreasing order of precedence.

 If dl templatesaref or war d templates and there is no match, theincoming packet is
blocked.

 If al templates are bl ock templates and there is no match, the incoming packet is
forwarded.

» If arule contains both f or war d templates and bl ock templates and there is no
match, the packet isblocked. To change this behavior, define the last template added
totheruleasaf or war d filter that matches all packets.

Filtering takes place when the rule is assigned to a segment using the
i p-fil-acs-ctrl command.

11.2.1 Defining a Rule

Usethei p-fil-rul e add command to define arule. You can define up to 64
rules. Each rule can contain one or more templates, and you can use the same template in
more than one rule.

When aruleis applied to a packet, the templates in the rule are matched against the
packet, in the order in which you listed them in the rule. Because of this, it’s important
to decide the sequence in which you want templates applied to a packet before you define
the rule. For example, suppose rule 1 is defined with templates 5 and 3, in that order.
When the rule is applied to a packet, template 5 is matched against the packet, then
template 3. If template 5 is defined to block the packet, but template 3 is defined to
accept the packet, the packet is blocked, not accepted.

Here isthe syntax for thei p-fi | - rul e add command:

ip-fil-rule|lifr add|a <rule> <tenplate-Ilist>|all

where:

<rul e> Specifies the rule number. Y ou can specify a number in the range
1-64.

<tenpl ate-1ist>| all

Specifiesthe templates you are adding to therule. Y ou can specify a
single template, a commarseparated list of templates, or a
hyphen-separated range of templates.

If you specify al | , al currently defined templates are added to the
rule.
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11.2.2 Displaying a Rule

Usethei p-fil -rul e showcommand to display the definition of arule. Hereis
the syntax for this command:

ip-fil-rule|lifr show s <rule-list> all
where:

<rule-list>] all Specifiesthe rule(s) youwant to display. You can specify asingle
rule, acomma-separated list of rules, or a hyphen-separated range of
rules. If you specify al | , al currently defined rules are displayed.

The normal response to thei p-fil-rul e show command is the appearance of
thelist of rules.

If you attempt to display an undefined rule by number, an empty list is displayed.
11.2.3 Changing a Rule

Usethei p-fil-rul e chng command to change a rule's definition. Hereis the
syntax for this command:

ip-fil-rule|lifr chng|c <rule> <tenplate-|ist>| all
where:
<rul e> Specifies the rule number.

<tenpl ate-list>|all

Specifies the templates you want in the rule. Enter templatesin the
order in which you want them to be applied to each packet. If you
specify al | , al currently defined rule definitions are changed.

11.2.4 Deleting Templates from a Rule

Usethei p-fil -rul e del command to delete templates from arule. Hereisthe
syntax for this command:

ip-fil-rulelifr del|d <rule> <tenplate-Iist>|all
where:
<rul e> Specifies the rule number.

<tenpl ate-1ist>| all

Specifies the templates you want to delete from the rule. You can
specify asingletemplate, acomma-separated list of templates, or the
keyword al | . If you specify al | , al currently defined templates
are deleted from the specified rule.
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11.3 APPLYING RULES TO SEGMENTS

When you apply a rule to a segment, the PowerHub software filters IP packets
according to the templates contained in the rule you apply. You further define how the
hub filters 1P packets by specifying that the hub filter packets according to their source or
destination.

Sourcerule Evaluates each packet according to the packet’ s source
address.

Destination rule Evaluates each packet according to the packet’ s destination
address.

If the rule evaluation is true, packets are discarded or forwarded, depending upon
the rule definition.

11.3.1 Attaching a Rule to a Segment

To apply a rule, you must attach it to one or more segments. A routed packet is
filtered if a source rule has been applied to the incoming segment or adestination rule has
been applied to the outgoing segment.

Usetheip-fil-acs-ctrl add command to attach a rule to a segment. Only
one source rule and one destination rule can be attached to a segment. You cannot
specify alist or arange of rule numbers.

Hereisthe syntax for this command:

ip-fil-acs-ctrl|ifa add|a <seg-list> all src|dst <rule>
where:
<seg-list> all  Specifiesthesegmentstowhichyouwant to attach the specified rule.

Y ou can specify a single segment, a comma-separated list of
segments, or a hyphen-separated range of segments.

If you specify al | , theruleis assigned to all segments.

src| dst Specifies whether the rule is applied to incoming packets(sr c¢) or
outgoing packets (dst ).

<rul e> Specifies the rule you are assigning to the specified segment(s).

11.3.2 Displaying the Rules Attached to a Segment

Use theip-fil-acs-ctrl show command to list the source and destination
rules attached to a segment. Here is the syntax for this command:

ip-fil-acs-ctrl|ifa show s <seg-/ist>all [-r]-a]
where:
<seg-/ist>all  Specifiesthe segmentsfor which you want to display the source and

destination rules. Y ou can specify a single segment, a
comma-separated list of segments, or a hyphen-separated range of
segments. If you specify al | , therulesfor al segments are listed.
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[-r]-a] Optionally displays the definitions of the rules or templates:
-r Displaysthe rule definitions.
-a Displays rule and template definitions.

11.3.3 Removing a Rule from a Segment

Use theip-fil-acs-ctrl del command to remove a rule from a segment.
You do not need to specify the rule number; instead, specify whether the source or
destination rule isto be removed.

Here is the syntax for this command:

ip-fil-acs-ctrl|ifa del|d <seg-/ist> all src|dst

where:

<seg-list> all  Specifiesthe segmentsfrom which you want to remove the source or
destination rule.
If you specify al | , the source or destination rules are removed from
all segments.

src| dst Specifies whether you are removing the sourcerule (sr c) or the

destination rule (dst ).

11.3.4 Source Rules

IP source rules filter IP packets received on a segment, regardless of the segment
they are to be forwarded on.

The sections that follow will provide examples of how you can use IP source filters.
11.3.4.1 Block Remote Logins

The following command examples show how to define source rules to block all
incoming remote logins.

The example that follows is based on configuration 1.
Segment 1. Connected to backbone network 192.9.200.0.

Segment 2: Connected to the private network 192.9.100.0.
Configuration lisillustrated in Figure 11-1.

Backbone 192.9.200.0

Privabe  192.9.100.0

1 2

PowerHub System

FIGURE 11-1 Hub configuration 1.
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All RLOGIN and TELNET packets from the backbone network addressed to hosts
on the private network are blocked:

93: Power Hub:ip# ift a 1 b any 0.0.0.0 192.9.100.0 255.255.255.0 tcp = rlogin
94: Power Hub:ip# ift a 2 b any 0.0.0.0 192.9.100.0 255.255.255.0 tcp = tel net_
95: Power Hub:ip# ifr a 1 1,2
96: Power Hub: i p# ifa add 1 src 1
97: Power Hub: i p# T

Template 1 Applies rule 1 to segment 1 Rule 1 Template2

In this example:
» Template 1 blocksr | ogi n packets sent from any source to the private network.
e Template 2 blockst el net packets sent from any source to the private network.
* Rule 1 contains these two templates.

e Thefinal command appliesrule 1 as a source rule to segment 1, blocking all packets
received on this segment from any source on the backbone network that are addressed
to the private network.

11.3.4.2 Secure Traffic Between Networks

The following command example shows how to define a source filter to secure
traffic between the networks connected through a non-secure backbone network (shown
in Figure 11-2).

The example that follows is based on configuration 2:

Segment 2: Connected to Lab 3 network 200.3.3.0.

Segment 4: Connected to the non-secure backbone network 130.200.0.0.
Lab 1 (network 200.1.1.0) and Lab 2 (network 200.2.2.0) are
accessible through the backbone.
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Configuration 2 isillustrated in Figure 11-2.

In this example:

Lab1 2001100 LabZ 200.2.2.0
Mon-secure Backbone  130.200.0.0
4
PowerHub System
2
Lab3 200330
FIGURE 11-2 Hub configuration 2.
101: Power Hub:ip# ift a 13 f 200.1.1.0 255.255.255.0 any 0.0.0.0
102: Power Hub: i p# ift a 21 f 200.2.2.0 255.255.255.0 any 0.0.0.0
103: Power Hub: i p# ifr a 5 13,21
104: Power Hub: i p# ifa add 4 src 5
105: Power Hub: i p#
Template 13 Applies rule 5 to segment 4 Rule 5 Template 21

» Template 13 forwards packets from Lab 1 addressed to any destination.

» Template 21 forwards packets addressed from Lab 2 to any destination.

* Rule 5 contains these two templates.

» Thefinal command applies rule 5 as a source rule to segment 4, forwarding packets
received on this segment to the Lab 3 network (or any other network) only if they
originatefromLab 1 or Lab 2.
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11.3.5 Destination Rules

IP destination rules filter 1P packets forwarded on a segment, regardiess of the
segment they were received on.

The sections that follow provide examples of how you can use | P destination rules.

11.3.5.1 Block Remote Logins

The following command example shows how to define destination rules to block
remote logins from the engineering and backbone networks (or any other networks) to a
pair of secure hosts on the accounting network.

The examples that follow are based on configuration 3:

Segment 1. Connected to the backbone network 150.10.1.0.
Segment 7: Connected to the accounting network 150.10.5.0.
Hosts H1 (150.10.5.22) and H2 (150.10.5.5) are located on the

accounting network.
Segment 9: Connected to the engineering network 150.10.3.0.
Configuration 3isillustrated in Figure 11-3:

Backlbone 15010.1.0

Accounting  150.10.%.0

15010522 1501055

PowerHub System

1 !

Enginssring 150.10.3.0

FIGURE 11-3 Hub configuration 3.

All TELNET and RLOGIN packets from the engineering and backbone networks
addressed to hosts H1 and H2 on the accounting network are blocked:
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101: Power Hub: i p# ift a 15 b any 0.0.0.0 150. 10. 5. 22 255. 255. 255. 255 tcp = tel net
102: Power Hub: i p# ift a 16 b any 0.0.0.0 150.10.5.22 255. 255. 255. 255 tcp = rlogin —
Rules 103: Power Hub: i p# ift a 17 b any 0.0.0.0 150.10.5.5 255. 255. 255. 255 tcp = tel net
17,18 104: Power Hub: ip# ift a 18 b any 0.0.0.0 150.10.5.5 255. 255, 255. 255 tcp = rlogin
105: Power Hub: i p# ifr add 33 15,16, 17,18 ——
106: Power Hub: i p# ifa a 7 dst 33
107: Power Hub: i p#
Template 15 Applies rule 33 to segment 7 Rule 33 Template 16

In this example:

o Template 15 blockst el net packets sent from any source to host H1.

e Template 16 blocksr | ogi n packets sent from any source to H1.

» Templates17and 18 blockt el net andr | ogi n packets sent from any sourceto H2.

* Rule 33 contains these four templates.

e Thefinal command appliesrule 33 asadestination ruleto segment 7. Thisrule blocks
al tel net and rl ogi n packets from any source from being forwarded on
segment 7 to host H1 or H2 on the accounting network.

11.3.5.2 Redtrict Outgoing Traffic

Y ou also can define destination rules to restrict outgoing traffic.

Using the rules defined in this example, al traffic is blocked from the backbone
except traffic between electrical engineering and computer science, and accounting and

business.

The example that follows is based on configuration 4:

Segment 4:
Segment 5:
Segment 7.
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Connected to electrical-engineering (EE) network 200.1.1.0.
Connected to accounting network 195.1.1.0.

Connected to backbone network 192.100.100.0.
Computer-science (200.3.2.0) and business (195.2.2.0) are
accessible through the backbone.
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Configuration 4 isillustrated in Figure 11-4.
C3 200320 Business 19%.2.2.0
| |
[ Backbone  192.100.100.0 [
Accounting  195.1.1.0
EE 200.1.1.0
I
| 4 5 7
PowerHub System POVERHUE
FIGURE 11-4 Hub configuration 4.
Template 11 Template 22
Template 13 ‘ Template 27

—121: Power Hub: i p# ift a 11 f 200.1.1.0 255.255.255.0 200.3.2.0 255.255.255.0
—122: Power Hub: i p# ift a 13 f 200.3.2.0 255.255.255.0 200.1.1.0 255. 255.255.0

123: Power Hub: i p# ift a 22 f 195.1.1.0 255.255.255.0 195.2.2.0 255. 255.255.0 -

124: Power Hub:ip# ift a 27 f 195.2.2.0 255.255.255.0 195.1.1.0 255. 255.255.0
—125: Power Hub: i p# ifr a 37 11,13
—126: Power Hub: i p# ifr a 39 22,27

127: Power Hub: i p# ifa add 7 dst 37

128: Power Hub: i p# ifa add 7 dst 39

129: Power Hub: i p#

Rule 37 . .
Applies Rule 39 to segment 7 Applies Rule 37 to segment 7

Rule 39

In this example:

* Template 11 forwards packets from the electrical engineering network to the

computer science network.

» Template 13 forwards packets from the computer science network to the electrical

engineering network.

» Template 22 forwards packets from the accounting network to the business network.

» Template 27 forwards packets from the business network to the accounting network.

* Rule 37 contains templates 11 and 13.

* Rule 39 contains templates 22 and 27.

e Thenext command assignsrule 37 asadestination ruleto segment 7. Thisassociation
allows only the specified packetsto travel bidirectionally over the backbone between

the electrical engineering (EE) network and the computer science (CS) network.

* Thelast command assigns rule 39 as a destination rule to segment 7. Thisassociation
allows only the specified packets to travel bidirectionally over the backbone between

the accounting network and the business network.
400-1675-0001, Rev C, Issue 1, V 2.6

PowerHub Software Manual



SEC.11.4 FILTER STATISTICS 197

11.4 FILTER STATISTICS

The PowerHub software collects and maintains statistics on packets that match each
filter templatein therule. These statistics divide into the following categories:

Input Pkts, Input Bytes A count of the packets and bytes matching atemplate used
inasourcerule.

Output Pkts, Output Bytes A count of the packets and bytes matching atemplate used
in adestination rule.

Statistic counts are maintained according to the last time the statistics were cleared
or the last system reset. (See Section 11.4.2.)

11.4.1 Displaying Statistics

Usetheip-fil-stats show command to display filter statistics. Here is the
syntax for this command:

To display the statistics, issue the following command:

ip-fil-stats|ifs show s <tenplate-list>all [-t]

where:

<tenpl ate-list>| all Specifies the templates for which you want to display IP
filtering statistics. If you specify template numbers, the
statistics listed apply only to those templates. Separate the

template numbers with commas or specify arange using a
hyphen (-). Thedefaultisal | .

-t Specifiesthat only the total counts for the statistics be
displayed. Thetota count represents all statistics collected
following the most recent system boot.

Here is an example of the display produced by this command:

1: Power Hub: i p# ip-fil-stats show al
IP Filtering Statistics: (since last stats clear)

Statistics for packets that did not natch any tenpl ate
Packets Forwarded: 0O
Packet s Bl ocked: 0

Trpl t | nput - Pkt s Qut put - Pkt s Action
1 12 0 For war ded
2 9 0 For war ded
3 0 0 For war ded
4 32 32 Bl ocked
5 0 1 Bl ocked

This example shows information for templates 1 through 5. Notice that the keyword
al | is specified. Only five IP templates are defined on the PowerHub system in this
example.
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Thefieldsin this display show the following information:

Packets Forwarded Thenumber of IP packetsforwarded by the IP software
that did not match any of the templates defined on the
system.

Packet s Bl ocked Thenumber of | P packetsblocked by the P software even
though they did not match any of thetemplates defined on
the system. If the packet does not match atemplate whose
action is“forward,” then the packet is discarded. See

Section 11.1 on page 183.
Tl t The template number. Thisis the template number you
assigned when you defined the templ ate.
I nput - Pkt s The number of input packets that matched the template.
Qut put - Pkt s The number of output packets that matched the template.
Action Theaction performed by the PowerHub software after the

packet was matched with the template.

11.4.2 Clearing Statistics

Usetheip-fil-stats cl ear command to clear filter statistics. You can clear
statistics for specific templates or for all templates. As soon as the statistics are cleared,
the PowerHub software begins collecting new statistics. Note that the statistics collected
since the last system reset are not cleared by this command. To clear those statistics, you
must reset the PowerHub system.

Here is the syntax for this command:

ip-fil-stats|ifs clear|c [<tenplate-list>all]
where:
<tenpl ate-list>| all Specifies the templates for which you want to clear IP

filtering statistics. If you specify template numbers, the
statistics listed apply only to those templates. Separate the
template numbers with commas or specify arange using a
hyphen (-). Thedefaultisal | .
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12 RIP Filter Commands

RIP filtering provides three kinds of filters:

Accept filters Selectively accept or discard routes received from RIP updates
sent by other routers.

Report filters Selectively report or hide routes when the PowerHub software
sends a RIP update onto a VLAN-configured address.

Update filters Selectively send out RIP updates when multiple subnets are
configured on asingle VLAN-configured address. Using
update filters, you can determine which RIP updates are
forwarded to which subnets.

While TCP filtering can be used to block reception of RIP updates based on the
source router’s address (See Chapter 10.), RIP filtering can be applied to both the
generation and reception of RIP updates, and occurs by route.

To configure the PowerHub system for RIP filtering, you can:
» Create RIP accept filters. (See Section 12.1.1 on page 201.)
* Apply multiple RIP accept filters. (See Section 12.1.5 on page 204.)
» Create RIP report filters. (See Section 12.2.1 on page 204.)
» Apply multiple RIP report filters. (See Section 12.2.5 on page 206.)
» Create RIP update filters. (See Section 12.3.1 on page 207.)

This chapter does not describe the commands you use to filter routes between RIP
and OSPF (Open Shortest Path First). For information about the commands to filter
routes between RIP and OSPF, see Chapter 4 in the PowerHub OSPF Addendum.
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Table 12-1 lists the RIP filter commands, located in the rip subsystem. For each
command, the management capability (root or monitor) is listed, as well as the section in
this chapter that contains additional information about the command.

TABLE 12-1 RIP filter commands.

Command and Description Capability*  See...

ri p-accept-filter|raf add|a R 1211
<fil nunm> accept|al discard|d
<addr > <mask> <rcv-ifaddr>

Defines a RIP accept filter, which accepts or discards incoming RIP routes
based on criteriayou specify.

rip-accept-filter|raf show| s <filter-I/ist>| all Ror M 12.1.2
Displays a RIP accept filter.

ri p-accept-filter|raf chng|c R 12.1.3
<fil nun> accept| a| di scard| d
[ <addr> <nmask> <rcv-ifaddr>]

Changes a RIP accept filter.

rip-accept-filter|raf del|d <filter-list>|all R 1214
Deletes a RIP accept filter.

rip-report-filter|rrf add|a R 1221
<filnun> report|r| hide|lh
<addr > <mask> <snd-i faddr>

Defines aRIP report filter, which reports or hides routes reported to other rout-
ers based on criteriayou specify.

rip-report-filter|rrf show|s <filter-Ilist>| all Ror M 12.2.2
Displays a RIP report filter.

rip-report-filter|rrf chng|c R 12.2.3
<filnunm> report]|r| hide|lh
[ <addr> <mask> <snd-i faddr>]

Changes a RIP report filter.

rip-report-filter|rrf del|d <filter-list>| all R 12.2.4
Deletes aRIP report filter.

*R= Root, M= Monitor
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TABLE 12-1 (Continued) RIP filter commands.

Command and Description Capability*  See...

ri p-update-filter|ruf add|a R 1231
<filnun> send| s| bl ock| b <seg> <snd-i faddr>

DefinesaRIP updatefilter, which selectively sends or blocks RI P updateswhen
multiple subnets are configured on a single segment.

ri p-update-filter|ruf show s <filter-list>| all RorM 1232
Displays a RIP update filter.

ri p-update-filter|ruf chng|c R 12.3.3
<filnun> send| s| bl ock| b <seg> [<snd-i faddr>]
Changes a RIP update filter.

ri p-update-filter|ruf del|d <filter-list>| all R 12.34
Deletes a RIP update filter.

*R= Root, M= Monitor

12.1 ACCEPT FILTERS

RIP accept filters determine which routes are accepted from incoming RIP updates.
Each RIP accept filter either accepts or discards RIP updates when the router’s address
matches the mask (pattern) you specify.

Y ou can define 64 different accept filters.

12.1.1 Defining an Accept Filter

Usetheri p-accept-filter add command to define a RIP accept filter. Here
isthe syntax for ther i p- accept-filter add command:

ri p-accept-filter|raf add|a
<filnum> accept| a|discard| d <addr> <mask> <rcv-ifaddr>
where:

<fil nunp Specifies the filter number. Y ou can specify any unused filter
number from 1 through 64.

accept| al discard|d

Specifies whether routes that meet the filter criteria are accepted or
discarded.

* If you specify accept , the PowerHub software accepts only
routes that match thisfilter. All other routes are discarded.

 If you specify di scar d, the PowerHub software discards only
routes that match thisfilter. All other routes are accepted.
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<addr><mask> In the RIP update, the portion of the route’ s I P address specified by
<mask>is matched against <addr >. Significant bitsin the mask
arels. Theaddressof therouteinthe RIP update and <addr >inthe
filter are each ANDed with <rmas k> before the addresses are
matched.

<rcv-ifaddr> Specifiesthereceiving interface address on which the network should
be accepted or not accepted.

The following examplesillustrate ther i p- accept-fi |l t er command.

In the example that follows, filter 2 rejects the network route to 130.150.0.0 (a Class

B network) and the routes to all its subnets when they are received in an update on the
interface 147.128.2.2. All other routes in the update are accepted.

22: Power Hub: ri p# raf add 2 discard 130.150.0.0 255.255.0.0 147.128.2.2
23: Power Hub: ri p#

In the example that follows, filter 3 accepts routes to all Class C network addresses
whose first two bytes are 192.100:

23: Power Hub: ri p#: raf add 3 accept 192.100.0.0 255.255.0.0 200.10.1.1
24: Power Hub: ri p#

Thisfilter applies to an update received on the interface 200.10.1.1. All other routes
in the update are discarded.

NOTE: You can define filters to accept or discard packets from a specific list of
routers. These filters cause RIP to listen only to the routes sent by the routers you
specify. To define this type of filter, you do not define a RIP filter. Instead, you define
aTCPfilter usingthet cpstack tcp-filter add command. See Section 10.1
on page 176 for further information on this command.

12.1.2 Displaying an Accept Filter
Use the ri p-accept-filter show command to display an accept filter
definition. Hereisthe syntax for this command:
ri p-accept-filter|raf shows <filter-/ist>|all
where:
<filter-1list>| all

Specifies the filter(s) you want to display. You can specify asingle
filter or acommar-separated list of filters between arange of 1
through 64. If you specify al | , al currently defined accept filters
are displayed.
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12.1.3 Changing an Accept Filter

Usetheri p-accept-filter chng command to change acurrently defined RIP
accept filter. Y ou can change the filter's behavior (accept or discard), change the address

and mask compared by the filter, or change the receiving interface address that uses the
filter.

Hereisthe syntax for theri p- accept-filter chng command:
ri p-accept-filter|raf chng|c

<filnumr accept| a| discard|d

[ <addr> <mask> <rcv-ifaddr>]
where:

<fil nunp Specifiesthefilter number. Y ou can specify anumber intherange 1
through 64.

accept| al discard|d

Specifies whether routes that meet the filter criteria are accepted or
discarded.

If you specify accept , the managed hub accepts only routes that
match thisfilter. All other routes are discarded.

If you specify di scar d, the managed hub discards only routes that
match thisfilter. All other routes are accepted.

<addr > <mask> In the RIP update, the portion of the route’ s I P address specified by
<mask>is matched against <addr >. Significant bitsin the mask
arels. Theaddressof therouteinthe RIP update and <addr >inthe
filter are each ANDed with <nmas k> before the addresses are
matched.

<rcv-ifaddr> Specifiesthereceiving interface address on which the network should
be accepted or not accepted.

12.1.4 Deleting an Accept Filter

Usetheri p-accept-filter|raf del|d command to delete an accept filter
definition. Hereisthe syntax for this command:

ri p-accept-filter|raf del|d <filter-Ilist> all
where:
<filter-1list>|all

Specifies the filter(s) you want to delete. Y ou can specify asingle
filter or acomma-separated list of filtersin the filter number range of
1 through64. If you specify al | , al currently defined accept filters
are deleted.
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12.1.5 Applying Multiple Accept Filters

If you define more than one accept filter, the following rules determine how they are
applied:
» The filtering process stops at the first match of an incoming packet with afilter, and

the packet is accepted or discarded according to the matching filter. The filters are
applied in the order in which they are defined.

« If al filters are accept filters and there is no match, the incoming packet is discarded.
« If dl filtersare discard filters and there is no match, the incoming packet is accepted.

* If you define both accept filters and discard filters and there is no match, the incoming
packet is discarded. To change this behavior, define the last filter (number 64) as an
accept filter that matches all packets.

12.2 REPORT FILTERS

The RIP report filter commands let you define filters to control the routes that are
reported in outgoing RIP updates. You can hide routes, thereby preventing the
PowerHub software from reporting them in RIP packets, or you can report routes that
meet specific selection conditions. RIP filtering is performed by matching these
conditions with the contents of the routing table.

Y ou can define 64 report filters.

12.2.1 Defining a Report Filter

Usetherip-report-filter add command to define a RIP report filter. Here
isthe syntax for this command:

rip-report-filter|rrf add|a
<filnum> report|r| hide|h <addr> <mask> <snd-ifaddr>
where:

<fil nunp Specifiesthe filter number. Specify anumber intherange1 through
64.

report|r]|hide|lh

Specifieswhether routes that match thefilter criteriaare hidden (not
included in RIP updates) or reported.

e If you specify r eport, the PowerHub software reports only
routes that match thisfilter. All other routes are hidden.

 |If you specify hi de, the PowerHub software hides only routes
that match thisfilter. All other routes are reported.

<addr > <mask> In the RIP report, the portion of the route’ s | P address specified by
<mask>is matched against <addr >. Significant bitsin the mask
arels. Theaddressof therouteinthe RIP update and <addr >inthe
filter are each ANDed with <mas k> before the addresses are
matched.
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<snd-i faddr > Specifies the sending interface address on which the network should
be reported or not reported.

In the example that follows, report filter 6 is defined to hide routes matching the specified
address and mask when packets are sent from interface address 147.128.2.2.

26: Power Hub: rip# rip-report-filter add 6 hide 130.150.0.0 255.255.0.0
147.128.2.2

27: Power Hub: ri p#

12.2.2 Displaying a Report Filter

Use the rip-report-filter show command to display a report filter
definition. Hereisthe syntax for this command:

rip-report-filter|rrf shows <filter-list> all
where:
<filter-list> all

Specifies the filter(s) you want to display. Y ou can specify asingle
filter or acomma-separated list of filtersin the filter number range of
1 through64. If you specify al | , al currently defined accept filters
are displayed.

12.2.3 Changing a Report Filter

Usetherip-report-filter chng command to change acurrently defined RIP
report filter. You can change the filter's behavior (report or hide), change the address
and mask compared by the filter, or change the sending interface address that uses the

filter.
Hereisthe syntax for theri p-report-filter chng command:
rip-report-filter|rrf chng|c
<filnum> report|r]|hide|h
[ <addr> <mask> <snd-ifaddr>]
where:

<fil nuny Specifies the filter number. Y ou can specify a number from 1
through 64.

report|r|hide|lh

Specifies whether routes that meet the filter criteria are accepted or
discarded:

* If you specify r eport , the PowerHub software reports only
routes that match thisfilter. All other routes are hidden.

« If you specify hi de, the PowerHub software hides only routes
that match thisfilter. All other routes are reported.

<addr> <mask> In the RIP report, the portion of the route’ s | P address specified by
<mask>is matched against <addr >. Significant bitsin the mask
arels. Theaddressof therouteinthe RIP update and <addr >inthe
filter are each ANDed with <mask> before the addresses are
matched.
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<snd-i faddr > Specifies the sending interface address on which the network should
be reported or not reported.

12.2.4 Deleting a Report Filter

Usetherip-report-filter del command to delete a report filter definition.
Here is the syntax for this command:

rip-report-filter|rrf del|d <filter-list>|all
where:
<filter-1list> all

Specifies the filter(s) you want to delete. Y ou can specify asingle
filter or acomma-separated list of filters. If you specify al | , all
currently defined accept filters are del eted.

12.2.5 Applying Multiple Report Filters

If you define more than one report filter, the following rules determine how they are
applied:

» Thefiltering process stops at the first match of a RIP route with afilter, and the route
is reported or hidden according to the matching filter. The filters are applied in the
order in which they are defined. If you forget this order, the rule definition listsiit.

o If al filtersarer eport filtersand thereis no match, the RIP route is hidden.
 If dl filtersare hi de filters and there is no match, the RIP route is reported.

 If you define both r eport filters and hi de filters and there is no match, the RIP
route is hidden. To change this behavior, define the last filter (number 64) as a
report filter that matches all packets.

12.3 UPDATE FILTERS

In addition to accept and report filters, you can define update filters, which
selectively send out RIP updates when multiple subnets are configured on a single
segment. You can block RIP updates from being forwarded to particular subnets, or
ensure that only particular subnets receive RIP updates.

The RIP update feature is particularly useful in configurations where multiple
virtual LANSs span across more than one managed hub.

Aswith the accept and report filters, you can define up to 64 different update filters.
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12.3.1 Defining an Update Filter

Usethe ri p-update-filter add command to create a RIP update filter. Here
isthe syntax for this command:

ri p-update-filter|ruf add|a
<fil nun> send| s| bl ock| b <seg> <snd-ifaddr>
where:

<fil nunp Specifies the filter number. Y ou can specify a number from 1
through 64.

send| s | bl ock| b

Specifies whether RIP packets that match the filter are forwarded
(send) or blocked (bl ock).

<seg> Specifies the segment number on which the update is to be sent.
<snd- i f addr > Specifies the sending interface address on which the network should
be reported or not reported.

Hereisan exampleof ri p- updat e-fi |l t er commands used to create three RIP
filters. For this example, assume that the following IP configurations are already

defined:
Interface 1 Interface 2
150.1.20.1 150.1.20.1
150.1.30.1 150.1.30.1
150.1.40.1 150.1.40.1
150.1.50.1 150.1.50.1

Now assume that the following commands are issued.

1: Power Hub: ri p# rip-update-filter add 1 s 1 150.1.20.1
2: Power Hub: ri p# rip-update-filter add 2 s 1 150.1.50.1
3: Power Hub: ri p# rip-update-filter add 3 b 2 150.1.40.1
4: Power Hub: ri p#

The commands shown in the example create the following filters:

Filter Action Segment Source Address
1 send 1 150.1.20.1
2 send 1 150.1.50.1
3 block 2 150.1.40.1

These filters alow the RIP updates to go out only on subnets 150.1.20.0 and
150.1.50.0 on segment 1 and all subnets except 150.1.40.1 on segment 2.
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12.3.2 Displaying an Update Filter

Use the ri p-update-filter show command to display the definitions of
specific update filters or all the currently defined update filters. Here is the syntax for
this command:

ri p-update-filter|ruf show s
where:

<filter-list> all

<filter-list>|all Specifies the filters for which you want to display the
definitions. Y ou can specify asingle filter or a
comma-separated list of filters. If you specify al | , al

currently defined filter definitions are displayed.

Here is an example of the use of this command. In this example, the RIP filters
created by the commands in the example in Section 12.3.1 are displayed.

4: Power Hub: ri p# ri p-update-filter show 1, 2,3

Fil Acti on Por t Sour ce Address
1 send 1 150.1.20.1
2 send 1 150.1.50.1
3 bl ock 2 150.1.40.1

12.3.3 Changing an Update Filter

Usetheri p-update-filter chng command to update an existing RIP update
filter. Hereisthe syntax for this command:

ri p-update-filter|ruf chng|c
<fil nunm> send| s| bl ock| b <seg> [ <snd-i faddr>]

where:
<fil nunr

send]| s| bl ock| b

<seg>

<snd-i faddr>

12.3.4 Deleting an Update Filter

Specifies the filter number.

Specifies whether RIP packets that match the filter are forwarded
(send) or blocked (bl ock).

Specifies the segment number on which the update is to be sent.

Specifiesthe IP Address of the sending interface.

Usetheri p-update-filter del command to delete a RIP update filter. Here
isthe syntax for this command:

ri p-update-filter|ruf del|d <filter-I/ist>| all

where:

<filter-list>|all

400-1675-0001, Rev C, Issue 1,V 2.6

Specifiesthefilters you want to delete. Y ou can list individua filter
numbers or acomma-separated list of filter numbers. If you specify
al |, al RIP update filter definitions are shown.
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Part 4: Appendices

This part contains the following appendices:

Appendix A:

Appendix B:

Appendix C:

Appendix D:

Appendix E:

Appendix F:

400-1675-0001, Rev C, Issue 1,V 2.6

Standard MIB Objects

Describes the Management Information Base (MIB) objects
contained in the PowerHub software.

PowerHub MIB Objects

Describes the PowerHub MIB abjects contained in the PowerHub
software. The PowerHub MIB objects are unique to the PowerHub
architecture and provide information and management control not
provided by standard MIBs.

Packet Encapsul ation Formats

Describes the Ethernet and FDDI encapsulation types used by the
PowerHub system.

Configuring VLANSs
Provides information on configuring VLANS.

IP Multicasting

Provides background information about the protocolsused in IP
Multicasting.

Well-Known Ports

Liststhe “well-known” port names and numbers (from RFC 1340)
that can be used with IP and TCP filters.
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Appendix A: Standard MIB

Objects

The PowerHub software contains many of the Management Information Base (MIB)

objects defined in the following MIBs:

MIB-1I (RFC 1213). See Section A.1 on page 212.

AppleTak MIB (RFC 1243). See Section A.2 on page 224.
Ethernet MIB, version Il (RFC 1398). See Section A.3 on page 226.
Bridge MIB (RFC 1286). See Section A.4 on page 228.

FDDI MIB (RFC 1512). See Section A.5 on page 235.

OSPF V2 MIB (RFC 1253). Not described in this manual.

NOTE: The traps defined in RFC 1286 (Bridge MIB) are not supported in software
version 2.6.

This appendix describesthe MIB |1 objects supported by the PowerHub system.
Using a SunNet Manager, HP OpenView, or other compatible management station,

you can access these MIB objects. Section 8.8 on page 159 describes how to set up the
appropriate files for use with SunNet Manager.

Many of the objects described in this appendix also can be accessed using

PowerHub commands. For these objects, the PowerHub command is listed with the
object description.
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A.1 MIB-Il SUPPORT

The MIB-II specification (RFC 1213) defines the following object groups:

Systems Group. (See Section A.1.1 on page 212.)

Interfaces Group. (See Section A.1.2 on page 213.)

Address Translation Group. (See Section A.1.3 on page 214.)
IP Group. (See Section A.1.4 on page 215.)

ICMP Group. (See Section A.1.5 on page 218.)

TCP Group. (See Section A.1.6 on page 220.)

UDP Group. (See Section A.1.7 on page 222.)

SNMP Group. (See Section A.1.8 on page 223.)

A.1.1 Systems Group

APP. A

Table A-1 lists the MIB-II Systems objects supported in PowerHub software
version 2.6. Valuesfor some objects also are available using PowerHub commands. The
commands are listed in the table along with the objects.

TABLE A-1 PowerHub MIB-II objects—Systems group.

Object Description Access*
sysDescr Textua description of hardware and software. RO
sysObjectID Vendor ID of network management subsystem. RO
sysUpTime Timein 1/100s of a second since reinitialization. RO
O mai nsysuptinme

sysContact Textual identification of contact person for node. RW
sysName Administratively assigned name for node. RW
O mai n sysnane

sysLocation Physical location of node. RW
O ngmt sysl ocn

sysServices Value indicating services offered. RO

*RO= read-only, NA=not accessible, RW=read-write.
[0 = You can access the same object using this PowerHub command.
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A.1.2 Interfaces Group

Table A—2 lists the MIB-II Interface objects supported in PowerHub software
version 2.6. Values for some objects also are available using commands in the ip
subsystem. The commands are listed in the table along with the objects.

TABLE A-2 PowerHub MIB-II objects—Interfaces group.

Object Description Access*

ifNumber Number of network interfaces present. RO

Oipinterface-table

ifTable List of interface entries. NA

Oipinterface-table

ifEntry Interface entry for a particular interface. NA

Oipinterface-table

iflndex Unique value for each interface RO
ifDescr Textua Identification of interface. RO
ifType Type of interface. RO

Oipinterface-table

ifMtu Size in octets of largest permitted datagram. RO

Oipinterface-table

if Speed Estimate of bandwidth in b/s. RO

ifPhysAddress Address at protocol layer below network layer. RO

Oiparp-table

ifAdminStatus Desired state of interface. RwW

Oipuphost ori pdown host;
i pupnet ori pdown net

ifOperStatus Current operational status. RO

Oipinterface-table

*RO= read-only, NA=not accessible, RW=read-write.
00 = You can access the same object using this PowerHub command.
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TABLE A-2 (Continued) PowerHub MIB-II objects—Interfaces group.
Object Description Access*
ifLastChange sysUpTime when interface entered current state. RO
ifInOctets Total number of octets received. RO
ifInUcastPkts Subnet-unicast packets delivered. RO
ifInNucastPkts Non-unicast packets delivered. RO
ifInDiscards Error-free inbound packets discarded. RO
ifInErrors Inbound packets containing errors. RO
ifInUnknownProtos Packets discarded because of unknown protocol. RO
ifOutOctets Total number of octets transmitted. RO
ifOutUcastPkts Unicast packets requested by higher level. RO
ifOutNUcastPkts Non-unicast packets requested by higher level. RO
ifOutDiscards Error-free outbound packets discarded. RO
ifOutErrors Outbound packets containing errors. RO
ifOutQLen Length in packets of output packet queue. RO
ifSpecific Media-specific reference. RO

*RO= read-only, NA=not accessible, RW=read-write.
00 = You can access the same object using this PowerHub command.

A.1.3 Address Translation Group

Table A3 lists the MIB-1I Address Tranglation objects supported in PowerHub
software version 2.6. Vaues for these objects aso are available using the
i parp-tabl e command. See Section 5.10.3 on page 106 for information about the

i p arp-tabl e command.

TABLE A-3 PowerHub MIB-II objects—Address Translation group.

Object Description Access*
at Tabl e Table of address equivalences. NA
atEntry Equivalence information for one address. NA
at | f 1 ndex Interface on which equivalenceis effective. RW
at PhysAddr ess Media-dependent physical address for this entry. RW
at Net Addr ess Corresponding network address. RwW

*RO= read-only, NA=not accessible, RW=read-write.
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Table A—4 lists the MIB-I1 1P abjects supported in PowerHub software version 2.6.

Vaues for some objects also are available using commands in the ip subsystem. The

commands are listed in the table along with the objects.

TABLE A—4  PowerHub MIB-II objects—IP group.

Object Description Access*
i pFor war di ng Whether this entity forwards datagrams. RW
Oip showefg

i pDef aul t TTL Default time-to-live value. RW
Oip showcfg

i pl nRecei ves Total number of input datagrams received. RO
Oip stats ip

i plnHdrErrors Input datagrams discarded for header errors. RO
Oip stats ip

i pl nAddr Errors Input datagrams discarded for address errors. RO
i pFor wDat agr ans Input datagrams forwarded. RO
Oip stats ip

i pl nUnknownPr ot os Datagrams discarded for unknown protocol. RO
Oip stats ip

i pl nDi scards Error-free input datagrams discarded. RO
Oip stats ip

i pl nDel i vers Input datagrams successfully delivered. RO
Oip stats ip

i pQut Request s IP datagrams supplied to IP for transmission. RO
i pQut Di scar ds Error-free output datagrams discarded. RO
i pQut NoRout es IP datagrams discarded because no route was found. RO

*RO= read-only, NA=not accessible, RW=read-write.
00 = You can access the same object using this PowerHub command.
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TABLE A-4 (Continued) PowerHub MIB-II objects—IP group.

Object Description Access*

i pReasnili neout Number of reassembly time-outs. RO

Oip stats ip

i pPReasnReqds IP fragments that needed to be reassembled. RO

Oip stats ip

i pReasnmOKs I P datagrams successfully reassembled. RO

Oip stats ip

i pReasnfail s IP reassembly failures. RO

Oip stats ip

i pFragCKs I P datagrams successfully fragmented. RO

Oip stats ip

i pFragFail s Datagrams discarded, could not be fragmented. RO

Oip stats ip

i pFragCr eat es I P datagram fragments generated. RO

Oip stats ip

i pAddr Tabl e Table of addressing information. NA

Oip interface-table

i pAddr Entry Addressing information for one I P address. NA

Oip interface-table

i pAdEnt Addr IP address for this entry. RO

Oip interface-table

i pAdEnt | f | ndex Interface to which entry applies. RO

Oip interface-table

i pAdENnt Net Mask Subnet mask of 1P address. RO

Oip interface-table

*RO= read-only, NA=not accessible, RW=read-write.
0 = You can access the same object using this PowerHub command.
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PowerHub MIB-II objects—IP group.

Object Description Access*
i pAdEnt Bcast Addr L SB of broadcast address on thisinterface. RO
Oip interface-table

i pAdEnt ReasmvaxSi ze Largest datagram that can be reassembled. RO
Oip interface-table

i pRout eTabl e IP routing table. NA
Oip route-table

i pRout eEntry A route to a particular destination. NA
i pRout eDest Destination | P address of this route. RW
Oip stats ip

i pRout el f1 ndex Interface to next hop of this route. RW
Oip stats ip

i pRout eMetricl Primary routing metric for this route. RW
Oip interface-table

i pRout eMetric2 An alternate routing metric for this route. RW
i pRout eMetric3 An aternate routing metric for this route. RW
i pRout eMetric4 An aternate routing metric for this route. RW
i pRout eNext Hop IP address of the next hop of thisroute. RwW
Oip route-table

i pRout eType Type of route. RW
i pRout eProto Mechanism by which route was learned. RO
Oip route-table

i pRout eAge Number of seconds since route was updated. RwW
Oip route-table

i pRout eMask Mask for destination address. RwW

Oip route-table

*RO= read-only, NA=not accessible, RW=read-write.
0 = You can access the same object using this PowerHub command.
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TABLE A—4 (Continued) PowerHub MIB-II objects—IP group.

Object Description Access*

i pRout eMetrich An alternate routing metric for this route. RW

Oip route-table

i pRout el nfo Routing-protocol-specific reference. RO

i pNet ToMedi aTabl e I P-to-physical-address translation table. NA

Oip arp-table

i pNet ToMedi aEntry One address equivalence. NA

i pNet ToMedi al f | ndex Interface on which equivalenceis effective. RW

Oip arp-table

i pNet ToMedi aPhysAddr ess Media-dependent physical address for this entry. RW

Oip arp-table

i pNet ToMedi aNet Addr ess Corresponding network address. RW

Oip arp-table

i pNet ToMedi aType Type of mapping. RwW

*RO= read-only, NA=not accessible, RW=read-write.
00 = You can access the same object using this PowerHub command.

A.1.5 ICMP Group

Table A-5 lists the MIB-I1 ICMP objects supported in PowerHub software version
2.6. Vauesfor all these objects are also available using thei p st at s i cnp command.
See Section 5.11 on page 108 for information onthei p st at s i cnp command.

TABLE A-5 PowerHub MIB-II objects—ICMP group.

Object Description Access*
i cnpl nMsgs |CMP messages received. RO
icnplnErrors Messages with ICMP-specific errors. RO
i cnpl nDest Unr eachs Destination Unreachable messages received. RO
i cnpl nTi meExcds Time Exceeded messages received. RO
i cnpl nPar nPr obs Parameter Problem messages received. RO

*RO= read-only, NA=not accessible, RW=read-write.
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PowerHub MIB-II objects—ICMP group.

Object Description Access*
i cnpl nSrcQuenchs Source Quench messages received. RO
i cnpl nRedirects Redirect messages received. RO
i cnpl nEchos Echo (request) messages received. RO
i cnpl nEchoReps Echo Reply messages received. RO
i cnpl nTi mest anps Timestamp (request) messages received. RO
i cnpl nTi mest anpReps Timestamp Reply messages received. RO
i cnpl nAddr Masks Address Mask Request messages received. RO
i cnpl nAddr MaskReps Address Mask Reply messages received. RO
i cnpQut Msgs ICMP messages sent or attempted. RO
i cnpQut Errors Messages not sent dueto ICMP errors. RO
i cnpQut Dest Unr eachs Destination Unreachable messages sent. RO
i cmpQut Ti meExcds Time Exceeded messages sent. RO
i cnpCQut Par nPr obs Parameter Problem messages sent. RO
i cnpQut SrcQuenchs Source Quench messages sent. RO
i cnpQut Redi rects Redirect messages sent. RO
i cnpQut Echos Echo (request) messages sent. RO
i cnpQut EchoReps Echo Reply messages sent. RO
i cnpQut Ti nest anps Timestamp (request) messages sent. RO
i cnpQut Ti nest anpReps Timestamp Reply messages sent. RO
i cnpQut Addr Masks Address Mask Reguest messages sent. RO
i cnpQut Addr MaskReps Address Mask Reply messages sent. RO

*RO= read-only, NA=not accessible, RW=read-write.
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A.1.6 TCP Group

Table A—6 lists the MIB-Il1 TCP objects supported in PowerHub software version
2.6. Values for the objects in this group also are accessible using commands in the
tcpstack subsystem. For each object, the specific command islisted.

TABLE A—6 PowerHub MIB-II objects—TCP group.

Object Description Access*

tcpRt oAl gorithm Algorithm to determine retransmission timeout. RO

Otcpstack showcfg

tcpRtoM n Minimum retransmission timeout, in milliseconds. RO

Otcpstack showcfg

t cpRt oMax Maximum retransmission timeout, in milliseconds. RO

Otcpstack showcfg

t cpMaxConn Maximum number of TCP connections. RO

Otcpstack showcfg

t cpActi veQpens Transitions from CLOSED to SYN-SENT. RO

Otcpstack stats tcp

t cpPassi veOpens Transitions from LISTEN to SYN-RCVD. RO

Otcpstack stats tcp

tcpAttenptFail s Transitions from SYN-SENT or SYN-RCVD to CLOSED, plus RO
those from SYN-RCVD to LISTEN.
Otcpstack stats tcp

t cpEst abReset s From ESTABLISHED or CLOSE-WAIT to CLOSED. RO

Otcpstack stats tcp

tcpCurrEst ab ESTABLISHED or CLOSE-WAIT connections. RO

Otcpstack stats tcp

t cpl nSegs Total number of segments received. RO

Otcpstack stats tcp

*RO= read-only, NA=not accessible, RW=read-write.
00 = You can access the same object using this PowerHub command.
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PowerHub MIB-II objects—TCP group.

Object Description Access*
t cpQut Segs Total number of segments sent. RO
Otcpstack stats tcp

t cpRet r ansSegs Total number of segments retransmitted. RO
Otcpstack stats tcp

tcpConnTabl e Table containing TCP-specific information. NA
Otcpstack tcp-table

tcpConnEntry Information about a particular TCP connection. NA
Otcpstack tcp-table

tcpConnsSt at e State of this TCP connection. RW
Otcpstack tcp-table

t cpConnLocal Addr ess Local IP address for this TCP connection. RO
Otcpstack tcp-table

t cpConnLocal Port Local segment number for this TCP connection. RO
Otcpstack tcp-table

t cpConnRemAddr ess Remote | P address for this TCP connection. RO
Otcpstack tcp-table

t cpConnRenPor t Remote segment number for this TCP connection. RO
Otcpstack tcp-table

tcplnErrs Total number of segmentsreceived in error. RO
Otcpstack stats tcp

tcpQut Rst s Number of TCP segments sent with RST flag. RO

Otcpstack stats tcp

*RO= read-only, NA=not accessible, RW=read-write.
00 = You can access the same object using this PowerHub command.
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A.1.7 UDP Group

Table A—7 lists the MIB-11 UDP objects supported in PowerHub software version
2.6. Values for the objects in this group also are accessible using commands in the
tcpstack subsystem. For each object, the specific command islisted.

TABLE A—7 PowerHub MIB-II objects—UDP group.

Object Description Access*

udpl nDat agr ans Total number of UDP datagrams delivered. RO

Otcpstack stats udp

udpNoPort s Number with no application at destination segment. RO

Otcpstack stats udp

udpl nErrors Number not delivered for other reasons. RO

Otcpstack stats udp

udpQut Dat agr ans Total number of UDP datagrams sent. RO

Otcpstack stats udp

udpTabl e Table containing UDP listener information. NA

Otcpstack udp-table

udpEntry Information about a current UDP listener. NA

Otcpstack udp-table

udpLocal Addr ess Local IP address for this UDP listener. RO

Otcpstack udp-table

udpLocal Port Local segment number for this UDP listener. RO

Otcpstack udp-table

*RO= read-only, NA=not accessible, RW=read-write.
0 = You can access the same object using this PowerHub command.
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Table A-8 lists the MIB-I1 SNMP objects supported in PowerHub software version
2.6. Vauesfor all these objects are also available using the snnp st at s command. See
Section 8.5 on page 156 for information on the snnp st at s command.

TABLE A-8 PowerHub MIB-II objects—SNMP group.

Object Description Access*
snmpl nPkt s Total number of messages delivered to SNMP. RO
snmpQut Pkt s SNM P messages passed to transport service. RO
snmpl nBadVer si ons Unsupported messages delivered to SNMP. RO
snnpl nBadComuni t yNanmes Messages delivered with bad community name. RO
snipl nBadComuni t yUses Messages delivered with unpermitted operations. RO
snmpl nASNPar seErrs ASN.1 or BER erorsin received messages. RO
snipl nTooBi gs SNMP PDUs delivered with error-status tooBig. RO
snnpl nNoSuchNanes PDUs delivered with error-status noSuchName. RO
snpl nBadVal ues PDUs delivered with error-status badValue. RO
snnpl nReadOnl ys PDUs delivered with error-status readOnly. RO
snmpl nGenErrs PDUs delivered with error-status genErr. RO
snnpl nTot al RegVar s MIB objects retrieved successfully. RO
snmpl nTot al Set Var s MIB objects altered successfully. RO
snnpl nGet Request s Number of Get-Request PDUs processed. RO
snmpl nGet Next s Number of Get-Next PDUs processed. RO
snnpl nSet Request s Number of Set-Request PDUs processed. RO
snmpl nGet Responses Number of Get-Response PDUs processed. RO
snmpl nTr aps Number of SNMP Trap PDUs processed. RO
snmpQut TooBi gs SNMP PDUs generated with error-status tooBig. RO
snnmpQut NoSuchNanes PDUs generated with error-status noSuchName. RO
snmpQut BadVal ues PDUs generated with error-status badValue. RO
snnmpQut GenErrs PDUs generated with error-status genkrr. RO
snmpQut Get Request s Number of Get-Request PDUs generated. RO

*RO= read-only, NA=not accessible, RW=read-write.

400-1675-0001, Rev C, Issue 1,V 2.6

PowerHub Software Manual



224 STANDARD MIB OBJECTS APP. A

TABLE A-8 (Continued) PowerHub MIB-II objects—SNMP group.

Object Description Access*
snnpQut Get Next s Number of Get-Next PDUs generated. RO
snmpQut Set Request s Number of Set-Request PDUs generated. RO
snnpQut Get Responses Number of Get-Response PDUs generated. RO
snnpCQut Tr aps Number of SNMP Trap PDUs generated. RO
snnpEnabl eAut henTr aps Agent may generate authentication-failure traps. RW
snmpl nGet Request s Number of Get-Request PDUs processed. RO

*RO= read-only, NA=not accessible, RW=read-write.

A.2 APPLETALK MIB

The PowerHub software contains an implementation of the AppleTak MIB (RFC
1243). The PowerHub architecture differs from the Macintosh architecture; therefore,
some of the MIB objects described in RFC 1243 do not apply to the PowerHub system.
This section describes the differences between RFC 1243 and the PowerHub
implementation of this RFC.

Table A-9 lists the objects described in RFC 1243 and indicates whether the object is
implemented in the PowerHub software.

TABLE A-9 PowerHub AppleTalk objects—implementation notes.

Object Power Hub I mplementation

LLAP LLAPisamedium-speed data-link protocol designed for low-cost and plug-and-play operation. This
object is not applicable to the PowerHub architecture and therefore is not implemented in the
PowerHub software.

AARP Fully implemented according to RFC 1243,

DDP Fully implemented according to RFC 1243,

RTMP RTMP table is read-only because the PowerHub system does not support static routes. Thus, row
creation is not allowed.
RtmpType supports only appletalk(2) because serial-ppp(3) and serial-nonstandard(4) are not
applicable to the PowerHub architecture.

KIP KIPisaprotocol for encapsulating and routing AppleTak datagrams over an IP internet. This object
is not applicable to the PowerHub architecture and therefore is not implemented in the PowerHub
software.
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TABLE A-9 (Continued) PowerHub AppleTalk objects—implementation notes.

ATPort The AtportType field supports only other(1) and ethertalk2(4).
The following fields cannot be changed because the PowerHub system does not support
non-AppleTalk subnets:
e AtportType
o AtportNetStart
* AtportNetEnd
« AtportNetAddress
AtportStatus supports only operationl(1), unconfigured(2), and off(3). Both operational(1) and
unconfigured(2) enable a port. Off(3) disablesaport. Invalid(4) is not applicable to arouter.
AtportNetConfig supports only configured(1), garnered(2), unconfigured(4). Gussed(3) is not
supported because the PowerHub system does not support static routes.
AtportZone is the default zone of the port. Note that multiple zones can be associated with one port.
Atportlflndex cannot be changed because no row creation is allowed.

ZIP ZipZoneName is associated with a unique zipZonelndex, as shown in the following ZIP table:
zi pZoneNane i pZonel ndex i pZoneNet Start zi pZoneNet End i pZoneState
appl e 1 14 14 1 (valid)
or ange 2 15 15 1 (valid)
appl e 1 35 35 1 (valid)
or ange 2 45 45 1 (valid)
Note that zone “apple” always associates with zone index 1 even if the net addressis different. You
can create azone only on your own network. A seed router displays both active zones and configured
zonesin the zip table. A non-seed router displays active zones only in the zip table.
A zone entry can be deleted by setting zipZoneState to invalid(2). This operation is on allowed any
previously configured zone.

NBP NBP table isread-only because the PowerHub system is not a destination service provider. Thus, row
creation is not allowed.

AtEcho Fully implemented according to RFC 1243.
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A.3 ETHERNET MIB

The Ethernet MIB as defined in RFC 1398 contains the following groups:
» Ethernet-like Statistics. (See Table A-10)
» Ethernet-like Collision Statistics (not implemented).
* dot3Tests (not implemented).

The PowerHub system supports the Ethernet-like Statistics group, but does not
support the Collision Statistics group or the dot3Tests group.

The Ethernet-like Statistics group describes objects for collecting statistics for
Ethernet-like interfaces attached to a particular system. Table A-10 lists the Ethernet
MIB objects supported in PowerHub software version 2.6. Values for some objects also
are available using PowerHub commands. The commands are listed in the table along
with the objects.

TABLE A-10 PowerHub Ethernet MIB objects—Ethernet-like statistics group.

Object Description Access*

dot 3St at sEntry Statistics for a particular interface to an NA
Ethernet-like medium.

Obridgestats

dot 3St at sl ndex A specific PowerHub segment. NA

Obridgestats

dot 3Stat sAl i gnnent Errors A count of framesreceived on aparticular interfacethat RO
is not an integral number of octetsin length and do not
, pass the FCS check.
Obridgestats
dot 3St at sFCSErrors A count of framesreceived on aparticular interfacethat RO
isan integral number of octetsin length but do not pass
the FCS check.

Obridgestats

dot 3St at sSi ngl eCol | i si onFr anes A count of successfully transmitted frames on a RO
particular interface for which transmission is inhibited
by exactly one collision.

dot3StatsMul ti pl eCol I i si onFrames A count of successfully transmitted frames on a RO
particular interface for which transmission is inhibited
by more than one collision.

dot 3St at sSQETest Errors A count of timesthat the SQE TEST ERROR messageis RO
generated by the PL S sublayer for a particular interface.
The SQE TEST ERROR message is defined in section
7.2.2.2.4 of ANSI/IEEE 802.3-1985 and itsgenerationiis
described in section 7.2.4.6 of the same document.

*RO= read-only, NA=not accessible, RW=read-write.
O = You can access the same object using this PowerHub command.
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PowerHub Ethernet MIB objects—Ethernet-like statistics group.

Object

Description

Access*

dot 3St at sDef err edTr ansm ssi ons

A count of frames for which the first transmission
attempt on a particular interface is delayed because the
medium is busy.

The count of this object does not include frames
involved in collisions.

RO

dot 3St at sLat eCol | i si ons

The number of times that a collision is detected on a
particular interface later than 512 bit-times into the
transmission of a packet.

Five hundred and twelve bit-times corresponds to 51.2
microseconds on a 10 Mb/s system. A (late) collision
included in a count represented by an instance of this
object isaso considered as a (generic) collision for
purposes of other collision-related statistics.

RO

dot 3St at sExcessi veCol | i si ons

A count of frames for which transmission on a particular
interface fails due to excessive collisions.

RO

dot 3St at sl nt er nal MacTransm t Err or
S

A count of frames for which transmission on a particular
interface fails due to an internal MAC sublayer transmit
error.

RO

dot 3StatsCarri er SenseErrors

The number of timesthat the carrier sense condition was
lost or never asserted when attempting to transmit a
frame on a particular interface.

The count isincremented at most once per transmission
attempt, even if the carrier sense condition fluctuates
during atransmission attempt.

RO

dot 3St at sFranmeToolLongs

A count of frames received on a particular interface that
exceeds the maximum permitted frame size.

Thecount isincremented when theframeT ool ong status
isreturned by the MAC serviceto the LLC (or other
MAC user). Received frames for which multiple error
conditions exist are, according to the conventions of
|EEE 802.3 Layer Management, counted exclusively
according to the error status presented to the LLC.

RO

dot 3St at sl nt er nal MacRecei veErrors

A count of frames for which reception on a particular
interface fails due to an internal MAC sublayer receive
error.

RO

*RO= read-only, NA=not accessible, RW=read-write.
0 = You can access the same object using this PowerHub command.
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A.4 BRIDGE MIB

The Bridge MIB as defined in RFC 1286 contains the following groups, three of
which are supported by the PowerHub system:

 dotldBase (see Section A.4.1 on page 228).
* dot1dStp (see Section A.4.2 on page 230).
* dot1dTp (see Section A.4.3 on page 233).

NOTE: You must allocate memory in the Packet Engine DRAM for the Bridge MIB.
To allocate the memory, issue the following command: mai n get membr mi b. See
your PowerHub Installation and Configuration Manual, V 2.6 for more information
about this command.

We recommend that you alocate the memory immediately after you boot the
PowerHub system to ensure that the memory you request is available.

In addition, the Bridge MIB provides meaningful Spanning-Tree statistics only when
the Spanning-Tree algorithm is enabled. To enable the Spanning-Tree a gorithm, issue
the bri dge spantree enl command. See Section 2.9.7 on page 42 for more
information about this command.

A.4.1 dotldBase Objects

The dotldBase group contains those objects that are applicable to all types of
bridges. Table A—11 lists the dotldBase objects supported in PowerHub software
version 2.6. Values for some objects also are available using PowerHub commands. The
commands are listed in the table along with the objects.

TABLE A-11 PowerHub MIB objects—dot1ldBase group.

Object Description Access*

dot 1dBaseBri dgeAddr ess The MAC address used by this bridge when it must bereferred RO
toin aunique fashion. When concatenated with

O mgm et haddr dot 1dSt pPri ori ty, aunique Bridge Identifier is formed

which is used in the Spanning-Tree Protocol.

dot 1dBaseNunPort s The number of segments in the PowerHub system. RO

*RO= read-only, NA=not accessible, RW=read-write.
00 = You can access the same object using this PowerHub command.
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TABLE A-11 (Continued) PowerHub MIB objects—dotldBase group.

Object Description Access*
dot 1dBaseType Indicates what type of bridging this bridge can perform. This RO
object can have one of the following values:
1 unknown.

2 transparent-only.
3 sourceroute-only.
4 gt

For the PowerHub system, this object always has the value 2
(transparent-only).

dot 1dBasePort Tabl e A table that contains generic information about every segment  NA
that is associated with the bridge.
Obridgestate

dot 1dBasePort Entry Anentry inthedot 1dBasePor t Tabl e object. A list of NA
information for each segment of the bridge.
Obridgestate

dot 1dBasePor t The segment number for which this entry contains bridge RO
management information.
Obridgestate

dot 1dBasePort | f | ndex The value of theinstance of thei f | ndex object for the RO
interface corresponding to this segment.

dot 1dBasePort Circuit Because each segment has a uniquely valued RO
dot 1dBasePort | f | ndex (always equivalent to the
segment number), this object is always 0.0.

dot 1dBasePort Del ayExceededDi  The number of frames discarded by this segment due to RO
scards excessivetransit delay through the bridge. It isincremented by

both transparent and source route bridges.
Obridgestats

dot 1dBasePort M uExceededDi sc  The number of frames discarded by this segment due to an RO

ards excessivesize. Itisincremented by both transparent and source
route bridges.

Obridgestats

*RO= read-only, NA=not accessible, RW=read-write.
0 = You can access the same object using this PowerHub command.
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A.4.2 dotldStp Objects

The dot1dStp group contains the objects that denote the bridge’ s state with respect
to the Spanning-Tree Protocol. Table A—12 lists the dotldStp objects supported in
PowerHub software version 2.6. Vaues for some objects also are available using
commands in the bridge subsystem. The commands are listed in the table along with the
objects.

TABLE A-12 PowerHub MIB objects—dot1dStp group.

Object Description Access*

dot 1dSt pPr ot ocol Speci fi cati on Theversion of the Spanning-Tree Protocol being run by this RO
bridge. This object can have one of the following values:

1 unknown.
2 decLbl00.
3 ieeeB021d.
On the PowerHub system, this object always has the value 3
(ieee8021d).
dot 1dStpPriority The value of the writable portion of the Bridge ID, i.e, thefirst Rw
two octets of the (8 octet long) Bridge ID. The other (last) 6
O bri dge showcf g spantree octets of the Bridge ID are given by the value of
dot 1dBaseBri dgeAddr ess.
dot 1dSt pTi meSi nceTopol ogyCha Thetime (in hundredths of a second) since the last time a RO
nge topology change was detected by the bridge entity.
dot 1dSt pTopChanges The total number of topology changes detected by thisbridge RO
since the management entity was last reset or initialized.
dot 1dSt pDesi gnat edRoot The bridge identifier of the root of the Spanning-Tree as RO
determined by the Spanning-Tree Protocol as executed by this
O bridge showcfg spantree node. Thisvalueis used asthe Root Identifier parameter in all

Configuration Bridge PDUs originated by this node.

dot 1dSt pRoot Cost The cost of the path to the root as seen from this bridge. RO

O bridge showfg spantree

dot 1dSt pRoot Por t The number of the segment which offersthe lowest cost path RO
from this bridge to the root bridge.
O bri dge showcfg spantree

dot 1dSt pMaxAge The maximum age of Spanning-Tree Protocol information RO
learned from the network on any segment beforeit is discarded,
O bri dge showcfg spantree in units of hundredths of asecond. Thisisthe actual value that

this bridge is currently using.

*RO= read-only, NA=not accessible, RW=read-write.
O = You can access the same object using this PowerHub command.
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PowerHub MIB objects—dot1dStp group.

Object

Description

Access*

dot 1dSt pHel | oTi e

O bridge showfg spantree

The amount of time between the transmission of configuration
bridge PDUs by this node on any segment when it is the root of
the Spanning-Treeor trying to become so, in units of hundredths
of asecond. This amount of time is the actual value that this
bridgeis currently using.

RO

dot 1dSt pHol dTi ne

O bri dge showcf g spantree

Thistime value determines the interval length during which no
more than two Configuration bridge PDUs shall be transmitted
by this node, in units of hundredths of a second.

RO

dot 1dSt pFor war dDel ay

O bri dge showcf g spantree

This time value, measured in units of hundredths of a second,
controls how fast a segment changes its spanning state when
moving towards the Forwarding state. The value determines
how long the segment stays in a particular state before moving
to the next state. For example, how long a segment staysin the
Listening state when moving from Blocking to Learning. This
value is also used, when atopology change has been detected
and is underway, to age all dynamic entries in the Forwarding
Database.

Note that thisvalue isthe one that this bridgeis currently using,
in contrast to dot 1dSt pBr i dgeFor war dDel ay whichis
thevaluethat thisbridge and all otherswould start usingif/when
this bridge were to become the root.

RO

dot 1dSt pBri dgeMaxAge

O bri dge showcf g spantree

The value that all bridges use for MaxAge when this bridgeis
acting astheroot. Note that 802.1d/D9 specifies that the range
for this parameter isrelated to the value of

dot 1dSt pBri dgeHel | oTi ne. Thegranularity of this
timer is specified by 802.1d/D9 to be 1 second. An agent may
return abadValue error if aset is attempted to avalue which is
not awhole number of seconds.

RW

dot 1dSt pBri dgeHel | oTi e

O bri dge showcf g spantree

Thevaluethat al bridgesusefor HelloTimewhen thisbridgeis
acting asthe root. The granularity of thistimer is specified by
802.1d/D9 to be 1 second. An agent may return a badValue
error if asetisattempted to avalue which isnot awhole number
of seconds.

RW

dot 1dSt pBri dgeFor war dDel ay

O bri dge showcf g spantree

The value that al bridges use for ForwardDelay when this
bridge is acting astheroot. Note that 802.1d/D9 specifies that
the range for this parameter is related to the value of

dot 1dSt pBri dgeMaxAge. The granularity of thistimer is
specified by 802.1d/D9 to be 1 second. An agent may return a
badValue error if aset is attempted to avalue which isnot a
whole number of seconds.

RW

dot 1dSt pPort Tabl e

O bri dge showcf g spantree

The Spanning-Tree Segment Table. A table that contains
segment-specific information for the Spanning-Tree Protocol.

NA

*RO= read-only, NA=not accessible, RW=read-write.
00 = You can access the same object using this PowerHub command.
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TABLE A-12 (Continued)

PowerHub MIB objects—dot1dStp group.

APP. A

Object Description Access*
dot 1dSt pPort Entry An entry in the Spanning-Tree Segment Table NA
(dot 1dSt pPort Tabl e object). A list of information
O bri dge showcf g spantree maintained by every segment about the Spanning-Tree Protocol
state for that segment.
dot 1dSt pPor t The segment number for which this entry contains RO
Spanning-Tree Protocol management information.
O bri dge showcf g spantree
dot 1dStpPortPriority Thevalue of the priority field whichis contained in thefirst (in  RwW
network byte order) octet of the (2 octet long) Segment ID. The
O bri dge showcf g spantree other octet of the Segment ID is given by the value of
dot 1dSt pPort .
dot 1dSt pPort St at e The segment’s current state as defined by application of the RO
Spanning-Tree Protocol. This state controls what action a
O bridge showcfgstate segment takes on reception of aframe. If the bridge has detected
asegment that is malfunctioning it will place that segment into
the broken (6) state. For segments which are disabled (See
dot 1dSt pPor t Enabl e. , thisobject will have a value of
disabled (1).
This object can have one of the following values:
1 disabled.
2 blocking.
3 listening.
4  learning.
5 forwarding.
6  broken.
dot 1dSt pPor t Enabl e The enabled/disabled status of the segment. This object can RW
have one of the following values:
O bridge showcfgstate 1  enabled.
2 disabled.
dot 1dSt pPor t Pat hCost The contribution of this segment to the path cost of paths RW
towards the Spanning-Tree root which include this segment.
dot 1dSt pPor t Desi gnat edRoot The unique Bridge | dentifier of the Bridge recorded asthe Root RO
in the Configuration BPDUSs transmitted by the Designated
O bri dge showcf g spantree Bridge to which the segment is attached.
dot 1dSt pPor t Desi gnat edCost The path cost of the Designated segment. Thisvalueis RO

O bri dge showcf g spantree

compared to the Root Path Cost field in received bridge PDUs.

dot 1dSt pPor t Desi gnat edBri dge

O bri dge showcf g spantree

TheBridgeldentifier of the bridgewhichthissegment considers RO

to be the Designated Bridge for this segment.

*RO= read-only, NA=not accessible, RW=read-write.
[0 = You can access the same object using this PowerHub command.
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TABLE A-12 (Continued) PowerHub MIB objects—dot1dStp group.

Object Description Access*
dot 1dSt pPor t Desi gnat edPor t The Segment Identifier of the segment on the Designated RO
Bridge.

O bri dge showcf g spantree

dot 1dSt pPort ForwardTransiti o Thenumber of times this segment has transitioned from the RO
ns Learning state to the Forwarding state.

*RO= read-only, NA=not accessible, RW=read-write.
00 = You can access the same object using this PowerHub command.

A.4.3 dotldTP Objects

The dot1dTP group contains objects that describe the entity’s state with respect to
transparent bridging. This group is applicable only to transparent and SRT bridges.
Table A-13 lists the dotldTP objects supported in PowerHub software version 2.6.
Values for some abjects also are available using commands in the bridge subsystem.
The commands are listed in the table along with the objects.

TABLE A-13 PowerHub MIB objects—dot1dTP group.

Object Description Access*

dot 1dTpLear nedEnt ryDi scar ds The total number of Forwarding Database entries, which have RO
been or would have been learned, but have been discarded due
to alack of space to store them in the Forwarding Database. |If
this counter isincreasing, it indicates that the Forwarding
Database is regularly becoming full (a condition which has
unpleasant performance effects on the subnetwork). If this
counter has asignificant value but is not presently increasing, it
indicates that the problem has been occurring but is not
persistent.

dot 1dTpAgi ngTi ne The timeout period in seconds for aging out dynamically RW
learned forwarding information.
Obridgebridge-table

dot 1dTpFdbTabl e The forwarding database for the bridge. A tablethat contains NA
information about unicast entries for which the bridge has
forwarding and/or filtering information. Thisinformationis
used to determine how to propagate frames received by the
bridge.

dot 1dTpFdbEnt ry Anentry intheforwarding databasefor the bridge. Information NA
about a specific unicast MAC address for which the bridge has
some forwarding and/or filtering information.

dot 1dTpFdbAddr ess A unicast MAC address for which the bridge hasforwarding RO
and/or filtering information.
O bridge bridge-tabl e

*RO= read-only, NA=not accessible, RW=read-write.
O = You can access the same object using this PowerHub command.
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TABLE A-13 (Continued) PowerHub MIB objects—dot1dTP group.

APP. A

Object

Description

Access*

dot 1dTpFdbPor t

Obridgebridge-table

Either the value ‘0", or the number of the segment on which a
frame having a source address equal to the value of the
corresponding instance of dot 1dTpFdbAddr ess has been
seen. A valueof ‘0’ indicates that the segment number has not
been learned but that the bridge does have some
forwarding/filtering information about this address (e.g.; in the
dot 1dSt ati cTabl e).

RO

dot 1dTpFdbSt at us

O bridgebridge-table

The status of this entry. The meanings of the values are;

1 other: none of the following. Thiswould include the
case where some other MIB object (not the
corresponding instance of dot 1dTpFdbPor t , nor an
entry inthedot 1dSt ati cTabl e) isbeing used to
determine if and how frames addressed to the value of
thecorrespondinginstanceof dot 1dTpFdbAddr ess
are being forwarded.

2 aged (invalid): thisentry isnolonger valid (e.g., it was
learned but has since aged-out), but has not yet been
flushed from the table.

3 learned: the value of the corresponding instance of
dot 1dTpFdbPor t waslearned, and is being used.

4 sdf: the value of the corresponding instance of
dot 1dTpFdbAddr ess representsone of thebridge's
addresses. The corresponding instance of
dot 1dTpFdbPor t indicates which of the bridge’s
segments has this address.

5 system permanent (mgmt): the value of the
corresponding instance of dot 1dTpFdbAddr ess is
also the value of an existing instance of
dot 1dSt at i cAddr ess.

RO

dot 1dTpPort Tabl e

Segment Table for Transparent Bridges. A table that contains
information about every segment that is associated with this
transparent bridge.

NA

dot 1dTpPortEntry

An entry in the Segment Table for Transparent Bridges
(dot 1dTpPor t Tabl e object). A list of information for each
segment of atransparent bridge.

NA

dot 1dTpPor t

Aniteminthedot 1dTpPort Ent r y object. The number of
the segment for which this entry contains transparent bridging
management information.

RO

dot 1dTpPor t MaxI nf o

Another iteminthedot 1dTpPor t Ent r y object. The
maximum size of the INFO (non-MAC) field that this segment
will receive or transmit.

RO

*RO= read-only, NA=not accessible, RW=read-write.
00 = You can access the same object using this PowerHub command.

400-1675-0001, Rev C, Issue 1,V 2.6

PowerHub Software Manual



SEC. A5

FDDI MIB SUPPORT 235

TABLE A-13 (Continued) PowerHub MIB objects—dot1dTP group.

Object

Description

Access*

dot 1dTpPort | nFr anes

Another iteminthedot 1dTpPor t Ent ry object. The
number of framesthat have been received by this segment. Note
that a frame received on the interface corresponding to this
segment is only counted by this object if and only if it isfor a
protocol being processed by the local bridging function.

RO

dot 1dTpPor t Qut Fr anes

Another iteminthedot 1dTpPor t Ent r y object. The
number of frames that have been transmitted by this segment.
Note that a frame transmitted on the interface corresponding to
this segment is only counted by thisobject if and only if it isfor
aprotocol being processed by the local bridging function.

RO

dot 1dTpPort | nDi scar ds

Another iteminthedot 1dTpPor t Ent r y object. Count of
valid framesreceived which werediscarded (i.e,, filtered) by the
Forwarding Process.

RO

*RO= read-only, NA=not accessible, RW=read-write.
00 = You can access the same object using this PowerHub command.

A.5 FDDI MIB SUPPORT

The standard FDDI SNMP MIB is supported in accordance to the specifications in
RFC 1512. You can access this MIB through the PowerHub's SNMP agent, or you can
browse this MIB using thef ddi showsnt ni b command.

A.5.1 SMT Objects

Table A-14 lists the FDDI SMT objects supported in PowerHub software version
2.6. Vaues for al these objects are also available using the f ddi showsnt ni b snt
command. See your PowerHub Installation and Configuration Manual, V 2.6 for more
information about this command.

TABLE A-14 PowerHub FDDI MIB objects—SMT group.

Object Description Access*
fddi mi bSMISt ati onld The MAC address of the DAS at the specified segment. RO
f ddi m bSMIVACCt s The number of MACs at the specified segment. RO
f ddi m bSMI'NonMast er Ct s The number of A, B, or S ports on the specified segment. RO
f ddi m bSMrMast er Ct s The number of M ports on the specified segment. RO

*RO= read-only, NA=not accessible, RW=read-write.
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TABLE A-14 (Continued) PowerHub FDDI MIB objects—SMT group.

Object Description Access*

f ddi m bSMTAvai | abl ePat hs The path types available on this segment. Thepathisoneor RO
more of the following types:

e primary.
* secondary.
* local.

f ddi mi bSMICFSt at e The attachment configuration for the DAS. The configuration RO
is one of the following:

* isolated.
* loca_a
* loca _b.
* local_ab.
* loca_s.
e wrap_a

e wrap_bh.

o wrap_ab.
* Wrap_s.

e Cc_wrap a
e c_wrap_h.
e C_wrap_s.
* thru.

*RO= read-only, NA=not accessible, RW=read-write.

A.5.2 MAC Objects

Table A-15 lists the FDDI MAC objects supported in PowerHub software version
2.6. Vaues for all these objects are aso available using the f ddi showsnt i b mac
command. See your PowerHub Installation and Configuration Manual, V 2.6 for more
information about this command.

TABLE A-15 PowerHub FDDI MIB objects—MAC group.

Object Description Access*
f ddi mi bMACUpst r eanNbr The MAC address of the segment’ s upstream neighbor. RO
f ddi m bMACAddr ess The MAC address used for SMT frames. RO
f ddi mi bMACDownSt r eanNbr The MAC address of the segment’ s downstream neighbor. RO

*RO= read-only, NA=not accessible, RW=read-write.
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TABLE A-15 (Continued) PowerHub FDDI MIB objects—MAC group.

Object Description Access*

f ddi m bMACTReq The T_Req value passed to the MAC. Thisvaue, dongwith RO
T-Neg, T-Max, and Tvx, are hardwaretimersused by theMAC.

You can adjust the T_Req and TV X timers using the
set macpar amcommand. Seeyour PowerHub
Installation and Configuration Manual for information on

this command.
f ddi m bMACTNeg A hardware timer used by the MAC. RO
f ddi m bMACTMax A hardware timer used by the MAC. RO
f ddi m bMACTvxVal ue A hardware timer used by the MAC. RO
f ddi mi bMACFr aneCt s The number of framesreceived by the MAC at thissegment. RO
f ddi m bMACTransmit Ct s The number of frames transmitted by thisMAC. Notethat this RO

count does not include MAC frames, which are listed in the
MAC Fr ane Count field.

f ddi m bMACCopi edCt s The number of frames that were addressed to this MAC but RO
werenot copied intoitsreceive buffers. A possible cause of this
condition is buffer congestion.

fddi mi bMACError Ct' s The number of framesthis MAC detected in error but that were RO
not detected in error by other MACs.

f ddi m bMACLost Ct s The number of times this MAC detected aformat error during RO
frame reception such that the frame was stripped.

f ddi m bMACR ngOpCt s Thenumber of timesthering hasentered the“Ring operationa” RO
State.

*RO= read-only, NA=not accessible, RW=read-write.
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TABLE A-15 (Continued) PowerHub FDDI MIB objects—MAC group.

Object Description Access*
f ddi m bMACRMTSt at e TheMAC RMT state. Thisobject can haveoneof thefollowing RO
values:
ISOLATED Initial state of the RMT.
NON_OP The MAC is participating in ring
recovery.
RING_OP The MAC is part of an operational
ring.
DETECT Thering has not been operational for

longer than the T_Non_Op time.

NON_OP_DUP Theaddressof thisMACisaduplicate
of another MAC onthering. Thering
is not operational in this state.

RING_OP_DUP Theaddressof thisMACisaduplicate
of another MAC on thering. Unlike
the RING_OP_DUP state, thering is
operational in this state.

DIRECTED The MAC is being instructed to send
Beacon frames notifying the ring of a
stuck condition.

RM_TRACE A Trace has been initiated.

*RO= read-only, NA=not accessible, RW=read-write.

A.5.3 Port Objects

Table A-16 lists the FDDI Port objects supported in PowerHub software version
2.6. Vaues for al these objects are also available using the f ddi showsnt mi b port
command. See your PowerHub Installation and Configuration Manual, V 2.6 for more
information about this command.

TABLE A-16 PowerHub FDDI MIB objects—Port group.

Object Description Access*
f ddi mi bPORTMy Ty pe Thetype of port (A, B, M, or S) the MIC is being used as. RO
(FDDI Port 1 corresponds to the A MIC, on the |eft side of the
DAS)
f ddi m bPORTNei ghbor Type Thetype of port (A, B, M, or S) to which the MIC isconnected. RO

*RO= read-only, NA=not accessible, RW=read-write.
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Appendix B: PowerHub MIB
Objects

In addition to the information provided by standard MIBs, you can accessinformation
unigue to the PowerHub architecture using the PowerHub MIB. The PowerHub MIB
objects provide information and management control not provided by standard M1Bs such
asthe Bridge MIB (RFC 1286) or the Network Management MIB (RFC 1213).

This appendix describes the proprietary MIB objectsimplemented in system software
version 2.6. For information about the standard MIB objects implemented in this software
version, see Appendix A.

The PowerHub MIB contains the following object groups:

e aSystem. This group contains general system management objects, such as the
PowerHub model number and the software versions currently installed on the hub.
(See Section B.1 on page 240.)

« aBridge. This group contains objects not covered in the standard Bridge MIB, such
as bridge template and rule information. (See Section B.2 on page 240.)

» aMgmt. Thisgroup contains objects for managing segments, configuration files, and
the TTY ports, aswell as objectsfor the Port Monitoring feature and for rebooting the
hub. (See Section B.3 on page 248.)

e dChassis. This group contains objects for the PowerHub chassis, including
identification information and power requirements for PowerHub modules. (See
Section B.4 on page 253.)

e aFDDI. This group contains objects for FDDI modules. (See Section B.5 on
page 258.)

Thetables on the following pages describe the objectsin each group. For each abject,
the corresponding PowerHub command (if applicable) is listed.

The PowerHub MIB is designated as enterprise MIB number 390.
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B.1 SYSTEM OBJECTS—ALSYSTEM GROUP
Table B-1 lists the objectsin the al System group of the PowerHub MIB.
TABLE B-1 PowerHub MIB objects—alSystem group.
Object Description Access*
al Chassi sType The PowerHub model number. RO
al McpuRt Ver The version of the runtime software installed on the Packet RO
Engine.
O mai nversionncpu
al McpuPr onVer Theversion of the boot PROM softwareinstalled on the Packet RO
Engine.
O mai nversionprom
*RO= read-only, NA=not accessible, RW=read-write.
O = You can access the same object using this PowerHub command.
B.2 BRIDGE OBJECTS—ALBRIDGE GROUP
Table B-2 lists the objects in the alBridge group of the PowerHub MIB.
TABLE B-2 PowerHub MIB objects—alBridge group.
Object Description Access*
al Bri dgeTabl e A table that contains information about unicast entries for NA
which the PowerHub’ s bridging software has forwarding
O bridge bridge-table and/or filtering information. Thisinformation is used by the
transparent bridging function to determine how to propagate a
received frame.
al Bri dgeEntry A specificentry intheal Bri dgeTabl e table. Theentryis NA
comprised of information about aspecific unicast MAC address
for which the bridge has some forwarding and/or filtering
information.
al Bri dgeEnt r yAddr ess Anitemintheal Bri dgeEnt ry object. The MAC address RO

for which the bridge has forwarding and/or filtering

information.

*RO= read-only, NA=not accessible, RW=read-write.
O = You can access the same object using this PowerHub command.
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TABLE B-2 (Continued) PowerHub MIB objects—alBridge group.

Object Description Access*

al Bri dgeEntryPort Another itemintheal Bri dgeEnt ry object. Thesegment RO
number on which aframe having a source address equal to the
value of the corresponding instance of
al Bri dgeEnt r yAddr ess has been seen.

al Bri dgeEnt ryLi nk Another itemintheal Bri dgeEnt ry object. The10Base-T RO
segment number on the segment on which aframe having a
source address equal to the value of the corresponding instance
of Bri dgeEnt r yAddr ess has been seen.

al Bri dgeEntryRul e Another itemintheal Bri dgeEnt ry object. Therule RW
number that is applied to packets that are forwarded to or from
this address.

al Bri dgeEnt ryFl ags Another itemintheal Bri dgeEnt ry object. Thestatusof RO
thisentry.

al Bri dgeTbl C ear When set to 1, clears the bridge table. RO

O bridge bridge-tabl ecl ear

al Br Fl ushCache When set to 1, clears the bridge cache. RwW

O bridgeflush-cache

al Port St at sTabl e A table that contains bridge statistics for the PowerHub NA
segments.

O bridgestats

port StatsEntry Anentry intheal Port St at sTabl e object. Each entry NA
contains additional objects corresponding to individual
statistics. Theindividual statistics objects are described in the
following rows.

port St at sPort Anitemintheal Port St at sTabl e object. Thesegmentto RO
which the statistics entries apply.

port St at sPkt sl n Another itemintheal Port St at sTabl e object. Good RO
packets received on the segment. Packets are listed regardless

O bridgestats of packet type and regardless of whether the packet was
forwarded to another segment. Note that error packets are not
listed.

port St at sPkt sQut Another itemintheal Port St at sTabl e object. Packets RO

O bridgestats

transmitted on the segment. Note that this statisticis
incremented when a packet is scheduled for transmission, not
when it is actualy transmitted.

*RO= read-only, NA=not accessible, RW=read-write.
0 = You can access the same object using this PowerHub command.
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APP.B

TABLE B-2 (Continued) PowerHub MIB objects—alBridge group.

Object

Description Access*

portStatsCctestln

O bridgestats

Another itemintheal Port St at sTabl e object. Good RO
octetsreceived onthesegment. Notethat error packets are not
listed. Thisstatistic includes 8 octets per packet to account for

the preamble.

port St at sCct et sQut

O bridgestats

Anotheritemintheal Port St at sTabl e object. Octetsout. RO
This statistic, like por t St at sPkt sQut , isincremented

when a packet is scheduled for transmission. This statistic

includes eight octets per packet to account for the preamble.

port Stat sMul ti Cast Pktsln

O bridgestats

Another itemintheal Port St at sTabl e object. RO
Broadcast-multicast packets received on the segment.

Incremented for each good broadcast or multicast packet

received onthesegment. Notethat error packetsarenot listed.

port St at sMul ti Cast Pkt sQut

O bridgestats

Another itemintheal Port St at sTabl e object. RO
Broadcast-multicast packets out. Incremented once for each
broadcast or multicast packet scheduled for transmission onthe
segment.

port St at sTabl eM sses

O bridgestats

Another item in the al PortStatsTable object. Table misses. RO
Incremented each time a packet with an unknown destination
addressisreceived. When address learning is enabled, this

statistic is usually incremented only for the first packet

transmitted to a workstation or other device connected to the
segment. After areply isreceived, the device' s source address

is added to the bridging table.

This statistic might be incremented multiple timesif any of the
following conditionsis true:

e Learningisdisabled.

» A learned address has been “aged out.”

» Packets are being forwarded to an unknown destination
that is not responding.

port St at sRevBuf f Errs

O bridgestats

Another itemintheal Port St at sTabl e object. RO
Receive-buffer errors. Incremented each time the PowerHub
system detects an incoming packet but does not have a buffer in
which to store the packet. Usually, this can occur only under
one of the following conditions:
» Thetotal traffic being received on all segments exceeds
the PowerHub' s maximum aggregate packet-throughput
specification.
» When receiving heavy traffic during CPU-intensive
operations such as aging large tables.

*RO= read-only, NA=not accessible, RW=read-write.
0 = You can access the same object using this PowerHub command.
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TABLE B-2 (Continued) PowerHub MIB objects—alBridge group.

Object Description Access*

portStatsXmtBuffErrs Another itemintheal Port St at sTabl e object. RO
Transmit-buffer errors. Incremented each time the PowerHub

O bridgestats system attempts to forward a packet to a busy destination

segment whose output buffers all are full. (Each segment has
buffers for up to 100 ms worth of outgoing traffic, depending
on packet length.)

port St at sTot al Col |i si ons Anotheritemintheal Port St at sTabl e object. Collisions. RO
Thetotal number of collisions on the segment. Thisisthe sum
O bridgestats of theport St at sRcvCol | i si ons and

port St at sXmi t Col | i si ons statistics(described below).

NOTE: For FDDI segments, this statistic always appears as 0.

port St at sRevCol | i si ons Another itemintheal Port St at sTabl e object. Receive RO
collisions. The number of collisions detected on a segment

O bridgestats while listening for incoming packets. This statisticis only
availablefor 10Base-T segments. For other types of segments,
this statistic aways appears as 0.

port Stat sXmit Col | i si ons Another itemintheal Port St at sTabl e object. Transmit RO
collisions. The number of collisions detected on a segment

O bridgestats while attempting to transmit packets.

NOTE: For FDDI segments, this statistic always appears as 0.

port StatsXnmtQ.en Another itemintheal Port St at sTabl e object. Transmit RO
queue length. The number of outgoing packetsin the transmit
O bridgestats queue. These packets have been scheduled for transmission but

have not yet been transmitted. Normally, apacketis
considered “transmitted” when it has been completely
transmitted on the network segment, or if the transmitter gives
up due to excessive collisions on the outgoing segment.

*RO= read-only, NA=not accessible, RW=read-write.
O = You can access the same object using this PowerHub command.
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TABLE B-2 (Continued) PowerHub MIB objects—alBridge group.

APP.B

Object

Description

Access*

port St at sPeakUtilization

O bridgestats

Another itemintheal Port St at sTabl e object. Peak
utilization. Defined as the segment’ s maximum utilization
during a one-second interval since the statistics were last
cleared.

For Ethernet segments, the peak utilization is calculated as
follows: Once per second, the current one-second utilizationis
computed asthetotal number of octetstransmitted and received
on the segment during the previous second, multiplied by 8
bits/octet, divided by 10 Mb/s (the Ethernet datarate).

This calculation includes 8 octets per packet to account for each
packet’ s 64-bit preamble.

Note that the maximum value of current utilization is lower for
short packets than for long packets, because the 9.6
microsecond interpacket gap associated with each packet is not
included in this statistic. The peak utilization is then set to the
maximum of the current one-second utilization and the previous
peak utilization.

RO

portStatsCurrUtilization

O bridgestats

Another itemintheal Port St at sTabl e object. Current
utilization. For Ethernet segments, the current utilization is
calculated asfollows: Once per second, the current one-second
utilization is computed as the total number of octetstransmitted
and received on the segment during the previous second,
multiplied by 8 bits/octet, divided by 10 Mb/s (the Ethernet data
rate).

This calculation includes 8 octets per packet to account for each
packet's 64-bit preamble.

Note that the maximum value of current utilization islower for
short packets than for long packets, because the 9.6
microsecond interpacket gap associated with each packet is not
included in this statistic.

RO

port St at sLossO Carri er

O bridgestats

Another itemintheal Port St at sTabl e object. Loss of
carrier. Indicatesthat an AUI segment has no cable attached, or
the cable or transceiver isfaulty.

RO

port St at sExcessRetri es

O bridgestats

Another itemintheal Port St at sTabl e object. Excessive
retries. Incremented whenever each of 15 attempts to transmit
asingle packet causesacollision. Excessiveretriescan happen
in very busy networks or when no cableis attached to an
enabled BNC segment.

RO

al Bri dgeSt at sC ear

O bridgestats-clear

When set to 1, clears the statistics collected for the bridge.

RW

*RO= read-only, NA=not accessible, RW=read-write.
O = You can access the same object using this PowerHub command.
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TABLE B-2 (Continued) PowerHub MIB objects—alBridge group.

Object Description Access*
al Bri dgePPCont r ol Enables, disables, or clears segment-to-segment bridge RW
statistics. The setting can be one of the following:
O bridge ppstatsdis 0 Disables collection of segment-to-segment bridge
statistics.
1 Enablesthe collection of segment-to-segment bridge
statistics.
2 Clearsthe collected segment-to-segment bridge
statistics.
al Port ToPort Tabl e Contains statistics for segment-to-segment bridge traffic. NA
port ToPort Entry Anentry intheal Port ToPort Tabl e table. NA
al PPSour cePor t Anitemintheport ToPort Ent ry object. The source RO
segment for the segment-to-segment statistics entry.
al PPDest i nati onPort Another iteminthe port ToPor t Ent ry object. The RO
destination segment number for the segment-to-segment bridge
statistics entry.
port ToPort Packet s Anotheritemintheport ToPor t Ent r y object. Thenumber RO
of packets forwarded from the segment indicated by
al PPSour cePor t to the segment indicated by
al PPDest i nati onPort.
port ToPort Cctets Anotheritemintheport ToPor t Ent r y object. Thenumber RO
of octets forwarded from the segment indicated by
al PPSour cePor t to the segment indicated by
al PPDest i nati onPort.
al Port Confi gTabl e For each segment, containsthe rulesfor source and destination NA
bridge filters.
O bridge set source_rul e;
bridge set dest _rule
port Confi gEntry A specific entry inthe al Por t Confi gTabl e table. NA
port Confi gPort Anitemintheport Confi gEnt ry object. The segment RO
number for this table entry.
port Confi gSrcRul e Another itemintheport Conf i gEnt ry object. Thesource RW
rule for the segment number identified by the instance of
O bridgeset source_rule port Confi gPort.
port Confi gDst Rul e Another iteminthe por t Confi gEnt ry object. The RwW

O bridge set dest _rule

destination rule for the segment number identified by the
instance of por t Confi gPort .

*RO= read-only, NA=not accessible, RW=read-write.
0 = You can access the same object using this PowerHub command.
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APP.B

TABLE B-2 (Continued) PowerHub MIB objects—alBridge group.

Object

Description Access*

prt Confi gBl ockLear nedEntri es

O bridge set block_lentries

Another itemintheport Conf i gEnt ry object. Thisobject RW
can have one of the following values:

1 True. The segment identified by the instance of
port Confi gPort will block learned entriesto the
bridge table.

2 False. Thesegment will not block learned entriesto the
bridge table.

al Bri dgel pBri dgi ng

The enabled state of the IP bridging feature. Thisobjectcan  RW
have one of the following values:

O bridgeset i pbridging 1  Enable.
2 Disable.
al Br Tenpl at eTabl e A table containing the bridge-filter template definitionsin NA

O bridgeset tenpl ate

effect on each segment.

br Tenpl at eEntry

A specific entry intheal Br Tenpl at eTabl e table. NA

br Tenpl at eNunber

Aniteminthebr Tenpl at eEnt r y object. Thetemplate RW
number.

br Tenpl at ek f set

Another item in the br Tenpl at eEnt r y object. The RW
displacement specified for the template. The displacement is
measured in octets from the beginning of the packet. The
displacement must be a multiple of 4 in the range 0 — 124,

specified in decimal. A value of -1 deletes the entry from

al Br Tenpl at eTabl e.

br Tenpl at eMask

Another iteminthe br Tenpl at eEnt ry object. A 4-byte RW
(32-bit) number, normally specified as eight hexadecimal

digits. The bytes are numbered from 0 to 3, starting with

high-order byte (“big-endian” format). Each bytei of the mask

is ANDed with the octet at displacement offset+i to form a

4-byte masked value.

br Tenpl at eConpar at or

Anocther iteminthe br Tenpl at eEnt ry object. Another RwW
4-byte number, normally specified as eight hexadecimal digits.

If the masked value defined using the object

br Tenpl at eMask equalsthe value of this object

(br Tenpl at eConpar at or ), then the template returns a

value of true; otherwise it returns avalue of false.

br Tenpl at eOpt i on

Another item in the br Tenpl at eEnt r y object. RW

al Br Rul eTabl e

O bridgesetrule

A table containing the bridge-filter rule definitionsin effecton  NA
each segment.

*RO= read-only, NA=not accessible, RW=read-write.
0 = You can access the same object using this PowerHub command.
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TABLE B-2 (Continued) PowerHub MIB objects—alBridge group.

Object Description Access*
brRul eEntry A specific entry inthe al Br Rul eTabl e table. NA
br Rul eNunber Aniteminthebr Rul eEnt ry object. The rule number. RwW
br Rul eSt at enent Another iteminthe br Rul eEnt r y object. Therule RwW

statement, comprised of template numbers and logical
operators (&, |, ~). Thetemplate numbersand logical operators
can be grouped by up to eight nested pairs of parentheses.

al Br Rul eToNodeTabl e For each segment, lists the corresponding rule. NA
al Br Rul eToNodeEnt ry A specific entry intheal Br Rul eToNodeTabl e table. NA
br Rul eToNodePor t Anitemintheal Br Rul eToNodeEnt ry object. The RW

number of the segment for which this rule applies.

br Rul eToNodeMacAddr

Another itemintheal Br Rul eToNodeEnt ry object. The RW
source MAC address.

br Rul eToNodeRul e

Another item intheal Br Rul eToNodeEnt ry object. The RW
rule number that appliesto thisentry in the
al Br Rul eToNodeTabl e table.

al Br GroupTabl e

A table containing the bridge groups (network groups) defined NA

for this hub.
O bridge set group
al Br G oupEntry A singleentry intheal Br G oupTabl e table. NA
br G oupNumnber A member of theal Br G oupEnt r y object. The group RW

number by which the group isidentified.

br Gr oupPor t Mask

Another member of theal Br G oupEnt ry object. The RwW
segments associated with the group number identified by the
instance of br G oupNunber .

br G- oupNane

Another member of theal Br Gr oupEnt r y object. Thename RW
of the group for which this entry applies.

al Bri dgeSTPCont r ol

Specifieswhether the Spanning-Treealgorithmisenabled. The RW
value can be one of the following:

O bridge spantree 0 Disable.
1 Enable
al Port St at eTabl e Contains state information for each segment. NA
O bridgestate
port St at eEntry A singleentry intheal Port St at eTabl e table. NA

*RO= read-only, NA=not accessible, RW=read-write.
0 = You can access the same object using this PowerHub command.

400-1675-0001, Rev C, Issue 1,V 2.6

PowerHub Software Manual



248 POWERHUB MIB OBJECTS APP.B

TABLE B-2 (Continued) PowerHub MIB objects—alBridge group.

Object Description Access*

port St at ePort A member of the por t St at eEnt ry object. RO

port St at eDi ag Another member of the por t St at eEnt ry object. The RO
diagnostic state of the segment.

port St at eMgmt Another member of theport St at eEnt ry object. The RO
management state of the segment.

port St ateStp Another member of the por t St at eEnt r y object. The RO
Spanning-Tree state of the segment.

port St at ePort Nane Another member of thepor t St at eEnt ry object. Thename RO
of this segment.

*RO= read-only, NA=not accessible, RW=read-write.
00 = You can access the same object using this PowerHub command.

B.3 MANAGEMENT OBJECTS—ALMGMT GROUP

Table B-3 lists the objectsin the alMgmt group of the PowerHub MIB.

TABLE B-3 PowerHub MIB objects—alMgmt group.

Object Description Access*
al Aut oPort St at eTabl e A table containing the automatic segment-state status of each  NA
segment.
O ngnt aut oportstate
aut oport StateEntry A singleentry intheal Aut oPort St at eTabl e table. NA
aut oPort St at ePor t Anitemintheaut oport St at eEnt ry object. Thesegment RO
number for thistable entry.
aut oPort State Another itemintheaut oport St at eEnt ry object. Shows RW
the enabled state and lets you enable or disable the
O nmgmt aut oportstate automatic-segment state feature. This object can have one of
the following values:
0 Disable.
1 Enable
aut oPort St at eName Another itemintheaut oport St at eEnt ry object. The  RW

segment name as specified by the system administrator.

*RO= read-only, NA=not accessible, RW=read-write, WO=write-only.
O = You can access the same object using this PowerHub command.
§ = This object applies only to 4x4 and 4x6 Microsegment Ethernet Modules.
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TABLE B-3 (Continued) PowerHub MIB objects—alMgmt group.

Object Description Access*

aut oPort St at eThr eshol d Another itemintheaut oport St at eEnt ry object. For RwW
AUI and BNC segments, indicates the threshold setting for the
segment.

al Li nkStatsCol | ect® The enabled status of 10Base-T-port statistics collection: RW

) 0 Disable.

O mgnt |ink-stats-collect 1 Enable

al Li nkSt at sC ear® When set to 1, clears the 10Base-T-port statistics. RW

al Li nkSt at sTabl e® The 10Base-T-port statistics table. NA

O mgnt |ink-stats

|'i nkSt at sentrys A singleentry intheal Li nkSt at sTabl e table. RW

|'i nkSt at sPort?® Aniteminthel i nkSt at sEnt ry object. The segment RO
number that contains the 10Base-T port.

|'i nkSt at sLi nk® Anotheriteminthel i nkSt at SEnt ry object. Thel0Base-T RO
port number.

| i nkSt at sPkt sl n® Another iteminthel i nkSt at sEnt ry object. Thenumber RO
of packets received on the 10Base-T port.

O mgnt |ink-stats

|'i nkSt at sCctetsln® Another iteminthel i nkSt at sEnt ry object. Thenumber RO
of octets received on the 10Base-T port.

O mgnt |ink-stats

| i nkSt at sBMCast Pkt sl n® Another iteminthel i nkSt at sEnt ry object. Thenumber RO
of broadcast/multicast packets received on the 10Base-T port.

O mgnt |ink-stats

|'i nkSt at sG ant Pkt s® Another iteminthel i nkSt at sEnt ry object. Thenumber RO
of oversize (giant) packets received on the 10Base-T port.

O mgnt |ink-stats

|'i nkSt at sFraneErrs® Another iteminthel i nkSt at sEnt r y object. Thenumber RO
of frame alignment errors received on the 10Base-T port.

O mgmt |ink-stats

|i nkSt at sSFCSErr s® Another iteminthel i nkSt at sEnt r y object. Thenumber RO

O mgmt |ink-stats

of FCS (frame-check sequence) errors received on the
10Base-T port.

*RO= read-only, NA=not accessible, RW=read-write, WO=write-only.
0 = You can access the same object using this PowerHub command.

§ = This object applies only to 4x4 and 4x6 Microsegment Ethernet Modules.
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TABLE B-3 (Continued) PowerHub MIB objects—alMgmt group.
Object Description Access*
| i nkSt at sRcvCol | i si ons?® Another iteminthel i nkSt at sEnt ry object. Thenumber RO
of receive collisions detected on the 10Base-T port.
O mgmt |ink-stats
al Li nkCont r ol Tabl e® A table containing control information for 10Base-T ports. NA
O mgnt ut pst atus NOTE: Thisobject and the itemsit contains (listed in
following rows) apply only to modules containing
microsegmented 10Base-T ports.
|'i nkControl Entrys* A singleentry intheal Li nkCont r ol Tabl e table. RW
| i nkControl Port? Aniteminthel i nkContr ol Ent ry object. The port RO
number for this entry.
I'i nkControl Li nk® Another iteminthel i nkCont r ol Ent ry object. Theport RO
number for this entry.
| i nkControl Enl St at e® Another iteminthel i nkCont r ol Ent ry object. The RO
enabled state of the port. This object can have one of the
following values:
1 Enable
2 Disable.
| i nkControl Li nkTest ® Another iteminthel i nkCont r ol Ent ry object. The RO
link-test status for the port. The value can be one of the
following:

G The10Base-T connection is present and good.

P The segment hardware has detected an excessive
collision rate on the segment and has partitioned the
port as required by the 10BaseT standard.

R The segment hardware has internally swapped the
twisted-pair wires on the incoming segment, because it
detected that the polarity of the wires was reversed.

i nkControl Partition® Another iteminthel i nkCont r ol Ent r y object. RO
Partitioning state of the link.

I'i nkControl Pol arity® Anotheriteminthel i nkCont r ol Ent ry object. Polarity of RO
the link.

| i nkCont r ol Enabl et Another iteminthel i nkCont r ol Ent ry object. The RwW

O mgmt | ink-state-control

enabled state of the port. This object can have one of the
following values:

1 Enable.
2 Disable.

*RO= read-only, NA=not accessible, RW=read-write, WO=write-only.
[0 = You can access the same object using this PowerHub command.

§ = This object applies only to 4x4 and 4x6 Microsegment Ethernet Modules.
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TABLE B-3 (Continued) PowerHub MIB objects—alMgmt group.

Object Description Access*
al PortLi nkTabl e A table that contains the medium type (AUI, BNC, and soon) NA
in use on each segment.

O mgmt showcfg
portLi nkEntry A singleentry intheal Port Li nkTabl e table. NA
port Li nkPort A member of theport Li nkEnt ry object. The segment RO
number for which the medium type isto be set.
portLi nkType Specifies the medium type in use on the segment. Thisobject RW
can have one of the following values:
O mgnt activate-em 1 AU
O mgnt activate-utp
(PowerHub 6000 only) 2 BNC.
3 BNCT.
4 10Base-T.
5 FIBER.
6 UNKNOWN.
al Fi ber St at sTabl e A table containing the status information for fiber NA
(PowerHub 3000 only) (FOIRL-compatible) segments.
fiberStatsEntry A singleentry intheal Fi ber St at sTabl e table. NA
(PowerHub 3000 only)
fi ber StatsPort Aniteminthefi ber St at sEnt ry object. The fiber RO
(PowerHub 3000 only) segment for which the statistics are requested or the fiber
violation mechanism is set.
fi ber Aui St at us Another iteminthef i ber St at SEnt ry object. Thefiber RO
(PowerHub 3000 only) AUI status for the segment that is specified by the instance of
fiberStatsPort.
O nmgnt fi beraui status
fiberSecurityViolation Another iteminthefi ber St at sEnt ry object. Thefiber RW
(Power Hub 3000 only) segment for which statistics are requested or for which the
fiber-violation mechanismis set. This object can have one of
O mgnt the following values:
fiber-security-violation 1 Ddete.
2 Ignore.
3 Clear.
al Por t Moni t or G ose When set to 1, closes the Segment Monitoring feature. RW

O mgmt port-nonitor close

*RO= read-only, NA=not accessible, RW=read-write, WO=write-only.
00 = You can access the same object using this PowerHub command.

§ = This object applies only to 4x4 and 4x6 Microsegment Ethernet Modules.
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TABLE B-3 (Continued) PowerHub MIB objects—alMgmt group.

Object Description Access*

al Port Moni t or Tabl e A table containing the Segment Monitoring definitionsonthe  NA
hub, including the monitored-segment list and
monitoring-segment list for each definition.

port MonitorEntry A singleentry intheal Port Moni t or Tabl e table. NA

port MonSr cPor t Anitemintheport Moni t or Ent ry object. Thetraffic RwW
to/from this segment will be monitored on the segment
specified by the por t MonDst Por t object.

port MonDst Por t Anotheriteminthepor t Moni t or Ent r y object. Thetraffic RW
to/from the segment specified by the port MonSr cPor t
object will be monitored on this segment.

port MonTraf fi cType Another iteminthe por t Moni t or Ent ry object. Specifies RW
the traffic types to be monitored. This object can have one of

O mgmt port-monitor view the following values:

0 Not applicable.

1 Forwarded.

2 Incoming.

3 Forwarded and incoming.

4  Generated.

5 Forwarded and generated.

6 Incoming and generated.

7  All (forwarded, incoming, and generated).

al Reboot When set to 1, reboots the hub. WO

O mgmt r eboot

al Port Moni t or Vi ewTabl e A tablethat lists the source and destination segments specified NA
for Segment Monitoring, as well as the segment to be used to
monitor the traffic.

port Moni t or Vi ewentry A singleentry intheal Port Moni t or Vi ewTabl e table. NA

port MonVi ewSr cPor t Anitemintheport Moni t or Vi ewent ry object. The RO
traf fic fromthissegment tothe segment designated by the
port MonVi ewDst Port object will be monitored on the
segment designated by por t MonVi ewivbni t or Port .

port MonVi ewDst Por t Another iteminthe por t Moni t or Vi ewent ry object. The RO
traffic to this segment from the segment designated by
port MonVi ewSr cPor t will be monitored on the segment
desi gnat ed by por t MonVi ewivbni t or Port .

*RO= read-only, NA=not accessible, RW=read-write, WO=write-only.
00 = You can access the same object using this PowerHub command.
§ = This object applies only to 4x4 and 4x6 Microsegment Ethernet Modules.
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TABLE B-3 (Continued) PowerHub MIB objects—alMgmt group.

Object Description Access*

port MonVi ewivbni t or Por t Another iteminthepor t Moni t or Vi ewent ry object. The RW
traffic to the segment designated by por t MonVi ewDst Por t
from the segment designated by por t MonVi ewSr cPor t
will be monitored on the segment designated by
port MonVi ewivbni t or Port .

*RO= read-only, NA=not accessible, RW=read-write, WO=write-only.
00 = You can access the same object using this PowerHub command.
8 = This object applies only to 4x4 and 4x6 Microsegment Ethernet Modules.

B.4 CHASSIS OBJECTS—ALCHASSIS GROUP

Table B4 lists the objects in the alChassis group of the PowerHub MIB.

TABLE B—4 PowerHub MIB objects—alChassis group.

Object Description Access*

al Sl ot Tabl e A table containing information about each NIM dlot in the NA
PowerHub system chassis.

al Sl otEntry A specific entry intheal Sl ot Tabl e table. NA

al Sl ot Nunber Anitemintheal Sl ot Ent ry object. TheNIM slot number. RO

The possible values depend upon the chassis. Therangeis 1-5
for a5-dot chassis, 1-10 for a 10-slot chassis, and so on.

*RO= read-only, NA=not accessible, RW=read-write.
00 = You can access the same object using this PowerHub command.

400-1675-0001, Rev C, Issue 1,V 2.6 PowerHub Software Manual



254 POWERHUB MIB OBJECTS APP. B
TABLE B—4 (Continued) PowerHub MIB objects—alChassis group.
Object Description Access*
al Sl ot Car dType Another itemintheal Sl ot Ent ry object. Thetypeof NIM RO
currently occupying the slot indicated by al Sl ot Nunber .
O mgmt i dprom This object can have one of the following values:
0 Packet Engine.
1 Universal Ethernet Module (sometimes called the 6x1
Module).
2 4x4 Microsegment Ethernet Module.
3 4x6 Microsegment Ethernet Module.
4  Dua FDDI Module.
5 Single FDDI Module.
6 16x1 Ethernet Module.
7 13x1 Ethernet Module.
8 Universal Dual FDDI Module.
9 Universal Single FDDI Module.
10 1x 6 FDDI Concentrator Module.
11 1x 16 FDDI Concentrator Module.
12 n/a
al Sl ot St at us Another itemintheal Sl ot Ent ry object. The statusof the RO
modulein the dlot indicated by al Sl ot Nunber . Thisobject
can have one of the following values:
0 Present and equipped.
1 Not equipped.
2 Not present.
al Sl ot Mbdel Another itemintheal Sl ot Ent ry object. The model RO
number of the NIM currently occupying the slot indicated by
O mgmt i dprom al Sl ot Nunmber .
al Sl ot Revi si on Another itemintheal Sl ot Ent ry object. The REV RO
(revision) number of the Packet Engine or NIM currently
O mgmt i dprom occupying the slot indicated by al Sl ot Nunber . Not all
NIMs have arevision number.
al Sl ot | ssue Another itemintheal S| ot Ent ry object. Theissuenumber RO
of the Packet Engine or NIM currently occupying the slot
O mgmt i dprom indicated by al Sl ot Nunber .
al Sl ot Devi ati on Another item inthe al Sl ot Ent ry object. The deviation RO
number of the Packet Engine or NIM currently occupying the
O mgmt i dprom slot indicated by al Sl ot Nunber . Not al NIMs have a
deviation number.
al Sl ot Seri al Nunber Anotheritemintheal Sl ot Ent ry object. Theseria number RO

O mgmt i dprom

of the Packet Engine or NIM currently occupying the slot
indicated by al Sl ot Nunber .

*RO= read-only, NA=not accessible, RW=read-write.
[0 = You can access the same object using this PowerHub command.
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TABLE B—4 (Continued) PowerHub MIB objects—alChassis group.

Object Description Access*

al Sl ot Power 5 Another itemintheal Sl ot Ent r y object. The maximum RO
number of milliamperes drawn by the Packet Engine or NIM

O mgmt i dprom typeindicated by al Sl ot Car dType at +5 volts.

al Sl ot Power 12 Another itemintheal Sl ot Ent r y object. The maximum RO
number of milliamperes drawn by the Packet Engine or NIM

O mgnt i dprom typeindicated by al Sl ot Car dType at +12 volts.

al Sl ot Power 33 Another itemintheal Sl ot Ent r y object. The maximum RO
number of milliamperes drawn by the Packet Engine or NIM

O nmgnt i dprom typeindicated by al Sl ot Car dType at +3.3 volts.

al Sl ot Power &t her Another item inthe al Sl ot Ent ry object. The maximum RO
number of milliamperes drawn by the Packet Engine or NIM

O mgmt i dprom typeindicated by al Sl ot Car dType at voltage levels other
than +3.3, +5, or +12.

al Vport Tabl e A table containing information about each segment in the NA
PowerHub chassis. Segments are numbered from left to right
and in ascending order as they are located in the chassis (for
example, segments 1 through 64).

al VportEntry A specific entry inthe al Vport Tabl e table. NA

al Vpor t Nunber Anitemintheal Vport Ent ry object. Thevirtual segment RO
number.

al Vport Sl ot Nurmber Another itemintheal Vport Entry object. TheNIM dlot RO
number for the virtual segment indicated by
al Vpor t Nunber .

al Vport Port Nurber Another itemintheal Vport Ent ry object. The physical RO

segment number corresponding to the virtual segment number
indicated by al Vport Nurrber .

*RO= read-only, NA=not accessible, RW=read-write.
00 = You can access the same object using this PowerHub command.
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TABLE B—4 (Continued) PowerHub MIB objects—alChassis group.

APP.B

Object

Description

Access*

al Vport Port Type

O nmgmt showcfg

Another itemintheal Vport Ent ry object. The mediatype RO

associated with the virtual segment indicated by
al Vpor t Nunber . Thisaobject can have one of the following
values:

0 10BaseT.

BNC.

Fiber (10Base-FL).
AUL.
FDDI_Multi_ST.
na

Single FDDI.

N o o WN PR

to NIMs such as the UEM that have exchangeable
daughter cards.

8 TP-PMD.
9 MAU_HDX (half-duplex).
10 MAU_FDX (full-duplex).

No physical interfaceis present. Generally, thisapplies

al Vport Port St at us Another itemintheal Vport Ent ry object. The segment RO
statusfor thevirtual segment indicated by al Vpor t Nunber .
O ngnt aut oportstate This object can have one of the following values:
0 Good.
1 Bad
2 Removed.
al Vport Controll er Type Another itemintheal Vport Ent ry object. Thecontroller RO
type for the virtual segment indicated by al Vpor t Nunber .
al Sl ot ToVPort Tabl e A table containing slot information for each virtual segmentin  NA
the PowerHub chassis.
al Sl ot VportEntry A specific entry intheal Sl ot ToVPor t Tabl e table. NA
al Sl ot Vport Sl ot Nunber Anitemintheal Sl ot Vport Ent ry object. Theslotnumber RO
for the virtual segment identified by al Vpor t Nunber .
O mgmt showcf g
al Sl ot Vport Port Number Another itemintheal Sl ot Vport Ent ry object. The RO
physical segment number corresponding to the virtual segment
O mgmt showcf g number indicated by al Vpor t Nunber .
al Sl ot Vport Nurrber Anotheritemintheal Sl ot Vport Ent r y object. Thevirtua RO

segment number for which the following
al Sl ot Vport Entry itemsapply.

*RO= read-only, NA=not accessible, RW=read-write.
[0 = You can access the same object using this PowerHub command.
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TABLE B—4 (Continued) PowerHub MIB objects—alChassis group.

Object Description Access*

al Sl ot Vport Port Type Anotheritemintheal Sl ot Vport Ent ry object. Themedia RO
type for the virtual segment identified by al Vpor t Nunber .

al Sl ot Vport St at us Another itemintheal Sl ot Vport Ent ry object. The RO
segment status for the virtual segment indicated by
al Vpor t Nunber .

al Sl ot Vport Control | er Type Another itemintheal Sl ot Vport Ent ry object. The RO
controller type for the virtual segment indicated by
al Vpor t Nunber .

al PSTabl e A table containing information about each power supply inthe NA
PowerHub chassis.

al PSEntry A specific entry intheal PSTabl e table. NA

al PSNunber Anitemintheal PSEnt ry object. The power supply number. RO
This number corresponds to the number listed by the ngmt

O mgmt showcf g showcf g command. For example, the power module listed

asPM1inthengnt showcf g display islisted as power
module 1 by this object.

al PSSt at us Another itemintheal PSEnt r y object. The status of the RO
power supply. The power supply’s status will be one of the
O mgnt showcf g following:

1 Good

Present but bad
Not present
Intermittent
Unknown

a b~ wN

al CpuSsl| ot The number of the chassis slot containing the Packet Engine. RO

O nmgnt showcf g

*RO= read-only, NA=not accessible, RW=read-write.
00 = You can access the same object using this PowerHub command.
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B.5 FDDI OBJECTS—ALFDDI GROUP
Table B-5 lists the objects in the alFDDI group of the PowerHub MIB.
TABLE B-5 PowerHub MIB objects—alFDDI group.
Object Description Access*
Trace Signal Counter Number of “trace” signals astation initiated. A station RO
initiates atrace \_Nhen it_ has been beaconing continuously for
0 fddi showsntm bpriv an extended period of time.
My Claim Counter Number of SMT My_Claim framesreceived by the segment. RO
O fddi showsntm bpriv
My Beacon Counter Number of SMT My_Beacon frames received by the segment. RO
O fddi showsm m bpriv
Other Beacon Counter Number of SMT Other_Beacon frames received by the RO
segment.
O fddi showsm m bpriv
TRT Expired Counter Number of timesthe SMT TRT (Token Rotation Time) has RO
expired.
O fddi showsmt m b priv
Duplicate Claim Counter Number of SMT “Duplicate Claims’ received. RO

O fddi showsmt m b priv

*RO= read-only, NA=not accessible, RW=read-write.
O = You can access the same object using this PowerHub command.
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Appendix C: Packet
Encapsulation Formats

This appendix describes the packet encapsulations used by the PowerHub system and
lists the encapsulation tranglations the hub performs when forwarding between Ethernet
and FDDI segments.

C.1 ENCAPSULATION DESCRIPTIONS

The following sections describe the Ethernet and FDDI encapsulations used by the
PowerHub bridging and routing engines.

C.1.1 Ethernet Encapsulations

The PowerHub system uses the following Ethernet encapsulation types:
Ethernet Typell.

|EEE 802.3.

Ethernet 802.3/802.2.

Ethernet 802.3/802.2/SNAP.

Above each field in the encapsulation type shown below is the size of the field in
octets.

400-1675-0001, Rev C, Issue 1,V 2.6 PowerHub Software Manual



260 PACKET ENCAPSULATION FORMATS APP.C

C.111 Ethernet Typell (enet)

This encapsulation is the original Ethernet format. A type field always has a value
greater than 0600, g.

Ethernet Type Il
6 6 2 n 4

Destination | Source Type | Data | FCS
Address Address

C.112 IEEE 802.3(802. 3)

This encapsulation is a standard format for all network traffic, established by the
|EEE 802.3 standards committee. Despite the existence of this standard, much Ethernet
traffic still uses the Ethernet Type Il format. However, Ethernet stations running
software prior to NetWare version 3.1 are often set up to use 802.3 format by default.

IEEE 802.3
6 6 2 n 4

Destination | Source Length | Data | FCS
Address Address

C.1.1.3 |EEE 802.3 with LLC header (802. 2)

This encapsulation is another standard format established by the IEEE 802.3
standards committee. This format includes an additional field for “Logical Link Control
(LLC)" as established by IEEE standard 802.2. Ethernet stations running NetWare
software version 3.1 or later are usually set up to use 802.2 format by default.

Ethernet 802.3/802.2
6 6 2 1 1 1 n 4

Destination | Source Length | DSAP | SSAP | Control | Data | FCS
Address Address

The values for the Control fields are:

DSAP AA
SSAP AA
Control 03

Oul 0

Type 0x8137
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C.1.14 |EEE 802.3with LLC header and SNAP

This encapsulation is yet another standard format established by the IEEE 802.3
standards committee. A specia value in the DSAP/SSAP/Contral fields of the LLC
header (AAAAQ016) indicates that the SNAP header (OUI/Type) follows. The SNAP
header indicates the type of packet, and is 0000813716 for IPX packets. Thisformat is
used mainly in networks that have non-IPX 802.3 traffic (ex: TCP/IP in 802.3 format);
the SNAP header allowsthe IPX traffic to be distinguished from the non-IPX traffic.

Ethernet 802.3/802.2/SNAP
6 6 2 1 1 1 3 2 n 4

Destination | Source Length | DSAP | SSAP | Control | OUI | Type | Data | FCS
Address Address

The values for the Control fields are:

DSAP AA
SSAP AA
Control 03

oul 0

Type 0x8137

C.1.2 FDDI Encapsulations
The PowerHub system uses the following FDDI encapsulation types:
* FDDI Raw Format.
» FDDI 802.2.
» FDDI 802.2/SNAP.

Above each field in the encapsulation type shown below is the size of the field in
octets.

C.1.2.1 FDDI Raw Format

FDDI Raw Format
1 6 6 n

FC | Destination Source Data
Address Address
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C.1.22 FDDI 802.2

FDDI 802.2
1 6 6 1 1 1 n 4

FC | Destination Source DSAP | SSAP | Control | Data | FCS
Address Address

C.1.23 FDDI 802.2/SNAP

FDDI 802.2/SNAP
1 6 6 1 1 1 3 2 n 4

FC | Destination| Source | DSAP | SSAP | Control | OUl | Type | Data | FCS
Address Address

C.1.3 Encapsulation Translations

When packets are forwarded, their encapsulations are trandated according to the
encapsulations specified for the source and destination networks.

C.1.3.1 Bridging

Standard bridging is used to bridge AppleTalk, DECnet, and other types of packets
between Ethernet and FDDI. The encapsulation translations used are listed in Table C-1,
Table C-2, and Table C-3.

In Ethernet-to-Ethernet trandlation, no modifications are made to the packets.
However, in Ethernet-to-FDDI or FDDI-to-Ethernet trandation, packets must be
translated.

PowerHub software also supports IPX trandation bridging. Using IPX trandation
bridging, you can specify the encapsulation types used by each IPX interface. (See
Section 2.10 on page 46 for information.)

The following notes apply to these tables:

* When Ethernet 1l (enet) packets are on an FDDI segment after bridging, their
encapsulation type is 802.2/SNAP.

¢ When SNAP packets are on an Ethernet segment after bridging, their encapsulation type
changesto Ethernet I1.

» When converting from one encapsulation type to another, the Data field is moved
without change. Other fields are added, deleted, or modified as required.
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IPX bridging over FDDI: Ethernetto FDDI to Ethernet

Ethernet to FDDI to Ethernet

Ethernet format before bridging... | enet 802.3 802.3/802.2 | 802.2/SNAP
enet g
802.3 O
802.3/802.2 |
802.2/SNAP 0

TABLE C-2 IPX bridging over FDDI: Ethernet to FDDI

Ethernet to FDDI

Ethernet format before bridging... | 802.3 802.2 802.3/802.2 | 802.2/SNAP
enet g
802.3 0
802.3/802.2 g
802.2/SNAP a

TABLE C-3

IPX bridging over FDDI: FDDI to Ethernet

FDDI to Ethernet

FDDI format before bridging... 802.3 802.2 enet
802.3 0

802.3/802.2 O

802.2/SNAP O

C.1.3.2 Routing

IP packets are translated between Ethernet and FDDI format as required by
RFC 1103, using Ethernet headers on the Ethernet side and 802.2/SNAP headers on the
FDDI side. (The difference isthat FDDI format contains 802.2 LLC and SNAP headers
before the IP header, where the SNAP header contains a type value corresponding to the
type field in the Ethernet transmission.)

AppleTak packets retain their 802.3 headers, even on the Ethernet side, in order to

preserve the SNAP header used by the AppleTak protocal.
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C.1.3.3 Maximum Transmission Unit (MTU) Discovery

When FDDI packets are forwarded to Ethernet segments or Ethernet packets are
forwarded to FDDI segments, the PowerHub software changes the packets into an
appropriate frame type before forwarding them.

FDDI IP packets larger than 1518 bytes are fragmented, as specified by RFC 791,
whether they are bridged or routed.

For routed traffic, maximum transmission unit (MTU) discovery is implemented in
accordance with RFC 1191. When you configure an IP interface (using the
i padd-interface command), the PowerHub software automatically sets the MTU
value for IP interfaces based on the medium type:

 For interfaces on FDDI segments, the MTU is set to 4050.
* For interfaces on Ethernet segments, the MTU is set to 1500.

* |If the interface spans multiple segments, and those segments include both Ethernet
and FDDI, the MTU valueiis set to 1500.

For information about adding IP interfaces, see Section 5.5 on page 78.
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Appendix D: Configuring

VLANS

The PowerHub Intelligent Switching Hub lets you easily create and change logical
workgroups within your network, without requiring you to physically reconfigure the
segments in your network. To create and change such a workgroup, you define a Virtua
LAN (VLAN). A VLAN isaset of segments that share acommon protocol interface.

The PowerHub software supports VLANSs in the following routing protocols:

. IP
e IPX
» AppleTak

Y ou can define any number of segments in the PowerHub chassis as members of a
VLAN. VLANS can overlap, so the same segments can be members of more than one
VLAN. You even can define multiple VLANS on the same segment.

VLANSs offer the following advantages.
Easy configuration and management

Because VLANSs are created using software commands, rather
than by rearranging your network segments, you can easily
create, change, or remove VLANSsto suit your needs. To add
asegment to aVLAN, you merely create an interface that
contains that segment along with the other segments you want
to placeinthe VLAN.

Increase in available bandwidth

For each segment in the VLAN, the effective bandwidth
available to nodes on the VLAN increases. For example, a
VLAN containing six 10 Mb/s Ethernet segments enjoys 60
Mb/s of bandwidth. Even though bandwidth is increased,
administration and management overhead for the segmentsin
the VLAN does not increase, because the segments can be
managed as a single network.

Reduction of IP RIP, IPX RIP, or IPX SAP updates

400-1675-0001, Rev C, Issue 1,V 2.6

On hubsthat contain many IP or IPX VLANS, the per-VLAN
method can enhance system throughput by reducing |P RIP and
IPX RIP and SAP overhead. By default, the PowerHub
software generates |P RIP and IPX RIP and SAP updates on a
per-segment basis. Y ou can configure the software to generate
updates on a per-VLAN basis.
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Figure D-1 shows an example of a PowerHub system configured with AppleTalk,
IP, and IPX VLANSs. The hub in this example is a PowerHub 6000, but you can use

VLANson any PowerHub model.
[PowerlglllS:
i
PowerlilE]
e 400k [T @p [P [dm @b [:d00P]
S gy o ) BT

0 @

111 1

G: IP address 146.180.12.147

@ = IPX address 24E05

o = AppleTalk address 100.101

FIGURE D-1 Examples of VLANs: Multiple nets managed as single interfaces.

This example shows three VLANS:
* IPinterface 146.180.12.147.
 |IPX interface 24E05.
» AppleTak interface 100.101.

All the segments in a VLAN share the same interface address, and are therefore
treated by the software as one interface.

Notice that segment 2 is defined as a member of both the IPX VLAN and the
AppleTak VLAN. Traffic sent from one IPX node to another within the IPX VLAN is
bridged, as is traffic sent from one node to another within the AppleTalk VLAN. This
holds true in all cases where protocol traffic (1P, IPX, or AppleTalk) packets are sent
from one interface to another.
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D.1 CREATING A VLAN

To create a VLAN, you issue the add- i nt er f ace command from the subsystem
for the protocol for which you are defining the VLAN. For example, to create the VLANS
shown in Figure D-1, you could issue the following commands:

1: Power Hub: mai n# i p add-interface 1,4,11,13 146.180.12. 147 255.255.0.0
Net 146.180.0.0 added

Net 146.180.0.0 added

Net 146.180.0.0 added

Net 146.180.0.0 added

Port 1, Addr 146.180.12.147, Mask 255.255.0.0, added

Port 4, Addr 146.180.12.147, Mask 255.255.0.0, added

Port 11, Addr 146.180.12.147, Mask 255.255.0.0, added

Port 13, Addr 146.180.12.147, Mask 255.255.0.0, added

2: Power Hub: mai n# i px add-interface 2,11, 13 24E05 576 802.2
Port 2, Network 24EQ05, MU 576, Franme type 802.2 Added
Port 11, Network 24EQ05, MIU 576, Frane type 802.2 Added
Port 13, Network 24EQ05, MIU 576, Frane type 802.2 Added

2: Power Hub: mai n# atal k add-interface 2, 3,4 100-200 100. 101

Port 2,3,4 Range 100-100 DDP Addr 100. 101 added.

Configured as potential seed for this net.

WARNI NG ! ALL PORTS SPECI FIED IN THE <port-1list> MJST BE "UP", | N ORDER
THAT THEY GET SEEDED PROPERLY.

For information about these commands and the output they display, see the

following:
i padd-interface Section 5.5.4 on page 80 in this manual.
i px add-interface Chapter 2 in the Power Hub Supplementary
Protocols Manual, V 2.6 (Rev C).
atal k add-interface Chapter 1 in the Power Hub Supplementary

Protocols Manual, V 2.6 (Rev C).

D.2 FILTER SUPPORT

Because the hub bridges, rather than routes, traffic between nodes within a VLAN,
you can use bridge filters to filter packets within the VLAN. For information on defining
bridge filters, see Chapter 9.

For packets that travel between VLANS, routing filters must be used. For
information on defining filters for these protocols, see the following:

IPfilters Chapter 11 in this manual.
IPRIPfilters Chapter 12 in this manual.
AppleTalk filters Chapter 5 in the Power Hub Supplementary

Protocols Manual, V 2.6 (Rev C).
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IPX RIP and SAPfilters Chapter 6 in the Power Hub Supplementary
Protocols Manual, V 2.6 (Rev C).

D.3 CONFIGURATION GUIDELINES

This section contains some basic guidelines for configuring VLANS on your
PowerHub system.

D.3.1 Bridge Groups

Because traffic within aVLAN is bridged, rather than routed by the software, all the
segments within a VLAN must belong to a common bridge group. For example, if you
define segments 1, 2, and 3 as an IP VLAN, make sure all three segments are membersin
common of at least one bridge group. Note that segments can be members of more than
one bridge group, and bridge groups can contain segments that are not in a corresponding
VLAN.

The PowerHub default configuration has a bridge group called “default” that
contains all the segmentsin the hub. If you choose to keep this default bridge group, any
combination of segments will work in your VLANS. See Section 2.9.5 on page 41 for
information on displaying and changing bridge groups.

D.3.2 Spanning-Tree State Can Affect VLAN Communication

The Spanning-Tree algorithm, when enabled, logically breaks bridge loops in your
network by selectively blocking specific segmentsfrom bridging. Because communication
within a VLAN takes place through bridging, segments that are blocked by the
Spanning-Tree algorithm might not receive some packets forwarded withinthe VLAN. To
display the current Spanning-Tree state (blocking or forwarding) of a segment, use the
bri dge st at e command. (See Section on page 23.) See Section 2.9.7 on page 42 for
information on the Spanning-Tree algorithm.

D.3.3 IPXRIP and SAP in VLAN

As part of VLAN support, the PowerHub software responds intelligently to the IPX
RIP and SAP requests from a workstation that is booting up. The following features
prevent generation of duplicate RIP and SAP responses.

» When the PowerHub software receives a “Get Nearest Server” request, it does not
respond if it findsin itstable aserver in the same VLAN group with the same network
number and encapsulation type as requested. Instead, it ensures that the request is
bridged to the server if it is on a different segment than the workstation.

» When the PowerHub software receives a RIP request for one specific network, it
assumesthat the request isfrom abooting workstation. The software does not respond
to this request if the next-hop network to the target network (after looking at all the
available equal cost routes) is the same as the one configured on the receiving
segment.
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D.4 VLAN RIP AND IPX RIP/SAP SUPPORT

By default, the PowerHub software generates IP RIP and IPX RIP and SAP updates
on a per-segment basis. If your configuration includes IP VLANSs or IPX VLANS, you
can enhance performance by configuring the software to use the per-VLAN method for
generating the IP RIP or IPX RIP and SAP updates. When you configure the software to
use the per-VLAN method, the software spends less time generating RIP and SAP
updates, because it generates only a single update for each network, even if the network
gpans multiple segments.

To configure the software to generate updates on a per-VLAN basis, see the

following:
IPRIP Section 7.4 on page 140 in this manual.
IPX RIP and SAP Chapter 2 in the Power Hub Supplementary

Protocols Manual, V 2.6 (Rev C).
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Appendix E: IP Multicasting

This appendix describes IP Multicasting and the protocolsit uses. Y ou can configure
your PowerHub system for | P Multicasting using the ipm subsystem. See Chapter 6inthis
manual for information about the ipm subsystem.

E.1 INTRODUCTION

Multicasting is the ability to address and deliver a packet to a set of destinations. In
other words, a packet-switched network is said to provide a multicast service if it can
deliver a packet to a specific subset of destinations, rather than to a single destination
(unicast) or to all destinations (broadcast). In unicasting, when the networks are
interconnected by routers or bridges to form an internetwork, the multicast serviceis either
unavailable beyond a single network or significantly limits the scalability of the
internetwork when using LAN bridges.

To solve these problems the standards for multicast routing present a new service
model for multicasting in a datagram internetwork, and a set of new store-and-forward
multicast routing algorithms to support this new model. The multicast service model, the
Host Group Model, is a natural generalization of the Unicast Service Model offered by
datagram internetworks. Datagram or connectionless service is provided by most
local-area networks by Internet protocols.

Multicast packets are delivered to each member of a multicast group with the same
best effort, reliability and performance as unicast packets. Senders of multicast packets
need not belong to the destination group and do not need to know about the membership of
thegroup. The new algorithmstake the form of extensionsto the two network-layer routing
algorithms most commonly used in datagram internetworks (distance-vector algorithm and
link-state algorithm), and the spanning tree algorithm used by most datalink-layer bridges.
Like the base algorithms, the extended algorithms can be combined hierarchically to
provide multicast service across large, heterogeneous internetworks.
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E.2 BENEFITS OF MULTICASTING

A Multicast service offers two important benefits to network applications:
« Efficient multi-destination delivery.
» Robust unknown-destination delivery.

The sections that follow provide information on these two benefits.

E.2.1 Multi-Destination Delivery

When an application must send the same information to more than one destination,
multicasting is more efficient than unicasting. Multicasting reduces the transmission
overhead on the sender, the network, and thetime it takes for all destinationsto receivethe
information.

Applications of multi-destination delivery include:
» Updating al copies of areplicated file or data base.

» Sending voice, video, or data packetsto all participantsin a computer mediated con-
ference.

 Digtributing intermediate results to a set of processors supporting a distributed com-
putation.

E.2.2 Unknown-Destination Delivery

If aset of destinations is identified by a single group address (rather than individual
addresses), you can use the group address to reach one or more destinations whose
individual addresses are unknown to the sender, or whose addresses change over time.
Sometimes called logical addressing or location-independent addressing, this use of
multicast is a simple, robust alternative to configuration files, directory servers, or other
binding mechanisms.

Applications that take advantage of logical addressing include:

» Querying distribution to database or file store, where the particular location of the de-
sired data is unknown.

 Locating aninstance of aparticular network service, such as name service or bootstrap
service.

» Sending sensor readings or status reports to a self-selected, changeable set of moni-
toring stations. (This application also takes advantage of the multi-destination deliv-
ery properties of multicast.)
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This section defines important |P multicast routing terms and concepts.
Inter net Gateway Monitoring Protocol (IGMP)

IGMP is used to propagate multicast group membership
information. Multicast routers send group membership queries
and the hosts send out membership reports using IGMP
messages. The IP protocol identifier is 2 for IGMP. Distance
Vector Multicast Routing Protocol (DVMRP) is used by the
multicast routers to exchange routing and neighbor
information.

Virtual Interfaces (VIF)
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Virtual interfaces are network connections on arouter that are
capable of handling multicast traffic. There are two types of
virtual interfaces. physical interfaces and tunnels.

e Physical Interface
Any physical port (connection) on arouter that is capable of
sending and receiving IP multicast traffic iscalled aPhysical
VIF.

e Tunnel
A tunnel is used when two multicast routers need to
exchange multicast traffic over an internet that does not
support multicast traffic. A tunnel is defined at each end
point, pointing to the router at the other end. The multicast
traffic goes through the tunnel, transparent to the
intermediate routers. There are two types of tunnels
currently defined: encapsulation tunnels and source-route
tunnels.

Encapsulation Tunnels

A multicast router sends an IP multicast packet over an
encapsulation tunnel by adding an encapsulating | P header.
The protocol type used in the encapsulating header is 4
(indicating IP-in-IP encapsulation). The source and the
destination address in the encapsulating header are the local
and remote addresses of the tunnel respectively. When the
destination multicast router receives the encapsulated
datagram, the source address in the packet is checked to see
if it matches this router’ s information about the other end of
the tunnel. If there is a match, the router strips the
encapsulation header and forwards the resulting multicast
datagram appropriately.
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Source-Route Tunnels

Source-route tunnels are almost obsolete. Encapsulation
tunnels are the only ones currently in use. A multicast
packet is sent over a source-route tunnel by adding a two-
element Loose Source Route and Record (LSRR) option to
the IP header. The sending router movesthe multicast group
destination address from the | P header into the L SRR option.
Next, it putsthe address of the router at the remote end of the
tunnel into the destination field of the IP header. This
operation will allow theintermediate routersto transparently
forward the datagram towards the destination of the tunnel.

Here isthe format of the LSRR option:

10000011 length

pointer tunnel-src-addr | mcast-grp-addr

Origins

Neighbors

Multicast Groups
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The poi nt er field points to the ntast - gr p- addr field.
The receiving multicast router at the other end of the tunnel
moves the multicast group address from the LSRR option,
back into the destination field in the IP header. If the first
dement in the LSRR option matches this router's
information about the other end of the tunnel, the received
datagram is forwarded appropriately.

A normal |IP routing table consists of a list of reachable
destinations. However, the multicast routing table consists of
a list of origins. An origin is a network that is capable of
originating multicast datagrams.

Multicast routers exchanging routing information (using
DVMRP messages) with other connected multicast routers are
said to be neighbors. Two neighbors are either connected to
each other either directly (through physical interfaces) or
through atunnel.

A multicast group addressisaclass-D | P address (ranging from
224.0.0.0 through 239.255.255.255). There are well-known
multicast group addresses for standard applications such as vat
(radio), NV (network video), and SD (session directory). You
can dynamically alocate other group addresses; however, a
discussion about the mechanisms used for alocating and
propagating information about group addresses are outside the
scope of this document.

Group addresses in the range 224.0.0.0 through 224.0.0.255

are reserved for sending protocol related multicast messages,
such as DVMRP and OSPF messages.
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Leaf Virtual Interface
AnIPmulticast packet isforwarded along atree with the origin
at theroot. All the eligible virtual interfacesin the intervening
routers are branches of thistree. A VIFissaidtobealeaf VIF
in the forwarding tree if there are no participating hosts or
downstream multicast routers on this interface.

Parent Virtual Interface
The Parent VIF for a directly connected route (origin) is the
same as the configured VIF. For a remote route (origin) the
parent VIF for an origin is the one on which the next-hop
gateway is located. A multicast router never forwards a
received multicast packet back on the Parent VIF.

Children Virtual interfaces
A Child VIF for an origin (network) is a VIF that is
downstream with respect to the direction of the origin from a
router. Multicast packets coming in from an origin are
forwarded on al eligible Child VIFs. A Child VIF becomes
eigiblefor forwarding amulticast packet if itisnot aLeaf VIF.
Seedso Leaf Virtual Interfacein this section.

E.4 CONCEPTS AND ALGORITHMS

The IP multicast routing feature is used for routing datagrams that have a class-D
destination address (in the range from 224.0.0.0 through 239.255.255.255). A multicast
router maintains a routing table for all the origins that it knows. When a multicast packet
is received, the router forwards the packet only if the received VIF is same as the parent
VIF inthe origin. Otherwise, the packet is discarded. However, this packet is forwarded
on al the VIF eligible children.

The agorithm used in multicast routing is called Truncated Reverse Path Broadcast
Forwarding, developed by Stephen Deering. Multicast routers exchange routing
information about networks capable of originating multicast traffic using the Distance
Vector Multicast Routing Protocol (DVMRP). Each network/subnet in the routing update
iscaled an “origin.” Hosts participating in multicast traffic periodically broadcast group
membership reports. These reports enable routers to make decisions about forwarding
multicast traffic.
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E.5 MULTICAST ROUTING PROTOCOLS

This section describes protocol s and the packet formats used in Multicast routing. The
two protocols used to implement multicast traffic are IGMP (described in RFC 1112) and
DVMRP. These protocols are described in detail in the following sections.

E.5.1 Internet Group Management Protocol (IGMP)

The Internet Group Management Protocol (IGMP) protocol is used by IP hosts to
report their host group memberships to any immediately neighboring multicast routers.
IGMP s specified here from the point of view of ahost, rather than amulticast router. Like
ICMP, IGMPisanintegral part of IP. It isimplemented by all hosts conforming to level
2 of the IP multicasting specification. |GMP messages are encapsulated in |P datagrams,
with the | P protocol identifier (1P protocol identifier is 2).

All IGMP messages of concern to hosts have the following format:

type code checksum (1P Style)

group address being reported (zero in queries)

type There are three types of IGMP messages of concern to hosts:
e 0x11 = Host Membership Query.
* 0x12 = Host Membership Report.

 0x13 = DVMRP (Distance vector multicast routing
protocoal).

code Specifies the different types of IGMP messages that have a
given “Type” value and identifies the different DVMRP
messages. The code field value is zero for host membership
queries and reports.

checksum Specifies the 16-bit 1's complement of the 1's complement
sum of the 8-octet IGMP message. For computing the
checksum, the checksumfield is zeroed.

group address In aHost Membership query message, the gr oup addr ess
field iszeroed when sent, but ignored when received. InaHost
Membership report message, the gr oup addr ess field holds
the I P host group address of the group being reported.

E.5.1.1 Protocol Description

Multicast routers send Host Membership Query messages (here after called queries)
to discover which host groups have members on their attached local networks. Queriesare
addressed to the all-hosts group span (address 224.0.0.1), and are sent witha TTL of 1.

Hosts respond to a query by generating Host Membership reports (hereafter called
reports), reporting each host group to which they belong on the network interface from
which query wasreceived. A report is sent with an IP destination address equal to the host
group address being reported, and withaTTL of 1. Inthisway, other members of the same
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group on the same network can overhear the report. Thus, in most cases, only one report
isgenerated for each group present on the network. However, the multicast routersreceive
al 1P multicast datagrams, and therefore need not be addressed explicitly.

E.5.2 Distance Vector Multicast Routing Protocol (DVMRP)

The Distance Vector routing algorithm, also known as the Fors-Fulkerson algorithm,
has been in use for many years in many internetworks. A router that uses the
distance-vector algorithm maintains arouting table containing an entry for every reachable
destination in the internetwork. A destination is a single host, a single subnetwork, or a
cluster of subnetworks.

The multicast routing forwarding agorithm reguires the building of trees based on
routing information. Thistree-building needs more state information than RIP is designed
to provide, so DVMRP is much more complicated in some places than RIP. A link-state
algorithm, which already maintains much of the state needed, might prove a better basisfor
Internet multicasting routing and forwarding.

DVMRPdiffersfrom RIPin onevery important aspect: DVMRPisused to keep track
of the return path to the source of multicast datagrams. RIP operates in terms of routing
and forwarding datagrams to a particular destination.

To make explanations of DVMRP more consistent with RIP, the word “ destination”
is used instead of the more proper “source,” but remember that datagrams are not
forwarded to these destinations, but originate from them.

E.5.2.1 Protocol Description
When working with DVMRP, the following items should be kept in mind:
» Multicast routers must send a probe when routing is enabled or a VIF is added.

» Multicast routers must send out periodic route report messages (every 60 seconds).

» Multicast routers age out a dynamically learned route (origin) if the age of the route
exceeds 240 seconds.

» Packet Forwarding Algorithm

When amulticast packet is received by arouter, it checks to see if the packet arrived
on the parent segment to the origin. If the subnet of the origin is configured on the
router, then the receiving VIF must be one of the configured VIFs. If the originisa
remote subnet, the receiving segment must be same as the segment to the next-hop
gateway. If the packet arrives on a different network, it is discarded.

The router forwards the received packet on all eligible Child VIFs. See Section E.3
on page 273 for adefinition of Child VIFs.

The router forwards the received multicast packet on an eligible VIF only if the TTL
value in the | P header of the packet is greater than or equal to the threshold value of
the VIF. Otherwise, the packet is discarded.

DVMRP uses the Internet Group Management Protocol (IGMP) to exchange routing
datagrams. The IGMP message type for DVMRP is 19 (0x13).
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There are six different DVMRP message types. These message types are identified
by the Code field in the IGMP header.

DVMRP M essage

Code Field I dentifier

Probe

Report

Ask-Neighbor

Neighbors

Ask-Neighbor2

Neighbors2

1
2
3
4
5
6

These message types are described in the sections that follow.

E.5.22 DVMRP Probe Message

The Probe message is sent by a multicast router to detect the presence of other
multicast routers on anetwork. A multicast router sends out a probe message whenever it

is powered up and when a new virtual interface is configured.
The format for the probe message is shown below:

byte 3 byte 4

byte 1 byte 2

type=0x13 code=1

checksum (1P Style)

group address (zero)

E.5.2.3 DVMRP Report Message

The Report message contains the list of routes (origins) known to the sending
multicast router. DVMRP route reports are sent in response to a probe. The routing
updates are also sent out periodically (every 60 seconds). A multicast router ages out a
dynamically learned route, if the time elapsed since the last received update exceeds 200

seconds.

Each route is reported as an (origin: mask) pair, where the “mask” information is the
subnet mask for the “origin.” The route report contains the routes in increasing value of
themask. For each mask value, thereisan (origin: metric) list. Within thislist, the origins
numbers are in an ascending order.
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The format for the route report message is shown below.

byte 1 byte 2 byte 3 byte 4
type=0x13 code=2 checksum (1P Style)
group address (zero)

mask (subnet mask for all origins)

Repeated until

origin (1-4 bytes long)
the end of the {
origin:metric list. metric

Within an (origin: metric) list, origin numbers must be in ascending order. The lists
themselves are in order of increasing mask value.

mask The mask is 3 byteslong. The high-order byte is always Oxff
and is not transmitted). Here are the various mask values:

Mask Length of Origin (subnet number)
0x000000 1 byte
0xffO000 2 byte
Oxffffo0 3 bytes
Oxffffff 4 bytes
metric The metric syntax is:

LAST _ORIGIN_METRIC_PAIR | 7 bit metric
where:
LAST_ORIGIN_METRIC_PAIR isthe high-order bit

Themetric valueisrelativeto the sender of the DVMRP report.
The metric value is UNREACHABLE for split horizon
(poisoned reverse) indication.

e 0O- for al intermediate origin, metric pair.

» 1-for last origin, metric pair.

E.5.24 DVMRP Ask-Neighbor Message

The Ask-Neighbor message is used to query a multicast router for a list of its
neighboring multicast routers. In the current implementation of DVMRP, this message is
mainly intended as a diagnostic tool. When a multicast router receives this message, it
responds with a “Neighbors’ message, which contains a list of al the currently known
neighbors. Currently, the PowerHub implementation cannot originate Ask-Neighbor

messages.
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The format for the Ask-Neighbor Message is shown below:

byte 1 byte 2 byte 3 byte 4

type=0x13 code=3 checksum (1P Style)

group address (zero)

E.5.25 DVMRP Neighbors Message

The Neighbors message is sent by a multicast router in response to an Ask-Neighbor
message. This message contains the list of neighboring routers known to the router.

The format for the Neighbors message is shown below.

byte 1 byte 2 byte 3 byte 4
type=0x13 code=2 checksum (1P Style)
group address (zero)

local-addr (sending router’ s address)

metric threshold ncount

neighbor (address of neighboring router)

neighbor (address of neighboring router)

metric Specifiesthe VIF that is used to reach the neighboring router.
t hreshol d Specifies the VIF that is used to reach the neighboring router.
ncount Specifies the count of the neighbor addresses in the message.

E.5.26 DVMRP Ask-Neighbor2 Message

The Ask-Neighbors2 message is used to query a multicast router for a list of its
neighboring multicast routers. In the current implementation of DVMRP, this message is
mainly intended as a diagnostic tool. When a multicast router receives this message, it
responds with a “Neighbors2” message, which contains a list of all the currently known
neighbors. Currently, the PowerHub implementation cannot originate Ask-Neighbor2
message.

Thismessageissimilar informat to “ Ask-Neighbor” message, but the reply generated
in response to the Ask-Neighbors2 message contains more information about the
neighbors.

The format for the Ask-Neighbor2 Message is shown below:

byte 1 byte 2 byte 3 byte 4

type=0x13 code=5 checksum (1P Style)

group address (zero)
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E.5.2.7 DVMRP Neighbors2 Message

The Neighbors2 message is sent by a multicast router in response to an
Ask-Neighbor2 message. This message contain the list of neighboring routers known to
the router that sends this message.

This type of message is similar in format to a “Neighbors’ message, but contains
additional information about the neighbors, including:

» Whether the neighbor is reachable through a tunnel or a physical VIF (indicated by
thef | ag fied).

o Stateof the VIF.
* Querier status of the router.

The format for the Neighbors2 message is shown below:

byte 1 byte 2 byte 3 byte 4
type=0x13 code=3 checksum (1P Style)
group address (zero)

local-addr (sending router’ s address)

metric threshold ncount flags

neighbor (address of neighboring router)

neighbor (address of neighboring router)

metric Specifiesthe VIF that is used to reach the neighboring router.
t hreshol d Specifiesthe VIF that is used to reach the neighboring router.
ncount Specifies the count of the neighbor addresses in the message
fl ags Specifies whether the neighbor isreachable through atunnel or

aphysical VIF. Thisfield contains one of the following values
« 0x01 - neighbors reached via tunnel.

» 0x02 - tunnel uses | P source routing

* 0x10 - interface state

¢ 0x20 - administratively disabled

* 0x40 - subnet’s querier (responsible for sending out mem-
bership queries on the subnet in question)
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Appendix F:  Well-Known
Ports

This appendix lists the well-known names provided in RFC 1340 that the PowerHub
system supports. When configuring a PowerHub IP or TCP filter, you can supply either
the port number or the well-known name to specify the destination port of packetsthat you
want to either block or accept. Y ou supply the port number or well-known name in the
<dst seg> field of templates for any TCP and IP filters you create. The <dst seg> field
is used with the following TCP and I P filter commands:

e tcp tcp-filter add
e ipip-fil-acs-ctrl add

When an |P packet comes in on an Ethernet segment, the Ethernet header is stripped
away. The packet then relies on the IP header to begin routing it through your LAN to its
eventual destination. Inthe IP header, thepr ot ocol t ype field denotesthe kind of packet
that follows, such as ARP, TCP, or UDP.

If the prot ocol type field indicates a TCP or UDP packet, then that packet is
travelling from a source port to a destination port; a 16-bit number represents each port.
Many of these ports are considered “well-known” ports because they appear in an
official, published table (RFC 1340) that relates the names of commonly-used protocols
with the TCP or UDP ports they typically use.

Table F-1 lists aphabeticaly the well-known names that the PowerHub system
recognizes, and provides the port number associated with each well-known name. Enter
the “well-known” port name or number exactly as shown in the table.
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TABLE F-1  Well-known names and ports.

Well-known Name Port Number Well-known Name Port Number
at - echo 204 kl ogi n 543
at - nbp 202 kshel | 544
at - 201 I'i nk 87
at-zis 206 | ogin 513
aut h 113 noni t or 561
bgp 179 naneserver 42
bi ff 512 net bi os-dgm 138
boot pc 68 net bi os-ns

boot ps 67 net bi os-ssn 139
char gen 19 net news 532
courier 530 net st at 15
csnet-ns 105 news 144
daytinme 13 News 144
di scard 9 new r who 550
dl's 197 ni cname 43
domai n 53 nnt p 119
echo 7 npp 92
exec 512 nt p 123
finger 79 pcserver 600
ftp 21 pop- 2 109
ftp-data 20 printer 515
host nane 101 print-srv 170
host nanes 101 rip 520
i ngresl ock 1524 rlogin 513
i pcserver 600 r noni t or 560
i px 213 rtel net 107
i so-tp0 146 r who 513
i sop-tsap 102 shel | 514
ker ber os 88 snt p 25
snnp 161 tftp 69
snnpt r ap 162 tinme 37
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TABLE F-1 (Continued) Well-known names and ports.

Well-known Name Port Number Well-known Name Port Number
sunr pc 111 timed 525

supdup 95 uucp 540

sysl og 514 who 513

syst at 11 whoi s 43

tal k 517 x400 103

t cpmux 1 x400- snd 104

tel net 23 xdntp 177

For information on how “well-known” ports are used in TCP filters, see
Section 10.1. For information on how “well-known” ports are used in IP filters, see
Section 11.1.1.
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802.2/SNAP encapsulation
IPX bridging 263

802.3 encapsulation 259
IPX bridging 263

802.3 header 263

802.3/802.2 encapsulation
IPX bridging 263

A

am 158
accept filter
RIP
changing 203
defining 201
deleting 203
discussion 199
displaying 202
add manager 158
add-arp (ip) command 105
add-direct-net command 103
add-helper command 113
add-hel per-port command 115
adding
IP Helper address 113
IPinterface 80
static ARP entry 105
UDP port 115
add-interface 123
add-interface (ip)
examples 82
add-interface (ip) command 80
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address
broadcast
all-0s 81
al-1s 81
style 81
host 79
IP
displaying 83
restrictions 79
IP Helper
adding 113
deleting 114
IPinterface
displaying 83
subnet
variable lengths 80
add-route host (ip) command 94
add-route net (ip) command 95
add-tunnel command 125
aging
ARPtable
setting 107
bridge table
description 29
setting 37
albridge proprietary MIB group 239, 240
alchassis proprietary MIB group 239, 253
algorithm
IP route cache 102, 130
all-0s broadcast address 81
all-1s broadcast address 81
almgmt proprietary MIB group 239, 248
alsystem proprietary MIB group 239, 240, 258
ampersand 169
AND operation 169
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AppleTalk 263
virtual LAN 265
ARP
proxy 107
static entry 105
deleting 107
ARP cache (see ARP table)
ARP requests 104
ARRP statistics
clearing 110
displaying 108
ARPtable
aging
default 107
setting 107
clearing 106
description 104
displaying 106
learned addresses 104
permanent addresses 104
arp-table (ip) command 106
arp-tableclear (ip) command 106
Assigned Numbers RFC 175
attaching
rule
bridge 172
IP 190

B

Backspace 57
bar
vertical 169
blocking
learned bridge table entries 173
bridge
configuration
displaying 21
destination rule 172
parameters
setting 37
rule
attaching 172
segment-to-segment statistics
clearing 36
sourcerule 172
bridge cache
clearing 31
description 6, 30
displaying 30
flushing 31
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bridge commands
description 17
Bridge MIB 211
bridge priority
setting 43
bridgerule
defining 169
bridge state
displaying 23
bridge state command 20
bridge statistics
clearing 36
displaying 31
bridge table
aging
description 29
setting 37
clearing 29
description 26
displaying 26
dynamic entries 26
flags 28
learned entries
blocking 173
description 26
static entries 26
adding 38
description 26
bridge template
defining 166
bridge-table command 26
bridge-tableclear command 29
bridging 47
enabling or disabling 20
IPX 262
broadcast address 81
broadcast flag 106
broadcast ID 79
broadcast | P addresses 105
build_oid 159
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changing
accept filter
RIP 203
IP route state 98
report filter
RIP 205
rule
IP 189
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template
bridge 169
IP 185

update filter
RIP 208

character

Backspace 57
Control-C 57
Control-H 57
Control-Q 57
Control-R 57
Control-S 57
Control-U 57
Control-W 57
EraseChar 57
Eraseline 57
EraseWord 57
Interrupt 57
ReprintLine 57
wildcard 106
Xoff 57

Xon 57

clear-hel per-stats command 114
clearing

ARP statistics 110
ARP table 106
bridge cache 31

bridge segment-to-segment statistics 36

bridge statistics 36
bridge table 29

ICMP statistics 110
IPfilter statistics 198

IP Helper statistics 114
IP Multicast route table 130
IP Multicast statistcs 133
IP route cache 102, 130
IP statistics 110

RIP statistics 147

TCP statistics 55

closing

TCP connection 59

commands

add-arp (ip) 105
add-direct-net 103
add-helper 113
add-helper-port 115
add-interface 123
add-interface (ip) 80
add-route host (ip) 94
add-route net (ip) 95
add-tunnel 125
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arp-table (ip) 106
arp-tableclear (ip) 106
bridge-table 26
bridge-tableclear 29
clear-helper-stats 114
del-arp (ip) 107
del-direct-net 103
del-helper 114
del-helper-port 115
del-interface (ip) 84
del-route host 100
del-route net 100
display-cache (bridge) 30

display-routecache (ip) 100, 130

down 98

flush-cache (bridge) 31
flush-routecache (ip) 102, 130
get 67
interface-table (ip) 83
interface-table (ipm) 126
ip-fil-acs add 190
ip-fil-acsdel 191
ip-fil-acs show 190
ip-fil-rule add 188
ip-fil-rule chng 189
ip-fil-rule del 189
ip-fil-rule show 189
ip-fil-stats clear 198
ip-fil-stats|ifs show 197
ip-fil-template add 183
ip-fil-template chng 185
ip-fil-template del 187
ip-fil-template show 185

ipx-br-trandlation 47, 48, 49, 50

kill-connection 59

logout 59

ping (ip) 111

port 20

ppstats 36

proxy-arp (ip) 108

rdcfg 69

rip-accept-filter add 201
rip-accept-filter chng 203
rip-accept-filter del 203
rip-accept-filter show 202
rip-report-filter add 204
rip-report-filter chng 205
rip-report-filter del 206
rip-report-filter show 205
rip-update-filter add 207
rip-update-filter chng 208
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rip-update-filter del 208 133
rip-update-filter show 208 tep-filter add 176
route-table 129 tep-filter del 179
route-table (ip) 90 tcp-filter show 178

set 66 tcp-table 54

set (bridge) block _lentries 173 unset 66

set (bridge) dest_rule 172 up 99

set (bridge) rule 170 communities

set (bridge) rule del 2- 171 SNMP

set (bridge) source rule 172 deleting 157

set (bridge) template 167 displaying 155

set (rip) 143 configuration

set aging 37 default

set bridge-net-bcast 89 ARP 107

set bridge-priority 43 logical filtering 2- 163
set connection-idle-timelci 56 SNMP 157

set group 41 IP

set group del 42 displaying 77

set ipDefault TTL 85 RIP

set ipForwarding 85 displaying

set ipmForwarding 121 per-segment 141
set keep-alive-interval 56 per-VLAN 142
set node 38 TCP

set route-net-beast 89 displaying 53

set seg-priority 43 configuration file

set timer-threshold 44 loading from a TFTP server 69, 70
set-arpage (ip) 107 saving to a TFTP server 70
set-ctrlchar-cur 58 configuration requirements

set-ctrlchar-def 58 IPX translation bridging 47
show 66 _ connection idletime

showcfg (bridge) 21 discussion 56

showcfg (ip) 77 setting 56

showcfg (ipm) 120 Control-C 57

showcfg (rip) 141 Control-H 57
show-ctrlchar-cur 57 Control-Q 57

show-ctrlchar-def 57 Control-R 57

show-helper-port 115 Control-S 57
show-mcast-groups 133 Control-U 57

show-neighbors 134 cost 82

showsmtmib 235 RIP operation 148
spantree 43 count since last system reset 197
stats (bridge) 32 counters

stats (ip) 108 statistics 31, 55, 108

stats (ipm) 131 creating avirtual LAN 79

stats (rip) 147

stats (tepstack) 55
stats-clear (bridge) 36
stats-clear (ip) 110
stats-clear (rip) 147
stats-clear (tcpstack) 55
stats-clear dvmjigmpirt
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dc 157
d m 158
default
network group 41
default configuration
ARP 107
logical filtering 163
SNMP 157
default 1P route 96
default routes
RIP 144
defining
accept filter
RIP 201
bridge rule 169
bridge template 166
network group 41
rule
IP 188
static ARP entry 105
update filter
RIP 207
defining filter
TCP 176
UDP 176
del-arp (ip) command 107
del-direct-net command 103
delete community 157
delete manager 158
deleting
accept filter
RIP 203
bridge
rule 171
template 169
IP Helper address 114
IP Helper UDP port 115
IPinterface 84
IP route 100
network group 42
report filter
RIP 206
rule
IP 189
SNMP communities 157
static ARP entry 107
TCPfilter 179
template
IP 187
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templates
fromrule
bridge 171
update filter
RIP 208
del-helper command 114
del-helper-port command 115
del-interface (ip) command 84
del-route host command 100
del-route net command 100
destination filters
IP 194
destination rule
bridge 172
directly-attached net 92
disabling
port 20
discovery
MTU 264
diskette
system software version ii
display-cache (bridge) command 30
displaying
accept filter
RIP 202
ARP statistics 108
ARP table 106
bridge cache 30
bridge statistics 31
bridge table 26
default TFTP server 66
ICMP statistics 108
IP configuration 77
IPfilter statistics 197
IP Helper statistics 113
IP Multicast groups 133
IP Multicast interface table 126
IP Multicast neighbors 134
IP Multicast route table 129
IP Multicast statistics 131
IP route cache 100, 130
IP route table 90
IP statistics 108
report filter
RIP 205
RIP configuration 141
RIP statistics 147
rule
IP 170, 189
rule attached to segment
IP 190
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TCP configuration 53
TCPfilter 178
TCP statistics 55
TCPtable 54
TELNET control characters 57
template
IP 168, 185
UDP port table
IP Helper 115
UDP table 59
update filter
RIP 208
display-routecache (ip) command 100, 130
Domain Name System 111
dot1ldBase 228
dot1dStp 228
dot1dTp 228
down command 98
downing an IP route 98
downloading or displaying afile 67
Duplicate Claim Counter 258
dynamic entries
bridge table
description 26
IP route table 90
dynamic route
IP
description 90

E

echo request packet
ICMP 110
enabling
IP Multicast 121
IP Multicast traffic 122
port 20
enabling or disabling
IP forwarding 85
ip network broadcast 87
proxy ARP 107
Spanning-Tree algorithm 42
encapsulation
FDDI "raw" 47
IPX bridging 46, 47
encapsulations 259
enterprise router 95
EraseChar 57
EraseWord 57
errors
FA 33

400-1675-0001, Rev C, Issue 1,V 2.6

frame-alignment 33
Ethernet
packet format
|EEE 802.3 (802.3) 260
|EEE 802.3 with LLC header (802.2) 260
IEEE 802.3 with LLC header and SNAP (snap)
261
Typell (enet) 260
Ethernet 802.3/802.2 encapsulation 259
Ethernet header 263
Ethernet |1 encapsulation
IPX bridging 263
Ethernet MIB 1l 211
Ethernet Type Il encapsulation 259

F

FA errors 33
FDDI
raw encapsulation 47
FDDI MIB 211, 235
features 12
filter
defining
TCP 176
UDP 176
IP
rule 188
RIP accept
changing 203
defining 201
deleting 203
discussion 199
displaying 202
RIP report
changing 205
deleting 206
discussion 199
displaying 205
RIP update
changing 208
defining 207
deleting 208
discussion 199
displaying 208
TCP
changing 177
defining 176
deleting 179
discussion 175

displaying 178

PowerHub Software Manual



INDEX

UDP
adding 176
defining 176
filter statistics
IP
clearing 198
displaying 197
filtering
IP
discussion 181
RIP
discussion 199
filters
IP
destination 194
source 191
multiple
RIP 204, 206
TCP 179
UDP 179
TCP 175
examples 177
multiple 179
UDP 175
examples 177
multiple 179
filters packet
bridge 163
firewall
building 183
flag
broadcast 106
system 106
flags
bridge table 28
flush-cache (bridge) command 31
flushing
bridge cache 31
IP Multicast route table 130
IP route cache 102, 130
flush-routecache (ip) command 102, 130
frame-alignment (FA) errors 33

G

get command 67
groups, |P Multicast
displaying 133

400-1675-0001, Rev C, Issue 1,V 2.6

293

H

header
802.2/SNAP 263
Ethernet 263
IP 263
SNAP 263
host
address 79
static route
defining 94
host number 79, 148

ICMP 96, 110
ICMP echo request packet 110
ICMP network unavailable message 96
ICMP statistics
clearing 110
displaying 108
|EEE 802.3 (802.3) 260
| EEE 802.3 encapsulation 259
|EEE 802.3 with LLC header and SNAP (snap) 261
IEN-116 Name Server 111
interface
IP
adding 80
deleting 84
IP Multicast
adding 123
deleting 127
interface address
IP
displaying 83
restrictions 79
interface cost
RIP operation 148
interface table
IP Multicast
displaying 126
interface-table 126
interface-table (ip) command 83
Internet Control Message Protocol (ICMP) 110
Internet Gateway Monitoring Protocol (IGMP) 273
Interrupt 57
IP
broadcast ID 79

PowerHub Software Manual



294 INDEX

filter
rule 188
template 183
filters
destination 194
source 191
host number 79
rule
attaching 190
displaying attached to segment 190
removing from segment 191
security 76
IP address
displaying 83
restrictions 79
IP addresses
broadcast 105
IPfilter statistics
clearing 198
displaying 197
IPfiltering
discussion 181
IP forwarding
enabling or disabling 85
IP header 263
IP Helper
adding a UDP port 115
adding an address 113
deleting aUDP port 115
deleting an address 114
discussion 111, 112
statistics
clearing 114
displaying 113
UDP port table
displaying 115
IP host address 79
IPinterface
adding 80
deleting 84
IP Multicast
adding atunnel 125
deleting atunnel 128
displaying the interface table 126
displaying the route table 129
enabling 121
enabling traffic 122
flushing the route table 130
groups
displaying 133

400-1675-0001, Rev C, Issue 1,V 2.6

interface
adding 123
neighbors
displaying 134
statistics
clearing 133
displaying 131
troubleshooting 135
virtual LAN 121
IP Multicasting
Distance Vector Multicast Routing Protocol 277
DVMRP
Ask-Neighbor Message 279
Ask-Neighbors2 Message 280
Neighbors2 Message 281
Probe Message 278
Report Message 278
DVMRP Neighbors Message 280
Internet Group Management Protocol 276
multi-destination delivery 272
neighbors 274
unknown-destination delivery 272
Virtual Interface 273
Child 275
encapsulation tunnel 273
Leaf 275
Parent 275
source-route tunnel 274
tunnel 273
IP network broadcast
description 87
enabling or disabling 87
IP network number 79
IP parent network 79
IP route
default 96
deleting 100
downing 98
uping 99
IP route cache
clearing 102, 130
description 100, 130
displaying 100, 130
flushing 102, 130
IP route state
changing 98
IP route table
description 90
displaying 90
size 90

PowerHub Software Manual



INDEX

IP routing

statistics 83
IP statistics

clearing 110

displaying 108
IP subsystem 71
ip-fil-acs add command 190
ip-fil-acs del command 191
ip-fil-acs show command 190
ip-fil-rule add command 188
ip-fil-rule chng command 189
ip-fil-rule del command 189
ip-fil-rule show command 189
ip-fil-stats clear command 198
ip-fil-stats show command 197
ip-fil-template add command 183
ip-fil-template chng command 185
ip-fil-template del command 187
ip-fil-template show command 185
IPX

bridging vs. routing 262
IPX routing

relationship to IPX trandation bridging 46
IPX trandation bridging 46, 262

configuration requirements 47

enabling or disabling 47

relationship to IPX routing 46
IPX trandation-bridging network

adding 48

deleting 50

displaying 49
ipx-br-translation command 47, 48, 49, 50

K

keep-diveinterval
discussion 56
kill-connection command 59

L

LAN Emulation 1.0 5
LANE1.05
learned addresses
ARPtable 104
link-state advertisement 12
loading a configuration file from a TFTP server 69, 70
logical filtering
checks 163
effect on performance 169

400-1675-0001, Rev C, Issue 1,V 2.6

295

rules 163

templates 163
logical operators 169
logical-filtering

template

discussion 165

logout command 59
LSA 12

M

managers
SNMP
adding 158
deleting 158
displaying 155
manual entries
bridge table
adding 38
description 26
I P route table 90
MIB
PowerHub 239
mib2schema 159
MIB-Il RFC 212
mixed media
IPX tranglation bridging 46
modifying
rule
IP 189
template
IP 169, 185
MTU discovery 264
multi-homed host
adding bridge entry 39
multiple filters
RIP 204, 206
TCP 179
UDP 179
My Beacon Counter 258
My Claim Counter 258

N

natural subnet mask 80

neighbors, |P Multicast
displaying 134

net
directly-attached 92
non-directly-attached 93

PowerHub Software Manual



296 INDEX

static route parent network 79
defining 95 parentheses 169
NetBlOS Datagram Server 111 paths
NetBIOS Name Server 111 redundant 148
netbooting performance
phases effect of logica filtering on 169
point-to-point 263 permanent addresses
network broadcast ARPtable 104
IP physical interface 273
description 87 physical interface, |P Multicast
enabling or disabling 87 deleting 127
network group ping
defining 41 ip subsystem 111
deleting 42 Unix 110
discussion 41 ping command 111
network number 79, 149 point-to-point netbooting
network unavailable message phases 263
ICMP 96 port
NOT operation 169 enabling or disabling 20
UDP
O adding 115
deleting 115
list 111
object identify (OID) file 159 port command 20
old_default 42 port names
operators well-known 175, 177, 184, 186, 187
logical 169 port numbers
OR operation 169 well-known 175, 177, 184, 186, 187
OSPF 12 PowerHub MIB 239
Other Beacon Counter 258 ppstats command 36
proprietary MIB 239
P protocols
FDDI routing 263
proxy ARP

packet encapsul ation formats 259
packet format
Ethernet
|EEE 802.3 (802.3) 260
|EEE 802.3 with LLC header (802.2) 260
|IEEE 802.3 with LLC header and SNAP (snap)

description 107

enabling or disabling 107
proxy-arp (ip) command 108
public community 157

261 R
Typell (enet) 260
packets raw encapsulation (FDDI) 47
AppleTalk 263 rdcfg command 69
IP 263 redundant paths 148
parameters remote workstation 79
bridge _ removing
setting 37 rule attached to segment
TCP IP 191
setting 56

400-1675-0001, Rev C, Issue 1,V 2.6 PowerHub Software Manual



INDEX

report filter
RIP
changing 205
defining 204
deleting 206
discussion 199
displaying 205
RFC 1027 107
RFC 1103 263
RFC 1108 76
RFC 1191 264
RFC 1213 212
RFC 1286 211
RFC 1340 175
RFC 1398 211
RFC 1512 211
RFC 791 264
RIP 76, 90, 137
configuration
displaying 141
filters
multiple 204, 206

RIP (Routing Information Protocol) 76, 90, 137

RIP control type

per-segment 140

per-VLAN method 140

subnet method 140
rip control type command

normal 141

vlian 141
RIP filtering

discussion 199
RIP parameters

changing

per-segment 146
per-VLAN 146

RIP statistics

clearing 147

displaying 147
RIP subsystem 137
rip-accept-filter add command 201
rip-accept-filter chng command 203
rip-accept-filter del command 203
rip-accept-filter show command 202
rip-control -table show command 142
rip-ctrl-type command 140
rip-report-filter add command 204
rip-report-filter chng command 205
rip-report-filter del command 206
rip-report-filter show command 205
rip-update-filter add command 207
rip-update-filter chng command 208
rip-update-filter del command 208

400-1675-0001, Rev C, Issue 1,V 2.6

rip-update-filter show command 208
route
default 96
dynamic
description 90
IP
changing state 98
deleting 100
static
description 90
route cache
IP
description 100, 130
displaying 100, 130
flushing 102, 130
route table 82
IP
description 90
size 90
IP Multicast
displaying 129
flushing 130
router
enterprise 95
IP71
route-table (ip) command 90
routing
enabling or disabling 20
FDDI 263
IP
statistics 83
IPX 262
rule
bridge
attaching 172
changing 171
defining 169
deleting 171
displaying 170

adding 188
attaching 190
changing 189
defining 188
deleting 189
displaying 189

displaying attached to segment 190

removing from segment 191
logical filtering
discussion 169
rules
effect on performance 169
logical filtering 163
nested 169

PowerHub Software Manual



298 INDEX

S

scf
snmp subsystem 155
schemafile 159
security
IP 76
RFC 1108 76
segment priority
setting 43
segment-to-segment statistics
bridge
clearing 36
server
TFTP
displaying default 66
downloading or displaying afile 67
loading a configuration file 69, 70
setting default 66
unsetting default 66
set (bridge) block _lentries command 173
set (bridge) dest_rule command 172
set (bridge) rule command 170
set (bridge) rule del command 171
set (bridge) source_rule command 172
set (bridge) template command 167
set (bridge) template del command 169
set (rip) command 143
set aging command 37
set bridge-net-bcast command 89
set bridge-priority command 43
set command 66
set connection-idle-time command 56
set group command 41
set group del command 42
set ipDefault TTL command 85
set ipForwarding command 85
set ipmForwarding command 121
set keep-alive-interval command 56
set node command 38
set route-net-bcast command 89
set seg-priority command 43
set timer-threshold command 44
set-arpage (ip) command 107
set-ctrlchar-cur command 58
set-ctrlchar-def command 58
setting
ARP table aging 107
bridge parameters 37
bridge priority 43
bridge table aging 37
connection idle time 56

400-1675-0001, Rev C, Issue 1,V 2.6

default TFTP server 66
IP route state 98
keep-aiveinterval 56
segment priority 43

Spanning-Tree parameters 42

TCP parameters 56

TELNET control characters 58

timer threshold 44

time-to-live (TTL) parameter 85

show command 66
showcfg
snmp subsystem 155
showcfg (bridge) command 21
showcfg (ip) command 77
showcfg (ipm) command 120
showcfg (rip) command 141
show-ctrlchar-cur command 57
show-ctrlchar-def command 57
show-hel per-port command 115
showsmtmib command 235
SNAP header 263
SNMP
communities
adding 157
deleting 157
displaying 155
default configuration 157
managers
adding 158
deleting 158
displaying 155
statistics 156
clearing 156
stats 156
traps 158
displaying 155
source filters
IP 191
sourcerule
bridge 172
Spanning-Tree algorithm
description 42
enabling or disabling 42
setting bridge priority 43
setting segment priority 43
setting timer threshold 44
Spanning-Tree parameters
setting 42
spantree command 43
static ARP entry
defining 105
deleting 107

PowerHub Software Manual



INDEX

static entries
bridge table
adding 38
description 26
IP route table 90
static route
description 90
IP
configuring 92
static route for host
defining 94
static route for net
defining 95
static routes
RIP reporting 143
statistics
ARP
clearing 110
displaying 108
bridge
clearing 36
displaying 31
bridge segment-to-segment
clearing 36
counters 31, 55, 108
frame-alignment (FA) errors 33
ICMP
clearing 110

displaying 108

clearing 110
displaying 108
routing 83
IP Helper
clearing 114
displaying 113
IP Multicast
clearing 133
displaying 131
RIP
clearing 147
displaying 147
SNMP 156
clearing 156
displaying 156
TCP
clearing 55
displaying 55
stats
snmp subsystem 156

400-1675-0001, Rev C, Issue 1,V 2.6

299

stats (bridge) command 32
stats (ip) command 108
stats (ipm) command 131
stats (rip) command 147
stats (tcpstack) command 55
stats-clear (bridge) command 36
stats-clear (ip) command 110
stats-clear (ipm) 133
stats-clear (rip) command 147
stats-clear (tcpstack) command 55
subnet

parent network 79
subnet address

variable-length addresses 80
subnet addressing 80
subnet mask 80, 82, 148

natural 80, 82
subnet number 148
subnets

variable-length

discussion 148

subsystem 3

BRIDGE 17

IP71

IPM 117

RIP 137

SNMP 153

TCP51

TFTP 61
subsystems

tcpstack 175
SunNet Manager 211
system flag 106

T

table
UDP port
displaying 115
TACACS service 111
TCP 51
configuration
displaying 53
filters 175
examples 177
multiple 179
keep-alive interval
setting 56
parameters
setting 56

PowerHub Software Manual



300 INDEX

TCP connection
closing 59
TCPfilter
adding 176
changing 177
deleting 179
displaying 178
TCP statistics
clearing 55
displaying 55
TCP subsystem 51, 175
TCPtable
description 54
discussion 13
displaying 54
tcp-filter add command 176
tcp-filter chng command 177
tcp-filter del command 179
tcp-filter show command 178
tcpstack commands
description 51
tcpstack subsystem 175
tcp-table command 54
TELNET
control characters
displaying 57
setting 58
statistics 55
template
bridge
changing 169
defining 166
deleting 169
displaying 168

adding 183
changing 169, 185
defining 183
deleting 187
displaying 185
logical filtering 163
discussion 165
TFTP
downloading or displaying afile 67
loading a configuration file 69, 70
UDP port 112
TFTP server
displaying default 66
setting default 66
unsetting default 66
tilde 169
Time service 112

400-1675-0001, Rev C, Issue 1,V 2.6

timer threshold
setting 44
time-to-live (TTL) parameter
Setting 85
total
IPX translation-bridging entries
displaying 49
Trace Signal Counter 258
Transmission Control Protocol (TCP) 51
trap 159
traps
SNMP 158
displaying 155
TRT Expired Counter 258
tunnel
adding 125
deleting 128
description 123

U

UDP 137, 153
filters 175
examples 177
multiple 179
statistics 55
UDP port 111
adding 115
IP Helper
deleting 115
UDP port table
IP Helper
displaying 115
UDP table
description 59
discussion 13
displaying 59
UNI (User-Network Interface) 3.0 5
unset command 66
unsetting
default TFTP server 66
up command 99
update filter
RIP
changing 208
defining 207
deleting 208
discussion 199
displaying 208
User Datagram Protocol (UDP) 137, 153
User-Network Interface 3.0 5

PowerHub Software Manual



INDEX 301

V

variable-length subnet addresses 80
variable-length subnets
discussion 148
version number
system software ii
vertical bar 169
virtual LAN 265
IP Multicast 121

W

well-known port names 175
well-known port numbers 175, 177, 184, 186, 187
wildcard character 106
workstation
remote 79

X

Xoff 57

400-1675-0001, Rev C, Issue 1,V 2.6 PowerHub Software Manual



302 INDEX

400-1675-0001, Rev C, Issue 1,V 2.6 PowerHub Software Manual



	Publication History
	About this Book
	Other Books
	Naming Conventions
	Typographical Conventions
	1� Subsystems Overview

	1.1� ATM
	1.2� AppleTalk (atalk)
	1.2.1� Zone Tables, Route Table, and AARP Table
	1.2.2� Statistics
	1.2.3� Filters

	1.3� Bridge
	1.3.1� Bridge Table and Bridge Cache
	1.3.2� Spanning-Tree Algorithm
	1.3.3� IPX Translation Bridging
	1.3.4� Filters

	1.4� DECnet
	1.5� FDDI
	1.6� IP
	1.6.1� Route Table, ARP Table, and Route Cache
	1.6.2� IP Helper
	1.6.3� Filters
	1.6.4� IP Security

	1.7� IP Multicast (ipm)
	1.7.1� Route Table
	1.7.2� Statistics

	1.8� IPX
	1.8.1� IPX RIP and SAP
	1.8.2� Route Table, Route Cache, and Server Table
	1.8.3� RIP and SAP Filters

	1.9� Main
	1.10� Management (mgmt)
	1.10.1� System Information
	1.10.2� File Management Commands
	1.10.3� Statistics
	1.10.4� TTY Management

	1.11� NVRAM
	1.12� OSPF
	1.13� RIP
	1.14� SNMP
	1.15� TCP (tcpstack)
	1.15.1� Filters

	1.16� TFTP
	2� Bridge Commands

	2.1� Accessing the Bridge Subsystem
	2.2� Bridge Subsystem Commands
	2.3� Enabling and Disabling Segments
	2.3.1� Automatic Segment-State Detection
	2.3.2� Disabling Bridging, but not Routing, on a S...

	2.4� Displaying the Bridge Configuration
	2.5� Displaying the Bridge State for Segments
	2.6� Using the Bridge Table
	2.6.1� Displaying the Bridge Table
	2.6.2� Removing Entries from the Bridge Table
	2.6.3� Clearing the Bridge Table

	2.7� Using the Bridge Cache
	2.7.1� Displaying the Bridge Cache
	2.7.2� Flushing the Bridge Cache

	2.8� Statistics
	2.8.1� Displaying Statistics
	2.8.2� Clearing Statistics
	2.8.3� Enabling Segment-to-Segment Statistics
	2.8.4� Displaying Segment-to-Segment Statistics
	2.8.5� Clearing Segment-to-Segment Statistics
	2.8.6� Disabling Segment-to-Segment Statistics

	2.9� Setting Bridge and Spanning-Tree Parameters
	2.9.1� Specifying the Aging Time
	2.9.2� Adding a Static Entry to the Bridge Table
	2.9.3� Defining a Multi-Homed Host
	2.9.4� Deleting a Static Entry from the Bridge Tab...
	2.9.5� Defining a Network Group
	2.9.6� Deleting a Network Group
	2.9.7� Setting Spanning-Tree Parameters
	2.9.7.1� Enabling Spanning-Tree
	2.9.7.2� Adjusting the Bridge Priority
	2.9.7.3� Adjusting the Segment Priority
	2.9.7.4� Adjusting the Path Cost
	2.9.7.5� Adjusting the Timer Threshold
	2.9.7.6� Using the Fast Hello-Time Feature


	2.10� IPX Translation Bridging
	2.10.1� Encapsulation Types
	2.10.2� Configuration Requirements
	2.10.3� Enabling IPX Translation Bridging
	2.10.4� Adding an IPX Translation-Bridging Network...
	2.10.5� Displaying IPX Translation-Bridging Inform...
	2.10.6� Deleting an IPX Translation-Bridging Netwo...
	3� TCP Commands


	3.1� TCP Subsystem Commands
	3.2� Accessing the TCP Subsystem
	3.3� Displaying the Current TCP Configuration
	3.4� Displaying the TCP Table
	3.5� Displaying Statistics
	3.5.1� Clearing Statistics

	3.6� Setting TCP Session Parameters
	3.6.1� The Connection Idle Time and Keep Alive Int...
	3.6.1.1� Setting the Connection Idle time
	3.6.1.2� Setting the Keep-alive Interval

	3.6.2� Displaying and Setting Control Characters
	3.6.2.1� Displaying the Control Characters
	3.6.2.2� Changing a Control Character


	3.7� Closing a TCP Connection
	3.7.1� Current TCP Connection
	3.7.2� Another TCP Connection

	3.8� Displaying the UDP Table
	4� TFTP Commands

	4.1� Accessing the TFTP Subsystem
	4.2� TFTP Subsystem Commands
	4.3� Considerations
	4.3.1� TFTP Commands and UNIX Read/Write Permissio...
	4.3.2� PathNames
	4.3.3� File Naming Conventions
	4.3.4� Remote File Names

	4.4� Displaying, Setting, or Unsetting the Default...
	4.4.1� Displaying the Default TFTP Server
	4.4.2� Setting the Default TFTP Server
	4.4.3� Removing the Default TFTP Server Setting

	4.5� Downloading or Displaying a File
	4.6� Uploading a File
	4.7� Loading a Configuration File
	4.8� Saving a Configuration File
	5� IP Commands

	5.1� Accessing the IP Subsystem
	5.2� IP Subsystem Commands
	5.3� Getting Started
	5.4� Displaying the IP Configuration
	5.5� Configuring IP Interfaces
	5.5.1� Considerations
	5.5.2� Restrictions
	5.5.3� How the Software Handles IP Broadcast Packe...
	5.5.4� Adding an IP Interface
	5.5.5� Displaying the IP Interface Table
	5.5.6� Deleting an IP Interface

	5.6� Setting IP Parameters
	5.6.1� Enabling IP Forwarding
	5.6.2� Setting the Time-To-Live Parameter
	5.6.3� Enabling or Disabling ICMP Redirect Message...
	5.6.4� Enabling or Disabling Source-Route Filterin...
	5.6.5� Enabling or Disabling Routing of Broadcast ...
	5.6.6� Enabling or Disabling Packet Snooping
	5.6.7� Enabling or Disabling Network-Broadcast For...
	5.6.7.1� Disabling Bridging of Network Broadcasts ...
	5.6.7.2� Disabling Routing of Network Broadcasts o...


	5.7� Using the Route Table
	5.7.1� Displaying the Route Table
	5.7.2� Configuring Static Routes
	5.7.2.1� Defining a Static Route for a Host
	5.7.2.2� Defining a Static Route for a Net
	5.7.2.3� Using a Default Route

	5.7.3� Changing the State of a Static Route
	5.7.3.1� Taking a Route Down
	5.7.3.2� Bringing a Route Up

	5.7.4� Deleting a Route

	5.8� Using the Route Cache
	5.8.1� Displaying the Route Cache
	5.8.2� Flushing the Route Cache

	5.9� Configuring Directly-Attached Subnets
	5.9.1� Adding Directly-Attached Subnets
	5.9.2� Deleting Directly-Attached Subnets

	5.10� Configuring the ARP Table
	5.10.1� ARP Cache
	5.10.2� Adding a Static ARP Entry
	5.10.3� Displaying the ARP Table
	5.10.4� Clearing the ARP Table
	5.10.5� Deleting a Static ARP Entry
	5.10.6� Setting the ARP Age
	5.10.7� Enabling Proxy ARP

	5.11� Displaying Statistics
	5.11.1� Clearing Statistics

	5.12� Testing a Connection
	5.13� IP Helper
	5.13.1� How IP�Helper Works
	5.13.2� Using IP�Helper
	5.13.2.1� Adding an IP�Helper Address
	5.13.2.2� Displaying Statistics

	5.13.3� Clearing Statistics
	5.13.4� Deleting an IP�Helper Address
	5.13.5� Adding a UDP Port
	5.13.5.1� Displaying the UDP Port Table
	5.13.5.2� Deleting a UDP Port
	6� IP Multicast Commands



	6.1� Accessing the IP Multicast Subsystem
	6.2� IP Multicast Subsystem Commands
	6.3� Displaying the IP Multicast Configuration
	6.4� IP Considerations
	6.4.1� IP Multicast Routing and Virtual LANs

	6.5� Getting Started
	6.5.1� Enabling Multicast Forwarding
	6.5.2� Enabling Multicast Traffic on a Segment

	6.6� Adding an IP Multicast Interface
	6.6.1� Considerations
	6.6.2� Adding a Physical Interface
	6.6.3� Adding a Tunnel

	6.7� Displaying the Interface Table
	6.7.1� Deleting a Physical Interface
	6.7.2� Deleting a Tunnel

	6.8� Using the Route Table
	6.8.1� Displaying the Route Table
	6.8.2� Flushing (Clearing) the Route Table

	6.9� Using the Route Cache
	6.9.1� Displaying the Route Cache
	6.9.2� Flushing the Route Cache

	6.10� Displaying Statistics
	6.10.1� Clearing Statistics

	6.11� Displaying IP Multicast Groups
	6.12� Displaying IP Multicast Neighbors
	6.13� Troubleshooting
	7� IP RIP Commands

	7.1� Accessing the RIP Subsystem
	7.2� RIP Subsystem Commands
	7.3� Operational Notes
	7.3.1� Convergence
	7.3.2� Final RIP Update Sent When IP Forwarding Is...

	7.4� Setting the RIP Control Type
	7.5� Displaying the Configuration
	7.5.1� Displaying the Configuration for the Per-Se...
	7.5.2� Displaying the Configuration for the Per-VL...

	7.6� Setting RIP Parameters
	7.6.1� Setting Parameters for the Per-Segment Meth...
	7.6.2� Setting Parameters for the Per-VLAN Method

	7.7� Changing RIP Parameters
	7.7.1� Changing Parameters for the Per-Segment Met...
	7.7.2� Changing Parameters for the Per-VLAN Method...

	7.8� Displaying Statistics
	7.8.1� Clearing Statistics

	7.9� Operating with Redundant Paths
	7.9.1� Redundant Paths without Interface Cost
	7.9.2� Redundant Paths with Interface Cost

	7.10� Operating with Variable-Length Subnets
	7.10.1� Reporting Subnets
	7.10.2� Restrictions on Adding Variable-Length Sub...
	7.10.3� RIP Operation with Valid Variable-Length S...
	8� SNMP Commands


	8.1� Supported SNMP Traps
	8.2� Accessing the SNMP Subsystem
	8.3� SNMP Subsystem Commands
	8.4� Displaying the SNMP Configuration
	8.5� Displaying Statistics
	8.5.1� Clearing Statistics

	8.6� Adding an SNMP Community
	8.6.1� Deleting an SNMP Community

	8.7� Adding an SNMP Manager
	8.7.1� Deleting an SNMP Manager

	8.8� Preparing Files for SunNet Manager
	9� Bridge Filter Commands

	9.1� Working with Templates
	9.1.1� Defining a Template
	9.1.2� Displaying a Template
	9.1.3� Changing a Template
	9.1.4� Deleting a Template

	9.2� Working with Rules
	9.2.1� Defining a Rule
	9.2.2� Displaying a Rule
	9.2.3� Displaying the Rules Attached to a Segment
	9.2.4� Changing a Rule
	9.2.5� Deleting a Rule

	9.3� Applying Rules to Segments
	9.3.1� Source Rule
	9.3.2� Destination Rule
	9.3.3� Blocking Learned Entries

	9.4� Applying rules to addresses
	10� TCP Filter Commands

	10.1� Defining a Filter
	10.2� Changing a Filter
	10.3� Displaying a Filter
	10.4� Deleting a Filter
	10.5� Applying Multiple Filters
	11� IP Filter Commands

	11.1� Working with Templates
	11.1.1� Defining a Template
	11.1.2� Displaying a Template
	11.1.3� Changing a Template
	11.1.4� Deleting a Template

	11.2� Working with Rules
	11.2.1� Defining a Rule
	11.2.2� Displaying a Rule
	11.2.3� Changing a Rule
	11.2.4� Deleting Templates from a Rule

	11.3� Applying Rules to Segments
	11.3.1� Attaching a Rule to a Segment
	11.3.2� Displaying the Rules Attached to a Segment...
	11.3.3� Removing a Rule from a Segment
	11.3.4� Source Rules
	11.3.4.1� Block Remote Logins
	11.3.4.2� Secure Traffic Between Networks

	11.3.5� Destination Rules
	11.3.5.1� Block Remote Logins
	11.3.5.2� Restrict Outgoing Traffic


	11.4� Filter Statistics
	11.4.1� Displaying Statistics
	11.4.2� Clearing Statistics
	12� RIP Filter Commands


	12.1� Accept Filters
	12.1.1� Defining an Accept Filter
	12.1.2� Displaying an Accept Filter
	12.1.3� Changing an Accept Filter
	12.1.4� Deleting an Accept Filter
	12.1.5� Applying Multiple Accept Filters

	12.2� Report Filters
	12.2.1� Defining a Report Filter
	12.2.2� Displaying a Report Filter
	12.2.3� Changing a Report Filter
	12.2.4� Deleting a Report Filter
	12.2.5� Applying Multiple Report Filters

	12.3� Update Filters
	12.3.1� Defining an Update Filter
	12.3.2� Displaying an Update Filter
	12.3.3� Changing an Update Filter
	12.3.4� Deleting an Update Filter
	Appendix A:� Standard MIB Appendix A:� Objects


	A.1� MIB-II Support
	A.1.1� Systems Group
	A.1.2� Interfaces Group
	A.1.3� Address Translation Group
	A.1.4� IP Group
	A.1.5� ICMP Group
	A.1.6� TCP Group
	A.1.7� UDP Group
	A.1.8� SNMP Group

	A.2� AppleTalk MIB
	A.3� Ethernet MIB
	A.4� Bridge Mib
	A.4.1� dot1dBase Objects
	A.4.2� dot1dStp Objects
	A.4.3� dot1dTP Objects

	A.5� FDDI MIB SUPPORT
	A.5.1� SMT Objects
	A.5.2� MAC Objects
	A.5.3� Port Objects
	Appendix B:� PowerHub MIB Appendix B:� Objects


	B.1� System Objects—alSystem Group
	B.2� Bridge Objects—alBridge Group
	B.3� Management Objects—alMgmt Group
	B.4� Chassis Objects—alChassis Group
	B.5� FDDI Objects—alFDDI Group
	Appendix��C:� Packet Appendix��C:� Encapsulation F...

	C.1� Encapsulation Descriptions
	C.1.1� Ethernet Encapsulations
	C.1.1.1� Ethernet Type II (enet)
	C.1.1.2� IEEE 802.3 (802.3)
	C.1.1.3� IEEE 802.3 with LLC header (802.2)
	C.1.1.4� IEEE 802.3 with LLC header and SNAP

	C.1.2� FDDI Encapsulations
	C.1.2.1� FDDI Raw Format
	C.1.2.2� FDDI 802.2
	C.1.2.3� FDDI 802.2/SNAP

	C.1.3� Encapsulation Translations
	C.1.3.1� Bridging
	C.1.3.2� Routing
	C.1.3.3� Maximum Transmission Unit (MTU) Discovery...
	Appendix D:� Configuring Appendix D:� VLANs



	D.1� Creating a VLAN
	D.2� Filter Support
	D.3� Configuration Guidelines
	D.3.1� Bridge Groups
	D.3.2� Spanning-Tree State Can Affect VLAN Communi...
	D.3.3� IPX RIP and SAP in VLAN

	D.4� VLAN RIP and IPX RIP/SAP Support
	Appendix E:� IP Multicasting

	E.1� Introduction
	E.2� Benefits of Multicasting
	E.2.1� Multi-Destination Delivery
	E.2.2� Unknown-Destination Delivery

	E.3� Terminology
	E.4� Concepts and Algorithms
	E.5� Multicast Routing Protocols
	E.5.1� Internet Group Management Protocol (IGMP)
	E.5.1.1� Protocol Description

	E.5.2� Distance Vector Multicast Routing Protocol ...
	E.5.2.1� Protocol Description
	E.5.2.2� DVMRP Probe Message
	E.5.2.3� DVMRP Report Message
	E.5.2.4� DVMRP Ask-Neighbor Message
	E.5.2.5� DVMRP Neighbors Message
	E.5.2.6� DVMRP Ask-Neighbor2 Message
	E.5.2.7� DVMRP Neighbors2 Message
	Appendix F:� Well-Known Appendix F:� Ports
	Index




